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Evolucion ddBackSwap

Proyecto principal: Caracteristicas recientes:

0 Inyecciones web en sistemas de pagc o Recopilacion de datos
y exchangesle criptomonedas introducidos en formularios a

0 Inyecciones web en usuarios de través del portapapeles
banca online




BackSwap malware campaign evolution

Posted 15 July, 2019 In Sin categoria | 0 comentarios.
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Backswap
Malware Investigation Details

ACS Department S21sec

BackSwap malware finds
Innovative ways to empty

bank accounts BackSwap malware campaign evolution

- : . This article will explain in detail the follow-up that the S21sec Threat Intelligence team
ESET researchers have discovered a piece of banking malware that has carried out since the BackSwap malware was discovered by ESET in May 2018, as

employs a new technique to bypass dedicated browser protection well as the different campaigns that the group behind BackSwap has carried out
measures towards financial institutions from different countries, cryptocurrency exchanges, and

its new evolution after a few months of inactivity.
“ Michal Poslusny 25 May 2018 - 12:58PM

Affectation to Spanish financial firms
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Crypto-BackSwap New layer of encryption (BMP shellcode)

Feb 21 Jun 14
Crypto-clipbanker "Real" Backswap Single Script Inject
Nov 29 Mar 13 Jul 26
Polish bank clipbanker Address Bar injection method  External URL test Another layer of payload encryption Use of redirects
lan 5 May 11 Aug 9 MNowv 12 Apr 10

2019

Nov 29 - Mar 13 ([ i c-BackSwap period
Mar 13 - Aug 7 [N BackSwap targeting Poland
Aug 7 - Nov 28 N BackSwap targeting Spain

Dec & - Dec 20 [ BackSwap targeting Czech Republic

BackSwap Rebirth
; ] i
Apr 10 - May 23 (Poland + Spain)



BackSwamafectando a Espana

Pﬂmera campana
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