coN-cert

centro criptologico nacionol

_~ Y | . : Ciberamenazas_
JORNADAS S&esry o El reto de compartir

STIC S Ay
CCN-CERT S\ L/ &/ #XIJornadasCCNCERT

i . 13Y 14 DE DICIEMBRE
S » 2017

2017: Cuando el ciberespacio refleja el mundo real

o’="" SEG
CICIN &
I £
CENTRO CRIPTOLOGICO NAGIONAL %a,;""-’x P
30 ‘M’ﬁfb



ClNceﬂ' XI JORNADAS STIC CCN-CERT

&ML -:ru‘.-!:_‘:-h)-c] e Ao lenal

A Antonio Caflada

A FireEye

www.ccn-cert.cni.es



cu_cerl' XI JORNADAS STIC CCNCERT

cantra criptalégies naclonal

Indice

1. Main trends in the CyberSpace

2. When Cyber-Criminal used Cyber Extortion & Destruction i FIN10
3. Geopolitical impacts in the Cyber Space : APT32 and APT33

4. When Nation States esplonage Impacts countries GDP: APT10

5. Take aways and conclusion

www.ccn-cert.cni.es



coN-cert

cantrs criptoldglos macional

THREAT LANDSCAPE CONTINUES TO EVOLVE

A Motivations behind the attacks

Influence va’ér--Espionaqe

A FireEye observes a change in A FireEye observes several nation states
motivations for certain specific Nation sponsored groups from different
State sponsored group with the aim to countries including Iran, North Korea
influence geopolitical decision. and China who are continuing operation

and campaign to gain economical

A The main objectives seen during the US advantages.
election and during the European _ <
election in France, UK or Germany, are A All verticals of business are targeted and
to push left right parties and to reduce the campaign are directly linked tothe
the confidence in institutions. local government strategy of growth. ‘
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Financial

A FireEye observes nation states and non
nation states groups using APT technics
and procedures to win money.

A FireEye observes an approach of
stealing high volume in a one off
operation versus multiple small quantity.

A FireEye observes also an appetence to
target crypto-money and stock
exchanges instead of standard financial

institutions.
} .
<O FireEye
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THREAT LANDSCAPE CONTINUES TO EVOLVE

A Main Vectors used by attackers

Ransomware

A FireEye observes ransomware
infections continuing to grow, with
iISIGHT seeing the introduction of over
60 new ransomware families in each
guarter of 2017

A The barriers to entry are lowering with
enhanced distribution frameworks and
Ransomware-as-a-Service

A The attacks continue to be distributed
broadly across sectors

Spear |__Phi53hinq

A Spear phi’éﬁhihg*"is still the most
common utilized foothold technics.

A Attackers are using targets interest to
push them to open a link or an
attachment.

A APT33 used Job profiles and Resume

on the petrochemical industry as an
example.
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Authorized tools and supply chain

A FireEye observes a trend in targeted

attacks using supply chain as a
propagation vector inside the
enterprise.

APT32 used in some cases a McAfee
ePO architecture to spread over the
network.

Attackers are becoming adept at
Privileged Escalation which allows
them to move natively across the
environments

Attackers are using authorized

)
Microsoft tools and command @ F| re Eye

laterally and exfiltrate data
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When CyberCriminalusedCyberExtortion & Destructionc FIN10

B)109-500 N, EREIT .JOO = $124,000
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FIN 10 OVERVIEW

FIN10 is a financially motivated group
that deliberately targets organizations.

Involved in financial crime operations
since at least 2013.

I 2YLINRYAASa OAOGAYAQ ySig2N] a
to exfiltrate sensitive data. Main targets are casinos and mining
companies located in Canada

Uses extortion tactics to Targeted PII, Corporate business Data

monetize operations.
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Key findings:

A SpearPhishingith
malicious attachment
A Social engineering and
specialized lures to attract
victims
A Embedded URLs pointed
GAOUAYEAQ Yl
malicious
A Publicly available software

scripts, and techniques
(Meterpreter, Splinter Rat,
PowerShell Empire)
A Stolen credential on VPN
A Schedule Tasks for
persistence
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FIN 10 OVERVIEW ATTACK LIFECYCLE - TTPs

At this point your company has two options:
Maintain Lateral

|. Meet our demand and pay the one time price of 500 BTC (Bitcoin) Presence Movement

-all of the stolen data is permanently deleted, none of it gets posted on the internet,
your computer network will remain safe and functional and your organization wont be

»othered again. f A Compromised VPN

-Bitcoin transactions are anonymous no one will know you cooperated 2 tial
- -en ials

o

N _ A Spear Phishing A Meterpreter A Meterpreter ﬁ ZorvetrShsg\Te mpie A Extortion via
Linkedin and social function of function of plnter . False Flag
network researches metasploit metasploit A Network traffic capture Data exposure

A Powershell A POWéfShell using OLAPTCPdump  z  pestructive
empire empire . driver batch Scripts
A Splinter RAT A Splinter RAT
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Geopoliticalimpactsin the CyberSpace APTBZ and APT33 |
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APT32 OVERVIEW

A APT32 is a cyber espionage

group aligned with Vietnamese

governmentinterests
A 12 victims identified through
our worldwide detection

sensor network
A 10+ external victims

A Ultimately 4 groups
consolidated into APT32

APT32 targeting of privatector interestsn |
Southeast Asigresents increasedsks to

consider -

APT32 is a threat to activisjsurnalisfé',;.and

foreign governments
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Key findings:

A Tracking their own activities
with dedicated websites
A Usage of advanced multi
stages Lures
A High level of obfuscation
and high usage of new
technics (they monitored
twitter/websites or
researches)
A Use of third party likePo
deployment task to deploy
backdoors and tools
A APT32 uses a custom suit
of backdoors spanning
multiple protocols

10



