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., Como ATOS sigue los principios
del Charter Of Trust (CoT) para
abordar los problemas de
ciberseguridad en la cadena de

/ suministro?




At Atos, our choices impact
the world’s digital future.

“The purpose of Atos is to help design the future of the
information technology space in which cybersecurity is a crucial
component and enabler.

Our investments in people and leading-edge technologies such

as security operating centers, identity and access management,
and prescriptive security based on artificial intelligence are key

to our success in security.

The Charter is an excellent foundation upon which we can
continue to build to spread a trusted, inclusive and sustainable

g;g;‘fr?le;c?nomy and create value for our customers and Elie Girard, CEO of Atos

At Atos, the future is our choice.

Trusted partner for your Digital Journey


https://youtu.be/WLb5pCKrpdY

¢Como ATOS adopta los principios
del Chapter of Trust (CoT)?

* CoT establece una serie de Principios
Basicos que se deben aplicar de forma
estructurada (en cascada) de cara a
garantizar la seguridad en |la cadena de
suministro digital.

Atos esta convencido de que la

CoT tiene un grupo de trabajo innovacion y colaboracidn en

especifico para el “Principio 2: . ]
“Responsabilidad en toda la cadena de ciberseguridad de extremo a extremo

suministro digital” en el que se ha es un activo sélido y un diferenciador
generado una lista de requisitos

precisos que se deben aplicar. competitivo para las organizaciones



¢ Como ATOS adopta los principios del Chapter of Trust (CoT)?

PRINCIPIO 2 - RESPONSABILIDAD

CoN-cert

centro criptolégica nacional

» Se estd implementado mediante la modificacion de una de nuestras principales Politicas (“Security Requirement for
Partner and suppliers”), que se incluye en los contratos con los proveedores, que contiene una lista de 17

requisitos, agrupados en las siguientes categorias sobre:

PROTECCION DE DATOS (3)

INTEGRIDAD Y DISPONIBILIDAD (4)

DATA PROTECTION
Products and services

shall be designed

to provide confidentiality,

POLITICAS DE SEGURIDAD (3)

SOPORTE (2)

Actualizacion
politicas para

incluir requisitos y

RESPUESTA A INCIDENTES (1)

FORMACION Y CAPACITACION (1)

SECURITY POLICIES

Security policies

consistent with industry besi
practices shall be in effect

acciones

SEGURIDAD DE INSTALACIONES (1)

ACCESO, INTERVENCION,
TRANSFERENCIA Y SEPARACION (2)

B Actively involved
I rartially involved

INCIDENT RESPONSE

For confirmed incidents,
timely security incident
response for products and

icity, integrity and services shall be provided to -
P Mature polcies and procedures are critical to |
availability of data provide cear deection o employses onhowt | | CUSEOMENS n
operate In a repeatable way, within the 9
These key principles are not only e | | confnes of an organization's risk tolerance. To | | Mature incident responce  podcies  and
founaton of Pincpe 2 of the Charte of | | eng organations shoukd adoptIncustry | | Pocedares are necessary to provide temely | [,
Trst, bt are the bedrock of any securd | | pact peactices that align weh standards such | | response to customers as required by Y
preduct or service, and should be considared as IS0 27001, 1S0 20243, S0CZ, 1EC contract, service level agreement, or
and apprepristely Implemented early in ther | | £2443 or inilar trusted standards, toansore | | MEQUIAtory requirements ltch
""": Lnnmilw e et appropriate contrals are In place ta provide
u Lm - appropriately protectng | | configentialty, authentichy, Integrity, and
a, objects, and  resoumes em || gypp)y, SITE SECURITY
unautharized access, use, ar disciosure duning vy of
processing, storage, and transit Measures to prevent Buct or
b. Authenticlty- assurarce that data and || SECURITY POLICIES unauthorized physical access | {1
products come from the source they dam to L p P
Guidelines on secure throughout sites shall be in Waway
c. Integrity- assurance that wnautherized | | configuration, operation and | | place Buct or
madification to data cr products Is prevented .
d. Avalablityy asarance that data ang | | USge O products or Services | | .y i prescures, and contrls e | ey
preducts are acceszible ta autharized parties shall be available to required to prevent unautharized sccess o | fo your
€ cortrolled  areas  such  as  alfices,
manufacturing faciliies, distribution centers, | fatifing
DATA PROTECTION et e 4 o | | eciptacites s, e '
Data shall be protected o ot darie o caing
P property configure, deplay, and cperate a Ewin
from unauthorized access product oF service are necessary for Customers ACCESS
throughout the data lifecycle | | 2 =rimers o fly undersand hew o ! elivery
- INTERVENTION, patches
Data must be pratected during all phases of TRANSFER & SEPARATION Iw"mﬂ
the delivery of 3 product or sanvice, from ) |ta the
ereation to desinuction, or end of fe. SECURITY POLICIES Encryption and key fowsding
Policies and procedures management mechanisms | il
shail be implemented so as shall be available, when —
DATA PROTECTION o P
The desi £ products not to consent to include appropriate, to protect data
; =ign ol ;":f e back doors, malware, and 17
and services shall malicious code in products Baced on the canfidentiaiity and sencitvity af
incorporate security as well cata stored or processed by a product or
¢ N and services senvice, encryption and key management | g
as privacy where applicable shouid be made available for configuration. For
dOrganizations must have Secure Software | | ecmpte, where data is cassdied a5 putlic, | b,
The confidentiality and sensitivity of data Development Life Cycle (SSOLC) palides and | | encryption and key management may not be | £
processed by a product or service must be procedures  in place, that can provide required. Howewer, where data may be
considered during their design, to ensure | | reaconable assurances that backdoars, | | classified as confdentisl, secre, etc,
appropriate protections are incuded fo | | mabware, or otver matcious code are not | | encryption and key management are critical tm
prevent  unauthorized access, use, o || inchuded with the procuct or service, inchuding | [ protect the conficentialty, authenticity, and | - BECUTRY
disclosure, and to ensure compliance with any | | at the request of @ siate sponsored actor, | [ inkegrity of the data at rest, In use, and n | fEnsUTE
applicable reguiatary requirements criminal arganization, or ctherwise. transit. Ex
ctices,
fates
CaPDIE OF TG ETIIG SIS Y0 || TG I Y O A prASCTor e | ey
service i

Policies and pracedures in thres key areas are
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RESPUESTA A INCIDENTES

SEGURIDAD DE LAS INSTALACIONES

INTEGRIDAD Y DISPONIBILIDAD
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ACCESO, INTERVENCION, TRANSFERENCIA Y SEPARACION

SOPORTE
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FORMACION Y CAPACITACION
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Mapping apainet standands

Category Baseline Cybersecurity Supply Chain Requirements ¥ ECE2443 120 2700 150 20242 MIZT Z5F METI CREF
- Fuartially Fartialy

Froducts or sardoas shall ba designed o provide confidentialty, suthenticty, begrty and syalabily of dets [ | momame] adiirams e
Dt shal e protecied fom unsuEnorized sooens roughout the dats B [ | [ |
The deglgn of products snd serddces shal incorporaie seourky as well = privacy winers spplicabl= ﬂ ;:ﬁ-::.;u kof In scope ;:E:Lﬂ
Becwrky polces consis3ent with Industry bast prachces such &s 120 27004, 120 20243, 30CT, IEC £2443 | H Fartially ]
shal be n affact D sodrEgmar
Suldelines on secure configurabon, cpearafion and usage of produchs o sarvices shall be availsbie o costomers %ok In scope ;:2::;1 Mok In scope Kt In scops=

Folces and proced ures. akall be Impemented 20 25 not 4o consent o iInclude back doors, makars, snd
maliclous code In producks and sersices.

Incilde ni Re cpomes Faor cordfirmned Inckd=nts, Hmely sacurity Inckdsnt responss for products and senicss, shal b provided 1o cusiomers

Measures o prevent unauthonzed physical scc=ss throughout si=s shal be n place

EEANREAR

Azsac, Inder- Encrypfion and ey management mechanipms snall e avalsble, when appropriete, o probect dats
wantion, Trancfer B
Iapa“. o Appropriate el of dently and scosss contral and monkorng, Inclusing thid parbies, snail b= In place and
enforoed
Fegular s=curity scanning, t=sfing and rmmedizion of produdss, sandoes, and undsrtying Infrasiructune shsl] b=
periomed
Axzet Mansgement, VulnemblEy Mansgemen:, amd Change Managsmeni pollckes shall be implemenbed that are Fartialy
Itagrity =nd capabile of mEigatng risics to sanvioe aryviFonmens: mddressed
Avallablity Business confinuky and disaster recovery procsdwes shal be n place and snal] Incorpomie sacurity during H Fartially
disrupiion, whers spplicatie sddressed
_ Partially Partialy
A, process. shall be In place o =rsure ak producks and services ars suthenic and Heniflable &of In scope H e —— addrassad
%ok In scope H

A minimum level of seourky sducabian snd Faining for emplopess shal be reguiarly deployed {=0., by reining,
cerfffications, rammeness)

The fimeframe of support, speciying e Intendsd supporbed [febme of The produds, Services or salubons shsll
b defined and made avallsbie

Enxad on risk, and during the tereframe of support, processes shall be in place for: (1) Contscting Buppart, (23
Beowrky Adeisores, {3 Vulnerablly Mansgerent, and (4) Cybersecurty reiabed Paich Delvery snd Suppart

1) For next generation products and solutions
2} Including access control, security education, employment vernfication, encrypfion, network isclstion/segmentation, operational security, physical securty, vendor management
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PROVEEDORES Y TERCERAS PARTES

» En una empresa tan grande como Atos, la lista de proveedores también es igualmente extensa y la
revision sistematica consumiria un alto nivel de recursos. El enfoque actual se esta llevando a cabo
de una manera pragmatica:

— —— — — p—
—— —_—

Inventario Criticidad Verificacion

revisiones por
parte de Atos.

» Revisar/Actuali » Definir los » Verde: Requisitos '» EvalGan
zacion del criterios para en RFQy contrato. :  externamente ' 1
inventario de identificar " » Medio: . c6mo esos y
proveedores. | aquellos Autoevaluacion |  Proveedores * '
considerados (“portal de . estan - |
criticos. proveedores”). . gestionando de r‘
" » Alto: auditorias / f(.)rma segl.Jr.a los
. sistemas visibles

desde Internet




More information - atos.net

Contact: arancha.jimenez@atos.net

LA xS

Trusted partner for your Digital Journey



https://atos.net/
https://www.facebook.com/Atos
https://www.linkedin.com/company/atos
https://twitter.com/atos




