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iNn an insecure world

The Charter of Trust



Cybersecurity is
becoming more and more
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The Covid-19 pandemic further underpins the need to act

The digital infrastructure has never e e Cand ki @ G seek
supported more people than it does scaled to a global pandemic,
today — many of them working from e e ae Setars Ssee

home. increasingly targeting

It has become a crucial factor for individuals and organizations
business continuity and for society with malware and ransomware.

overall. |

Now more We need individual efforts and more importantly collaboration to ensure the
than ever: digital security of our lives.
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Together with strong
global partners,
we have initiated the
Charter of Trust.
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Ownership of cyber and IT security

Responsibility throughout the digital supply chain
Security by default

User-centricity

Innovation and co-creation

Education

Certification for critical infrastructure and solutions
Transparency and response

Regulatory framework

Joint initiatives

Charter
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Politics

And we are driving this by

... offering proven approaches to secure the
digital world — by establishing, piloting and
adopting global baseline requirements and concepts.

... striving for a global approach to the regulatory
framework for Cybersecurity — by shaping the political
debate worldwide by foresight and reason.

(Technology

... embedding Cybersecurity in the digital transition
of the industry — by successfully putting
security at the core of digital business models.

Charter
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Two years of collaboration
are showing results — details

Together we scale
Supply Chain
Security.

We deliver a common risk-
based approach aligned with
international norms and are
now developing practical

guidance for wider adoption.

Security by Default
will be a must-have
across all our
businesses.

That’s why we came up with a
joint definition and develop a
first roll-out plan for use-cases,
applications and industries.

We drive
Cybersecurity
education.

We believe people can be an
organization’s best firewall. So
we commit to driving edu-
cation in our organizations.
We've also launched activities
for selected target groups —
from students, via SMEs, to
education providers.
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We shape the
harmonization of
regulation and
standardization

Thanks to our collective
efforts, we are shaping global
political regulations on the
national, European and global
level.
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We turn
Cybersecurity into a
real business
opportunity.

Cybersecurity is not only a cost
factor, but offers many
important business
opportunities. That is what we
see time and again, and that is
what we demonstrate to the
societies we live in as well as to
our suppliers and customers.
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The Charter of Trust
is being recognized ...

His Excellency Jose Angel Gurria
(Secretary-General of OECD)

“The Paris Peace Call and the
Charter of Trust launched at
Munich Security Conference
two years ago are excellent
new forms of stakeholders
working together for more
Cybersecurity by joining
forces.”
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How Is Siemens



SIEMENS
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“We want the best companies in
each industry to be part of our
Charter of Trust and work together
on a common set of priorities on
what needs to be done.”

Joe Kaeser

Former CEO Siemens AG
Initiator of the Charter of Trust

ﬁ Charter
of Trust
Classification: CoT Public

siemens.com/cybersecurity | charter-of-trust.com
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“Cybersecurity must become part
of the DNA of every organization,
like 1t Is for quality in outperforming
companies.”

Dr. Roland Busch

CEO Siemens AG, Former CTO, CHRO
Former Board of Directors member Siemens AG
of the Charter of Trust

f\\ Charter
of Trust
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Principle 2 — Common risk-based approach for the Digital Supply Chain
External communication package released

Ghaterof Tt
Charter prncie 2

of Trust Common Rickésszed Approsch fr the Digt! Suppy Criin

Category

Data Protection

Security Policies

Incident Response

Site Security

Access, Intervention,
Transfer and Separation

Integrity and Availability

Unresictd | CoT

Baseline Cybersecurity Supply Chain Requirements
— prosucs orsanices hal b cesignedto provid confidsiay
iy, isgry andavatabiy o da
 atashal be prtecied rom snauthorzed aces hrughoutthe daa e
—he desig ofprciatsand sevices shal ncorporatesecary s
there applicable

nsistant with indusry best pract
052403 shall

o ntverfication, enc
‘operational securty, physical securiy, v

— Guidelines on secure conficuration, operation and usage of prociucts or services,
shall be avaiable to custamers

fes and procedures shallbe implementad 50 25 10t 1o consent toncluce
doors, malware and maiicious cod n products and services

— For confirmad incidents, time or products
‘and services shall be provided to cust

teasures to prevent unauthorized physical access throughout sites
shallbe in pace

— Encryption and key m

management mechanisms shall be available,
when appropriate, o protect data

— Appropriste level o idantity and acces: contra) and monitoring,
cluding third prties, shall be in b enforcad

— Regular sscurty scanning, testing and remediation of prodcts, servi
and underlying infrastructure shall be performed
— asset management, vulnerabiity management and changs management polic
11 be implemented that ara capable of mitgating risks o service environments
— Business continuity and disaster-recovery procedures shall be n pla
‘and shallincorporate security during distuption, applicable

— A process shal b in place ta ensure that products and sanvices are authentic
and identifzble

or
25 or solutions
— Basad on rick and during the time fra
rocasses shall be in placa for
1 contacting support
2 Security Advisories

. cyparsscury-

of security education and raining for employees shall be
resularly deployed fe . through trining, certifications, awareness)

www.charteroftrust.com
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Riksssect Apprasch for e Digtal Suppiy

uppliers are adher

the baseline requirements. The process allows for three verification el
ording to the eriticality of the digi fore, the verification ele:

is aligned to the criticality level of th;

lements, which will be used

ployed

Verification Element  Verification Element description supplier criticality

oP Supplier shall provide evidence thatit complies
e with the baseline requirements

sA Supplier shall demonstrate compiance to the baseline
Self-Assessment selbassess

sD
Self-Declaration

The verification pri designed to have minimum impact on existing pre

It has been specifically designed 1o be “light” while at the same time raising ay

with foundational cybersecurity requirements and best practices that should be adopted by 2l digital

suppliers.

3 Context and further resources

ity is a foundational element of trust in the digital ec

(e.g. suppliers,

). Furthermore, the partners aim at demonstrating th
regulators and policymakers.

of the Charter of Trust are continuously working on advaning the ten principles, defining
s and best practices where applicable. These are widely shared with a broad

re a far-reaching level of trust.

latest releases, please refer o our website
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And we bring them to life as

Principle 2 — Responsibility

throughout the digital supply chain

The Siemens security concept
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Network
security
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Siemens provides a multilayered concept that gives
plants both all-round and in-depth protection

@ ©

Know-how and Authentication and Firewall and VPN System hardening and
copy protection user management (Virtual Private Network) continuous monitoring

Concrete implementation steps with the CoT partners

With our partners, we defined a list of minimum baseline
requirements for all players in the supply chain as well as
effective mechanisms that can support their implementation

S
Charter
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