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Evolucion de BackSwap

Proyecto principal: Caracteristicas recientes:

o Inyecciones web en sistemas de pago o Recopilaciéon de datos
y exchanges de criptomonedas introducidos en formularios a

o Inyecciones web en usuarios de través del portapapeles
banca online




BackSwap malware campaign evolution

Posted 15 July, 2019 In Sin categoria | 0 comentarios.

welivesecurity - cm

Backswap
Malware Investigation Details

ACS Department S21sec

BackSwap malware finds
Innovative ways to empty

bank accounts BackSwap malware campaign evolution

- : . This article will explain in detail the follow-up that the S21sec Threat Intelligence team
ESET researchers have discovered a piece of banking malware that has carried out since the BackSwap malware was discovered by ESET in May 2018, as

employs a new technique to bypass dedicated browser protection well as the different campaigns that the group behind BackSwap has carried out
measures towards financial institutions from different countries, cryptocurrency exchanges, and

its new evolution after a few months of inactivity.
“ Michal Poslusny 25 May 2018 - 12:58PM

Affectation to Spanish financial firms




Michal 8 Peter
Poslusny Kalnai

Crypto-BackSwap New layer of encryption (BMP shellcode)

Feb 21 Jun 14
Crypto-clipbanker "Real" Backswap Single Script Inject
Nov 29 Mar 13 Jul 26
Polish bank clipbanker Address Bar injection method  External URL test Another layer of payload encryption Use of redirects
lan 5 May 11 Aug 9 MNowv 12 Apr 10

2019

Nov 29 - Mar 13 ([ i c-BackSwap period
Mar 13 - Aug 7 [N BackSwap targeting Poland
Aug 7 - Nov 28 N BackSwap targeting Spain

Dec & - Dec 20 [ BackSwap targeting Czech Republic

BackSwap Rebirth
; ] i
Apr 10 - May 23 (Poland + Spain)



BackSwap afectando a Espana

anera campana
Agosto D|C|embre 2018
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Shellcode en imagenes BMP

BITMAPFILEHEADER

BITMAPINFO

IMAGE DATA
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bfType
bfsize
bfReservedl
bfReserved2
bfOfTBits

bfReserved2

bfoffBits

db "BM’

dd 6DBCE%h
dw @

dw @

dd 76h

edx
ebp

SHELLCODE




[=+.| Administrator: Command Prompt - BackSwapInjectEmulator.exe
Microsoft Windows [Version 6.1.7601]
Copyright (c) 2009 Microsoft Corporation. All rights rese C G * O

x  +

C:\Users\IEUser>cd c:\tools Gmail

s
Images ==

c:\tools>BackSwapInjectEmulator.exe
Please provide valid arguments
Usage: [script_path] [inject_url (optional)]

c:\tools>BackSwapInjectEmulator.exe webinject_BBVA.]js

Google

ALUVau v

x64dbg
= ) - Google Search I'm Feeling Luck
cHEHE 2 2| KWk || £t s = 1 [ 3 gl ) | g g Lucky

o~ Ejnew‘l.jl
V4 :

: Google offered in: fedtina
EH‘-—_‘:

Wireshark

Czechia

Advertising Business About

utoruns

Privacy
length:0 fnes:1 |in:1 Col:1 Sel:0]0 |windows (CRLF)  |[UTF-8




EEIE
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Computer

c :\tools>BackSwapInjectEmulator.exe QA e = e M %) 6

Please provide valid arguments _
Usage: [script_path] [inject_url (optional)] Gmail  Images
c:\tools>BackSwapInjectEmulator.exe webinject_BBVA.js
URL Accessed: https://www.google.com/?gws_rd=ssl

AHALuvauuin

x64dbg File Edit Search View Encoding Language Settings Tools Macro Run Plugins  Window 7 G o s . o Feeling Luck

— = r: = (= oy oogle Searc m Feeling Lucky

o HHE v B|lsWMD |2 || 2 B
|'_;Jnew'|c3|

Google offered in: Eetina

9 A privacy reminder from Google REMIND ME LATER

Czechia

Advertising Business About Privacy

autoruns H
== length:0 lines:1  |ln:1 Col:1 Sel:0]0 [Windows (CR1F)  |UTF-8




x64dbg
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Wireshark

7

autoruns

Accessed:
Accessed:
Accessed:
Accessed:
Accessed:
Accessed:
Accessed:
Accessed:
Accessed:
Accessed:
Accessed:
Accessed:
Accessed:
Accessed:
Accessed:

https://www.google.com
https://www.google.com
https://www.google.com
https://www.google.com
https://w

https://ww
https://www
https://waw.
https://www.b
https://www.bb
https://www.bbv
https://www.bbva
https://www.bbvan
https://www.bbvane
https://www.bbvanet

File Edit Search ‘iew Encoding Language Settings Tools  Macro

ALLUVAaLILIL

Fun  Flugins Window 7

cHEHB % 0&]|*‘|§hn\|.§)ﬂ|ﬁﬁi’ﬁ| ] '3|—".—|.|5'+'

Ejnewhjl

|Iengﬂ1:0 lines & 1 Ln:1 Col:1 Sel:0]0

|windows (CRLF)  |UTF-8

X +
https:/ www.bbvanet
https:/ /www.bbvanet
mages
https:/ /www.bbvanet.com.co
https://www.bbvanet - Google Search

https: / /www.bbvanetcash.com

https:/ /fwww.bbvanetcash.com.co

https: [ fwww.bbvanetoffice.com

Google

Google Search I'm Feeling Lucky

Google offered in: £estina

9 A privacy reminder from Google REMIND ME LATER

Czechia

Advertising Business About




Computer

Recyde Bin

Frefox

Wireshark

L

procexps4

=

autoruns

5. Administrator: Command Prompt

URL Accessed: https://www.bbvanetcash.com
URL Accessed: https://www.bbvanetcash.com
URL Accessed: https://www.bbvanetcash.com
URL Accessed: https://www.bbvanetcash.com/local kyop/logi
URL Accessed: https://www.bbvanetcash.com/local kyop/KYOP
tml

Valid URL detected - injecting...
Injected!

c:\tools>BackSwapInjectEmulator.exe webinject_BBVA.js
URL Accessed: https://www.bbvanetcash.com/local_kyop/KYOP
tml

Valid URL detected - injecting...
Injected!

c:\tools>

cmd : $UID%&E=12349877&U=Victim&P=Hidden&D=

length:41 Ines:1 In:1 Col:42 Sel:0]0 Windows (CR LF) UTF-8

rundli32.exe syssetup,SetupOo

-
i].: For Win¢ sw 8, 8.1 and 10, you will NOT

Procmon

E;’

Process Hacker
2

+

www.bbvanetcash.com

BBVA Netcash

. JAtencion al cliente | Catalogo de servicios | Demo | Espaiol v

Acceso

Coédigo de empresa

Usuario

Contraseia

v Recordar cédigo de empresa y usuario

© :Olvidd su contrasefia?
BBVA nunca le solicitard sus claves ni ninguna
otra informacion confidencial por email, teléfono
u olro medio fuera del entorno seguro de BEVA
Net cash

Save password?

tus bancos en
un mismo sitio

Descubre el nuevo servicio de agregacion
inteligente BBVA One View: Podras ahorrar
tiempo y controlar comodamente y, de un
vistazo, todos los movimientos de tus
cuentas, cuentas de crédito y taretas.
Ademas, le ayudara a tomar mejores
decisiones ante un imprevisto, gracias a las
alertas personalizadas.

Accede a BBVA One View a través

de www.bhvaoneview com, asi como desde
Ia web y 1a app de Net cash.

sova  Todos los bancos de... o ~»

~3VA
_1e View

Deenctatirn <OMO functans

(Servicio de informacion de cuentas y otros

Leoduclios




Attacker's

Date Targets Account Hashes
number(s)

https://*bancopopular.es/eai logon/Gb
pInternetLogonEAI/gbplogo*
https://www.caixabank.es/particular®
https://oi.bankia.es/es/logi*
https://www.bankia.es/es/particulare*
https://www .bankia.es/oficina/particula 72191DEEBAEC3E104
res/#/cuentas/transferencias/paso* 85FAS55D3987C204698
https://www.bbva.es/particulares/index @ C2D91
js* Jose Maria

2018-08- https://web.bbva.es/index.html* i 4F329BEDG6C1BEE24

07 http's://Www.bancsabadell.com/cs/Satel ES76210025 A2BE0765679F1C2C0
lite/SabAtl* —‘“ 3ADI0C
https://www.bancsabadell.com/txbs/TR 0640
External TransferIIPP.init.b* 2D2807E21070ACAGF
https://particulares.gruposantander.es/S 9891EAB946B20C7D2
UPFPA ENS/BtoChannelDriver.ssobt FFDI5C

o?dse operationName=NavLogin*
https://particulares.gruposantander.es/
CE VOperativa SANINT ENS/BtoC
hannelDriver.ssobto?dse operationNa
me=0OP VentanaOperativa INT*




Colaboracion con Policia Nacional y Guardia Civil
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*pancsabadell.com/cs/Satellite/SabAt™
*particulares _gruposantander.es/SUPFP
A_ENS*NaylLogin®
*particulares._gruposantander.es/CE_VO
perativa SANINT ENS/BtoChannelDriv
er.ssobto?dse operationName=0P_Ven
tanaOperativa INT”*
*bbvanetcash.com/lgcal_Kkyop/KYOPSoIli
citarCredenciales_htm*
*oficinaempresas._bankia.es/es/login_htm

x

*caixabank.es*particulares. *htm~
*caixabank.es*empresas_ *htm*

*caixabank.es*agrobank™htm*
*caixabank.es™negocios. *htm™*
*caixabank.es*businessbank *htm*
*gruposantander.es*empresas*home*
https://loc*.caixabank.es/GPeticiones; W
eblLogicSession=*

https:// www _bbvanetcash.com/SESKYO
P/kyop mult web pub/index-new._htm*
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BackSwap afectando a Espana

_ Segunda campafia
Abril - Mayo 2019




Jorge Rodriguez
= & @JROdriguezB

Peter Kalnai @pkalnai
Turns out the new #BackSwap is also still targeting Spain. (The hash
request of the sample via DM.)
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BackSwap: Esquema de la actividad criminal

Alrededor de 70 cuentas bancarias
recopiladas

Nacionalidad de las mulas

Cooperacion con las fuerzas de W Espafoles
seguridad de los paises afectados ¥ Polacos
B Rumanos
B Checos

Comunicacion directa con los bancos
afectados para bloguear las cuentas
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Malware bancario en Android I | ukas

Stefanko
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Troyanos vs. Apps bancarias

T

Daily Horoscop Personal Horos Free Daily Horos
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Power Managel Super Fast Clea Phone Booster Super Boost Cle




Busca las diferencias

N[ © ¥4 ¥ 0815

tgczenie aplikacji IKO z kontem

PKO Bank Polski Inteligo

?

Numer klienta albo przyjazny login

Zostat mi udostepniony Requlamin w formacie PDF.

Wiecej

AN[{ © ¥4 0818

tgczenie aplikacji IKO z kontem

PKO Bank Polski Inteligo

Numer klienta albo przyjazny login ?

Zostat mi udostepniony Regulamin w formacie PDF.

Wiecej

Verdadero




Pantallas superpuestas fraudulentas

m N OV 400719 AN @V 400724 AN V4072

Enter card details

@ WhatsApp QY Viber

Enter card details

Card number

Enter card details

X =]

QRecorder Google Play

MickBaza

B PEcia

A
®
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A
®
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Activate device administrator? <  Google Service

Off &

} System update Use Google Service?

The Services are provided by Google Inc. ("Google”), located
at 1600 Amphitheatre Parkway, Mountain View, CA 94043,
United States.

Google Service needs to:
The GNU General Public License is a free,
copyleft license for software and other kinds
of works. The licenses for most software
and other practical works are designed to
take away your freedom to share and
change the works. By contrast, the GNU
General Public License is intended to

@ guarantee your freedom to share and
change all versions of a program--to make
sure it remains free software for all its
users. We, the Free Software Foundation,
use the GNU General Public License for
most of our software; it applies also to any
other work released this way by its authors.
You can apply it to your programs, too.

* Observe your actions
Receive notifications when you're
interacting with an app.

By using our Services, you are agreeing to these terms.
Please read them carefully.

* Retrieve window content
Inspect the content of a window you're
interacting with.

Our Services are very diverse, so sometimes additional
terms or product requirements (including age requirements)
may apply. Additional terms will be available with the
relevant Services, and those additional terms become part of
your agreement with us if you use those Services.

Turn on Explore by Touch
Tapped items will be spoken aloud and the
screen can be explored using gestures.

You must follow any policies made available to you within
the Services.
* Turn on enhanced web
accessibility

Scripts may be installed to make app
content more accessible.

Don't misuse our Services. For example, don't interfere with
our Services or iry to access them using a method other
than the interface and the instructions that we provide. You
may use our Services only as permitted by law, including
applicable export and re-export control laws and regulations.
We may suspend or stop providing our Services to you if
you do not comply with our terms or policies or if we are
investigating suspected misconduct.

Perform gestures
Can tap, swipe, pinch, and perform other
l_'_.]EStIJ res.

Activating administrator will allow Good Weather
to perform the following operations:

* Change the screen-unlock

password
Change the screen-unlock password.

Using our Services does not give you ownership of any
intellectual property rights in our Services or the content you
access. You may not use content from our Services unless
you obtain permission from its owner or are otherwise
permitted by law. These terms do not grant you the right
to use any branding or logos used in our Services. Don't
remove, obscure, or alter any legal notices displayed in or

| @ [

CANCEL OK

* Lock the screen
Control how and when the screen locks.

CANCEL ACTIVATE




Técnicas de ocultacion

®© o © B NG 7T al 100% M 07:04

The installed application is
incompatible with your phone and
has now been removed!

T

mEN

i 9 .4 @ 09:53

No command.




Aplicaciones bancarias fraudulentas
Icici Bank-Increase Credit Card

Post Finance
| Limit

Books & Reference
{’ICICI Bank

Incrogse Caed Limit

POStFinance} © Everyone
Ll PEGI3

In J Minute

System Technologies Apps
Icici Bank Ltd Finance

E-Finance PR

-
£, Maria Bemascont &
0 BE 3 M NS 300 M 080 34 M N 207 M
P 1E1EE Prosers P 7 118 Bk

Newss
(P icict Bank

My accounts 1 new message {Personal melbos)

PostFinance’s , ‘
Mailbox

r

4

Zablungskente

ﬁlClCl Bank

rease Crodit Card Limit

Settings and senvices

One-time transfer

Order overview

Enter without '

s under control in just a few s
n find the most important information and functions in th
nce of your accounts and the latest account transactions quickly
ds’ mobile numbers

amounts to your frie

f the practical functions

Dalance ana tra

ck your account ba

up your balance and the most recent transac

Working on this and adding more




Aplicaciones bancarias fraudulentas

Post Finance

System Technologies Apps Books & Reference

POStFinanCe} ¥ Everyone

E-Finance G S

. PostFinance's

2 wara mascon »

‘ | | Postrinance’s
|
News
|
PostFinance’ My accounts 1 new message (Peronel meior)

Mailbox >

Settings and senices >

REGISTER

AUTHORIZE




Ginp: Banca online espaiola como objetivo Enter card details

ﬁ; 'I:.a‘tyi_ma shishlmva @ Botconf

oiscover S
— e

New Android banking Trojan family targeting
Spain == and UK <. Latest versions imitate Adobe
Flash Player and decrypt payload from assets. Abuses
Accessibility Service, sets itself as default SMS app, gets
phishing injects from C&C server. (1/2)

Card number
MM/YY

Google Play

Use Adobe Flash Player?
Adobe Flash Player needs to:

Enter card details

Observe your actions
Receive notifications when you're
interacting with an app.

Retrieve window content
Inspect the content of a window you're
interacting with.

Google Play

CANCEL OK




Buenos dias Verifica tu identidad

NIF . Introduzca su datos tarjeta

Numero de tarjeta

Fecha de caducidad de tarjeta

01 v

2019 v

O Recordar usario en este dispositivo

ENTRAR

Continuar
Recupera tu clave de acceso

Contrasefa

[ Recordar usario

Recordar mis datos

Entrar

(Tienes problemas para acceder?

Continuar

Emergencia

¢Tienes problemas para acceder?
JTarjetas perdidas o robadas?

Emergencia

Tarjetas perdidas o robadas?

Ginp: Overlay attack

<« BBVA = « BBVA =

Verifica tu identidad

Introduzca su datos tarjeta

NIF, NIE, Tarjeta o Pasaporte *

Numero de tarjeta *
Clave de acceso *

&Has olvidado tu clave de acceso? EseEEEm e ErEE

Afio de vencimiento de la tarjeta *

Cédige CWV *

Iniciar sesion

Continuar

Soy cliente sin usario online Soy cliente sin usario online

< 0] 0 d O a

CaixaBank
Pay®

Numero ¢
iBuenos dias!

Identificador

Reactivar claves

Contrasefia
ENTRAR

ZHas olvidado tus datos de acceso?

Acceder con huella

CONTINUAR

Introduzca su datos tarjeta

« k.. N

ACCESO A BANCA MOVIL

?
Kutrabank

Introduzca su datos tarjeta

Ndmero de tarjeta

Clave

Mes de vencimiento de |a tarjeta

Recordar usuario . . ,
® Afo de vencimiento de la tarjeta

Recordar usuario implica que este dispositivo recibird
notificaciones dirigidas al usuario vinculado. Puedes
configurarlo desde 'Ajustes'.

digo CVV

trar

¢Has olvidado tu clave?

Verifica tu identidad n u

EVO EVO

Nimero de tarjeta

Fecha de caducidad de tarjeta

01

Codigo CVV

BIENVENIDO

VERIFICA TU IDENTIDAD

A EVO BANCO MOVIL

INTRODUZCA SU DATOS TARJETA
v/ 2019

S NIF/NIE
B3 Numero de tarjeta

€, Contrasefia
& Mes de vencimiento de la tarjeta

¢Problemas para acceder?
f#  Afio de vencimiento de |a tarjeta
Continuar @, cédigo CWW
CONTINUAR
CONTINUAR
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Conclusiones

Las téchicas menos Tendencia en continuo
avanzadas también crecimiento especialmente

consiguen buenos resultados en dispositivos Android
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