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Samsung Knox overview
What is Knox?

Knox
Cloud Solutions Conﬁgure

Quick & simple device
setup and rebranding,
out of the box

I #XI1IIJORNADASCCNCERT

Knox Mobile
Enroliment

Automated & enforced
EMM enrollment,
out of the box

Knox Platform for Enterprise

Multi-layered defense-grade security platform from the hardware up, designed for enterprise
Device Platform

Knox
Manage

Cross-platform EMM,

highly optimized for
Samsung devices

Knox
E-FOTA

Versatile OS version
control and management

including

% Secured by Knox for everyone

Samsung Knox is a leading mobile security solution that provides a secure environment for corporate data and apps for all Galaxy devices

coN-cert
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Samsung Knox overview

What is a Workspace?
66600Cpaa0

acts MyFiles Play Store

Mops

Security Layers

Knox Workspace

Knox Platform for Enterprise is a defense-grade mobile solution for IT admins to manage and secure Samsung Android phones and tablets

Workspace is a dual persona container product designed to separate and isolate work data on mobile devices

coN-cert
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Samsung Knox overview
Use case deployments

COBO COPE BYOD

Fully Managed Device Fully Managed with Knox Knox Workspace
Device Owner Workspace (Profile Owner)

Scenarios

4l
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Data-At-Rest Protection
What is DAR?

Storage security is the process of allowing only
authorized parties to access and use stored
Information.

Confidentiality of Data is achieved by encryption

Data remains encrypted while the device is
powered off

ATTACKER

N H Special Publication 800-111

National Institute of
Standards and Technology

U.5. Department of Commerce

Guide to Storage Encryption
Technologies for End User
Devices

* Physical exposure threat

Is when another person picks up your
phone and transfers all the stored data
to another device. Samsung devices
encrypt all data they store preventing
anyone who does not have the right
keys from accessing your information.

4l
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Data-At-Rest Protection

Requirements

Protection Profile for Mobile Device
Fundamentals

On Device Encryption o

Full-disk / File-based

Version: 3.1
2017-06-16

Data remains encrypted while device is powered off Natona pssurance Parnersi

- Decrypted if device is unlocked after booting FDP_DAR_EXT.1 Extended: Protected Data Encryption
- Recoverable only on the same device FDP_DAR_EXT.2 Extended: Sensitive Data Encryption
« Common Criteria Data-at-Rest requirements FCS_CKM.1 Cryptographic key generation

Example DAR requirements

cov-cert

entro criptolégico nacional



Data-At-Rest Protection

From the Hardware and up

« Hardware-backed security
REK (Root Encryption Key) Hardware fused
Trusted Execution Environment (TEE)

SPU (Security Processing Unit) SoC sub-system

» Hardware operation

Certified Flash Memory Protection

« User Password binding

I #XI1IIJORNADASCCNCERT




Data-At-Rest Protection
Implementation: Full-Disk Encryption

On-Device Encryption is a Full-Disk Encryption solution for Android devices where the user data
pargtlcljn Is encrypted at the block level. This is implemented with the dm-crypt Linux kernel
module.

When linking User Password to the key protection, the user must authenticate to the Boot Lock
Screen before Android will start.

Encrypted
User Data

Partition

Crypto footer
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NIST Special Publication 800-38E
January, 2010

NIST

National Institute of
Standards and Technology

US. Department of Commerce

Recommendation for Block
Cipher Modes of Operation:
The XTS-AES Mode for
Confidentiality on Storage
Devices

Morris Dworkin

COMPUTER SECURITY
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Data-At-Rest Protection
Implementation: File-Based Encryption

File-Based Encryption is a per-file encryption solution for Android devices where each file is encrypted with a unique key

To leverage this per-file encryption, several storage areas are created on the device, each area using different area
Keys: DE and CE

The Device Encrypted files’ unique file key will be derived from a DE MasterKey and the UserPassword is not involved
in the process. The Credential Encrypted files’ unique file key will be derived from a CE MasterKey and the
UserPassword IS involved in the process.

coN-cert
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Data-At-Rest Protection
Implementation: File-Based Encryption

CE

Credential
Encrypted

/data

With DE and CE encrypted stroage areas there is no user interaction needed after reboot to run some apps
Direct Boot allows apps to operate within a limited context before the device is unlocked

Direct
Boot
Aware

Apps

Non
Direct
Boot
Aware

Apps

coN-cert
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Data-At-Rest Protection
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Implementation: File-Based Encryption

dedicated partition in
flash

Random
AES
CTR_DRBG

Random
AES
CTR_DRBG

FBE overview

CE/DE
MasterKey

SP800-108 KDF

Per file key(s)

AES256 XTS AES256CBC+CTS

filecontent filename
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What is DualDAR and why is it beneficial?
Concept

« Knox DualDAR is a DAR protection solution providing
redundancy and 3" party integration of data vour dats here. .
encryption software. ;if

!
!

« Knox DualDAR extends the built-in Android File Based A1 sosa 0030 1715
Encryption (FBE) framework, protecting classified data S B =
using two layers of encryption. Inner

encryption layer

]

]

—
=

« DATAAT REST CAPABILITY PACKAGE T @

Quter
The use of multiple layers, implemented with eneryption layer
components meeting the CSfC* vendor
diversity requirements, reduces the likelihood
that a single vulnerability can be exploited to
reveal protected information.

7
L

* Commercial Solutions for Classified Program of National Security Agency (NSA) CN cerr
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What is DualDAR and why is it beneficial?
DualDAR Requirements

sz | INFORMATION
ASSURANCE
L CAPABILITIES

DATA AT REST

CAPABILITY PACKAGE

DATA AT REST CAPABILITY PACKAGE of National Security Agency
« Capability Packages of the CSfC Program provide how to implement secure solutions using COTS* products
« DAR CP mitigates the risk to data from unauthenticated access when the device is powered-off or unauthenticated

* Commercial Off-the-Shelf CN'CM
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What is DualDAR and why is it beneficial?
Data types and device state

RED, GRAY, and BLACK

« Red data is unencrypted classified data being processed by the EUD*. After a user
successfully authenticates to the outer and inner layers of DAR encryption.

« Gray data contains classified information that has been encrypted once.

 Black data contains classified information that has been encrypted twice. An EUD* is_
considered black when the device is powered-off and/or unauthenticated and the stored
data has been encrypted with both the outer and inner layers of DAR encryption.

o nala at nesl INFORMATION ASSURANCE

=) 0| %

%) 5] ~d e 2 20202 AN e S 7 BY THE NATIONAL SECURITY AGENCY ¥
CYe S ’
Q LA g
' Gapability Package

* End User Device CNP-cher.r
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What is DualDAR and why is it beneficial?

Samsung DualDAR

The DualDAR solution provides two layers of encryption
and key generation for all data placed inside the
Workspace.

Outer layer:

» The outer layer of the DualDAR solution is the standard
Samsung FBE implementation discussed earlier.

Inner layer:

 Is based on a framework that allows an independent
third party to install a separate cryptographic module.

« When no third party module is installed, a separate
inner layer of encryption is secured by a Samsung
cryptographic module that is included with the Galaxy
Samsung devices.

Your data here...

|

2054 0032 1715...

Inner
encryption layer

]

1
el

TERE @] 77H..

Outer
encryption layer

"\

Third Party

K

4

Ap p Third-party

Crypto

Protected by

P
<

4

L
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What is DualDAR and why is it beneficial?
How DualDAR encryption works

File

In a Workspace configured for DualDAR, secure

data availability is as follows: File

Eoutercekey (FEK1) Einnerooarkey (FEK2) File Meta Data

» Access to app data inside the container is only
available when the container is unlocked, that is
when the user is actively using the container.

EouterFEK1 EinnerFEK2 (DATA)

« When the container, or device is locked, the
container encryption keys are evicted from
memory following a timeout.

« In a data lock state, the device remains
hOW\?\}’edk-OH but thdeduser Isplﬁ)dfed ?-Utd%}c tt)Ot'h - From an app point of view, the DualDAR Workspace
e Workspace and device. All classified data is : '
protected In Credential Encrgpted (CE) storage functions as CE storage.

within the Workspace. CE storage is not > The Knox framework prevents apps from writing data to

available until the user provides both their non-DualDAR protected DE storage.

device and Workspace credentials. - An specific app aware of both CE and DE storage, and
needs to write unclassified content to DE storage can

be whitelisted to be allowed to write to DE storage.

coN-cert
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Knox DualDAR features and architecture
Features

Dual Authentication Model for DualDAR Workspace
« Timed Exposure

« Access Control to prevent Enterprise Apps from writing Classified Data to Unprotected
Storage (DE)

« Dual Layer Protection

4l
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Knox DualDAR features and architecture
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Dual Authentication

 To access DualDAR protected data, the user must

authenticate into each layer of the device and
Workspace separately.

It is required of the end user to provide the first
password to authenticate to the device and the
second password to authenticate to the Knox
Workspace.

IT admin can set password policies independently for
each password

Encryption keys are evicted from memory

Workspace

Enter password.

4l
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Knox DualDAR features and architecture
Encryption keys eviction from memory

* There are two Keyguards used to protect access to Classified Data in Workspace CE Storage
« Device Keyguard
« Workspace Keyguard

« The password used for each Keyguard is used to protect the encryption key for each layer:
Device Password for Outer
Workspace Password for Inner

 When Workspace is in a lock state, or the device is locked as a whole, the Inner Layer keys are
evicted from memory.

4l
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Knox DualDAR features and architecture
Access Control for Enterprise Apps

Device Encrypted Storage

Non Direct Boot Aware Direct Boot Aware
- With DualDAR enabled, work apps cannot write —
to Device Encrypted Storage by default ¢° °° ¢¢
 That mitigates the risk of a malicious app \ / l
writing classified content to DE storage without
explicit IT admin approval. 8 a
« To allow writes to DE storage, a package DualDAR & Passwiord Protected

J

whitelist can be created and the ‘DE restriction
settings must be set to False.

4l
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Knox DualDAR features and architecture
Software Architecture

r

Knox
Platform

X S
Cl

H/W Crypto FMP Outer layer
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Knox DualDAR features and architecture
Software Architecture

X S
Cl

Platform

H/W Crypto FMP Outer layer

4
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Knox DualDAR features and architecture
Software Architecture

3rd Party DDAR APK

Cryptolib

Cryptoli
Ext4/f2fs

.

Knox
Platform

H/W Crypto FMP Outer layer
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Knox DualDAR features and architecture

Inner Layer of Encryption by 3rd party: second layer of encryption

;o

N

\y

-
Inner
encryption layer
=

A\

Outer
encryption layer

Your data here...

—
//l/‘

2054 0032 1715...

THRE @*1 D7

A\

-

-

a4

y

The platform must activate a KPE DualDAR license before an APP can invoke the APIs and receive platform callbacks.

Protected by Third Party
App Third-party
Crypto

Protected by g
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Knox DualDAR features and architecture
Inner Layer of Encryption by 3rd party: Second layer implementation, Knox SDK

Sl\ M s U N G Knox SDK API reference

Map Knox API level to SDK version Filter by Knox API level:| 1~

PACKAGE INDEX | CLASS INDEX Provides classes that:

com.samsung.android.knox » Enable creation and configuration of a workspace(container) with Dual DAR
com.samsung.android.knox.accounts com.samsung.android.knox.ddar PrEEE D

com.samsung.android.knox.application « Enable third party applications to provide an implementation for an

independent second layer of encryption.
com.samsung.android.knox.bluetooth

com.samsung.android.knox.browser

Classes
DualDARClient This class is used by privileged application to invoke Dual DAR platform apis and receive
platform callbacks.
DualDARPolicy This class supports MDM(EMM) to create a workspace(container) protected with Dual DAR

and provides APIs to access and set Dual DAR configurations.

DualDARPolicy.DUAL_DAR_VERSION_CODES Enumeration of the currently known DUAL DAR version codes.

https://docs.samsungknox.com/devref/knox-sdk/reference/com/samsung/android/knox/ddar/package-summary.htmil

coN-cert
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Knox DualDAR features and architecture
Inner Layer of Encryption by 3rd party: Second layer implementation, Native SDK

W Mobile Device Management yative spk
Main Page ‘ NAMESPdEES: Files ‘

Class List ‘ Class Index ‘ Class Members ‘

ddar Z abstract_crypto 2
ddar::abstract_crypto Class Reference

Base class for dual-dar crypto implementation. More...

Additional Information here:

#include <ddar.h>

List of all members.

developer.samsungknox.com

Public Member Functions

virtual bool prepare (context *context, metadata *md)=0
Callback to initialize ephemeral cache.

virtual bool encrypt (metadata *md, void *pt, void *ct, unsigned long page_offset, int page_len)=0
Callback when a file is currently being written to the disk.

virtual bool decrypt (metadata *md, void *ct, unsigned long page_offset, int page_len)=0
Callback when a file is currently being read from the disk.

Detailed Description

Base class for dual-dar crypto implementation.

https://docs.samsungknox.com/devref/knox-sdk/reference/native/html/classddar 1 labstract crypto.html

coN-cert
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Knox DualDAR features and architecture
Inner Layer of Encryption by 3rd party: Certification

Application Software Protection Profile (ASPP)
Extended Package: File Encryption:
Mitigating the Risk of Disclosure of Sensitive Data on a System

Protection Profile for Application Software

X

®

N | A P
Version: 1.1
2014-11-05

National Information Assurance Partnership

Version 1.0

Main Protection Profiles for a Inner Layer of Encryption Certification

4l
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Deployment of a DualDAR Workspace
Tools

Knox Knox Mobile Knox Knox
\_ doudsolutions ) Configure Enroliment Manage E-FOTA

Quick & simple device Automated & enforced Cross-platform EMM, Versatile OS version
setup and rebranding, EMM enroliment, highly optimized for

Knox Mobile Enroliment

Makes device enrollment easier for both IT admins and device users g

Knox Platform for Enterprise

Multi-layered defense-grade security platform from the hardware up, designed for enterprise
Device Platform

% Secured by Knox for everyone

« Android Enterprise Device Owner

Knox Service Plugin
mode support

= Skip Setup Wizard = Automated re-enrollment even

Samsung Electronics Co., Ltd. Business * ok k& 2
H reGI3

- Automated EMM/UEM sign-in with after factory reset
« Device Admin mode support specific user credentials pre- = Automated re-enrollment in case
+ Mandatory EMM/UEM enrollment populated by IT Admin of unapproved removal of [E] add to wishiist

during setup wizard EMM/UEM agent by end users

(for DA only)
N,
vmware |IBM MaaS360 )
Knox Manage CiTRIX E [ @
SOTI . Mobilelron .E @_I
Bl Microsoft Intune %22 BlackBerry.

and many more

IT admins can use DualDAR features the moment they're released.

Through the Knox Service Plugin (KSP) and Knox Mobile Enrollment (KME), IT admins can create DualDAR workspace containers and
configure policies

coN-cert
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Deployment of a DualDAR Workspace
Knox Mobile Enrolment (KME)

Use your 3rd Party App for

inner layer crypto
Dual DAR @

[ Enable Dual DAR
B s 3rd party cryplo app

ADD PACKAGE AND SIGMATURE

or by using default... p
k.

Samsung Crypto, using File Kernel Software Crypto

Algorithm: AES XTS 256 for File Encryption

'\-\.‘-‘
|

y

and
TEE with Hardware Backed Protection for Key Management
Algorithm: PBKDF2, AES GCM 256

=
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Deployment of a DualDAR Workspace
Knox Service Plugin (KSP)

Work profile policies (Profile Owner)

<APPLICATION CONFIGURATION

~  Dual Data-at-rest (DAR) Encryption (Premium)

> Work profile configuration (Premium)

> RCP policy (Premium) Enable Dual DAR controls Disable v+ (@)

> VPN policy (Premium)

> Firewall policy (Premium) Data lock timeout type Mo lock-out v @
> Restrictions in work profile (Premium)
Data lock timeout value (in minutes) 1 +: @
> Advanced restrictions in work profile (Premiumy)
> Password Policy (Premium) . . .
Restrict access to device encrypted (DE) storage Disable @
> Application management policies (Premium)
> Device Admin whitelisting (Premium) List of apps allowed to access DE storage =

> Enterprise Billing policy (Premium)

> Universal Credential Manager policy (Premium)
> Dual Data-at-rest (DAR) Encryption (Premium)
> Certificate management policies (Premium)

> Network Platform Analytics (NPA) (Premium)

coN-cert
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Deployment of a DualDAR Workspace
Create a Workspace with your MDM as usual

vmware -5
BlackBerry

SAMSUNG

CITRIX

VMware Workspace ONE UEM BlackBerry UEM Citrix Endpoint Management Knox Manage

IBM MaaS360

. #
R " With
Watson

SOTI

'4 mobileiron

B° Microsoft

Knox Manage

#XIIJORNADASCCNCERT

SEVEN PRINCIPLES

Enabling Your Digital Business

IBM Maa5360 with Watson Mobilelron UEM SOTI MobiControl Microsoft Intune

SEVEN PRINCIPLES (7P) EMM

4l
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Thank you!
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