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I #XI1IIJORNADASCCNCERT

Descripcion del reto
Jormundgander (300pts)

« Se ha tenido constancia del compromiso de un servidor de la empresa Biffco Enterprises. El
triaje inicial no ha encontrado indicios de la intrusion. ¢ Puedes encontrar algun rastro de la
actividad del atacante?

« Los usuarios reciben un volcado de memoria llamado memory.1f785001.img
« MD5: d356f0ddf32a50d40b5ec696f4807324

* Es un equipo Windows y deberan de encontrar el flag.
« Pista! Mira en el ring 0.
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I #XI1IIJORNADASCCNCERT

Analisis de la memoria RAM
¢, Qué queremos encontrar?

 Malware
* Exploits
 Packers
 Downloaders
* Droppers
* Rootkits

*

74

« ¢Qué sucede en el sistema con uno de estos?
« Creacion, modificacion, borrado de archivos (MFT)

« Conexiones
 Persistencia
« Servicios, registros..

* Procesos .

4l
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I #XI1IIJORNADASCCNCERT

Analisis de la memoria RAM

¢ Alternativas?

« Volatility
 Memory dumps.
e Archivo de hibernacion de Windows.

« Rekall
* Memory dumps.

9,
WWL'TY Rekall

Forensics

CN - cm
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I #XI1IIJORNADASCCNCERT

Identificacion del sistema operativo

« volatility -f memory.1f785001.img imageinfo

: -alaflllfy dwbug ; ._Hrmlnlng plnfile based on KDBG search...
Suggested Profile(s) : Win75P1x64, Win75P@x64, Win2008R25POx64, Win2808R25P1x64 24000
AS Layerl : WindowsAMDG64PagedMemory (Kernel AS)
AS Layer2 : FileAddressSpace (/home/german/CCN/memory.1f785081.1img)
PAE type : No PAE

DTB : Ox187080L
KDBG : exfseeez7fdefeL
Number of Processors : 1
Image Type (Service Pack) : 1
KPCR for CPU @ : exfffffgseeez27fedooL
KUSER_SHARED DATA : exfffff78600880006L
Image date and time : 2019-86-03 19:36:32 UTC+0008
Image local date and time : 2019-06-03 21:36:32 +0200

« volatility -f memory.1f785001.img kdbgscan

igerman : % volatility -f memory.1f785801.img kdbgscan
Volat lity Foundation Volatility Fram rk 2.6.1
cE S EE S E TSRS RS LS LS E S ESEES FESEEEELEEELEEESEES E
Instantiating KDBG using: /home/german/CCN/memory.1f785081.img WinXP5P2x86 (5.1.0 32bit)
Offset (P) : Bx27fTdefte
KDBG owner tag check : True

Profile suggestion tKDBFHHadHrI Win75P1x64
PsActiveProcessHead 1 Bx2834420
PsLoadedModulelist : Ox2852730
KernelBase : axfffffepee260booe

e e E E E E E E EE E E L]
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Revision de las conexiones de red

« volatility -f memory.1f785001.img —profile=Win7SP1x64 netscan

german@operaciones:~/CCN$ volatility -f memory.1f785801.img --profile=Win75P1x64 netscan

Volatility Foundation Volatility Framework 2.6

offset(P)

Proto
TCPv4
UDPv4
UDPvE
UDPv4
TCPv4
UDPvE
UDPv4
UDPv4
UDPv4
UDPv4
UDPvE
UDPv4
TCPv4
TCPvE
TCPv4
TCPv4
TCPv4
TCPvE
TCPv4
TCPvE
TCPv4
TCPv4
TCPvE

Local Address

8.
27.
1

10.8.2.15:1988
127.0.08.1:1988
10.8.2.15:138
B0.0.08.8:5355
1::5355
10.8.2.15:137
B8.0.0.8:49156
:::49156
.0.0.08:49156
.0.0.08:49155
.0.0.08:445
1::445
.0.0.08:49155
:::49155
0.0.0.0:135
8.0.08.8:135
:::135

Foreign Address

151.139.128.14:80

* e ¥

.1:49455

State
CLOSED

ESTABLISHED

LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING

#XIIIJORNADASCCNCERT

Owner
TeamViewer.exe
svchost.exe
svchost.exe
TeamViewer Ser
TeamViewer.exe
svchost.exe
svchost.exe
svchost.exe
System
svchost.exe
svchost.exe
System
lsass.exe
lsass.exe
lsass.exe
services.exe
System

System
services.exe
services.exe
svchost.exe
svchost.exe
svchost.exe

Created

28019-06-03
28019-06-03
2019-86-03

28019-06-03
28019-06-03
28019-06-03
28019-06-03
28019-06-03
28019-06-03
28019-06-03




I~ XIIIJORNADASCCNCERT
Inyeccion en secciones ejecutables

« volatility -f memory.1f785001.img —profile=Win7SP1x64 malfind

german@operaciones:~/CCN$ volatility -f memory.1f785001.img --profile=Win75P1x64 malfind
Volatility Foundation Volatility Framework 2.6

Process: mscorsvw.exe Pid: 2636 Address: @x7deees

Vad Tag: VadS Protection: PAGE EXECUTE READWRITE

Flags: CommitCharge: 1, PrivateMemory: 1, Protection: 6

Ox0e7deeee 48 66 10 e6 1d 9a 08 01 ee ff ee ff 0O 60 0O B0
OxAE7dee1le a8 68 7d 00 a8 60 7d 00 00 86 7d 6O 6O 86 7d 68
Bxbe7deez2e 48 66 A0 60 88 65 7d 60 @0 60 81 60 3f 60 A8 B0
OxAE7dee38 61 00 00 60 60 6O 86 80 f8 8f 7d 8 fo &8f 7d 68

Bxpa7desee 48 DEC EAX

Bx007deeel 6610e6 ADC DH, AH

BxE07deeed 1d9afanlee SBB EAX, Oxee@l0093
Oxee7deepg ff DB @xff

0xp07d0B0a ee OUT DX, AL

@xPe7deeeb ffee INC DWORD [EAX]
Axpe7dooed eeE6 ADD [EAX], AL

OxBe7deset BBaBeATdoRasd ADD [EAX-8x57ff83e08], CH
BxB87dee15 e67don ADD [EBF+G:G] BH
Bx0E7de818 BREE ADD [EAX], A

« volatility -f memory.1f785001.img —profile=Win7SP1x64 malfind | grep -C 5 ‘MZ’

cov-cert



Busqueda de mutex conocidos

I~ XIIIJORNADASCCNCERT

« volatility -f memory.1f785001.img —profile=Win7SP1x64 mutantscan

Ox000000007 Ff8begbl
Bx0RR0EAEET o908 CcI0
Ox00R0eERET7fo01fcH
OxEEA0EER0T7 0410
Ox000000007T9044b0
BxepaeapapTfonsfae
OxeeRoeERe7fo22fcH
Ox00R0eRRET7 924270
Ox000000RETT9588a0

fed

o el o B S L N iy Ly T

o e R

[¥8)

gx0000000000000006

1 GxERRE0E0RRARARAAE
3 AxfffffaBeelfloace

Ox0000000000000000
Ox0pepeEEREEREEEEOE
gx0pEREEEREEEREREE
Gxo0pooopoeRREameE
Gxo0pooopoeRREameE
Ox0000000000000000

AMResourceMutex3
DBWinMutex
ADAP WMI ENTRY

RstrMgr-3887CAB8-533F-4C85-BODC-3E5639F8D0511-5e5510n008E

process hacker2 setup mutex
RstrMgr3887CABE-533F-4C85-BODC-3E5639F8D511

TeamViewerHooks Mutex5

coN-cert
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I/ X111JORNADASCCNCERT
Procesos y sus padres e hijos...

« volatility -f memory.1f785001.img —profile=Win7SP1x64 pslist... (pstree)

german@operaciones:~/CCN$ volatility -f memory.1f785001.img --profile=Win7S5P1x64 pstiree
Volatility Foundation Volatility Framework 2.6

BxfffffaB0038aa260:explorer.exe

. BxfffffaBo0ledd760:cmd.exe

.. BxfffffaB8001b97600:powershell.exe
. OxTTTTTaB800le7bble:cmd. exe

J 2019-06-03
J 2019-06-03
2019-86-03
2019-06-03
2019-06-03

(W]

UTC+00800
UTC+0000
UTC+0B8080
UTC+0000
UTC+0000
UTC+0B8080

on Snn

. OxfffffaBo0lel9060:Memoryze.

W on

. exeg
. BxfffffaBBe3a25060:VBoxTray.exe 1€ 269. ' 1“0 2019-06-03

. BxfffffaBoelfa3ble:taskmgr.exe
. BxfffffaBoe3a90750: EIHJPEIDWEEL.

. OxfffffaB001c90blO:Bravelpdate.ex

. BxfffffaBeelb57060:BravelpdateSet
. OxfffffaBe@lcdbble:Bravelpdate.ex

Bxfffffa8o01b81060: EIHJPUde_E.EA

. BxfffffaBeolb72ble:iexplore.exe

.. BxfffffaB8e@lc3fble:iexplore.exe 26880

. OxXTTTTTaB8001d48bl0:processhacker- 3516
. Oxfffffa8e@1c97blO:processhacker- 3548

. BxfffffaBeelf16060:processhacker- 3444
. BxfffffaBe@le71060:processhacker- 3588

124
123
156

29
156
131
485
bbb

47
137

47

2019-06-03
2019-06-03
2019-06-03
2019-06-03
2019-06-03
2019-06-03
2019-06-03
2019-86-03
2019-06-03
2019-06-03
2019-06-03

9 2019-06-03

[y P R PN D N T TNy Ty 7y 7y 1y - P I N I Ty Ty 7 Ry 7y Ny PN

L0 T (R 5 O R - S Sl -l S Sl S T I ) |

UTC+0000
UTC+0000
UTC+0080
UTC+0000

:25 UTC+0000
6 UTC+0E00

UTC+0000

3 UTC+beoee
:05 UTC+0000
:05 UTC+00080

UTC+0080
UTC+00e0e

cov-cert
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Revision de la MFT

Carpeta de descarga...
« volatility -f memory.1f785001.img --profile=Win7SP1x64 mftparser > mftparser.txt

SFILE_NAHE
Creation Modified MFT Altered Hame/Fath

2019-06-03 19:32:39 UTC+0000 2019-06-03 19:32:39%9 UTC+0000 2019-06-03 15:32:39 UTC+0000 Users’\Sam‘\Downloads'Battle.net-Setup.exe
2019-06-03 19:32:39 UTC+0000 2019-06-03 19:32:39%9 UTC+0000 2019-06-03 15:32:39 UTC+0000 UsershSam’\Downloads'Install Lightroom 5.exXe
2019-06-03 19:32:39 UTC+0000 2019-06-03 19:32:39%9 UTC+0000 2019-06-03 15:32:39 UTC+0000 UsershSam'\Downloadshjdk-11.0.3 windows-x64 bin.exe
2019-06-03 19:32:39 UIC+0000 2012-06-03 19:32:39 UTC+0000 2019-06-03 19:32:3% UTC+0000 UsershSam'Downloads\BraveBrowser3etup.exe
2019-06-03 19:32:39 UTC+0000 2019-06-03 19:32:39%9 UTC+0000 2019-06-03 15:32:39 UTC+0000 Users’\Sam‘\Downloads'Battle.net-Setup.exe
2019-06-03 19:32:40 UTC+0000 2019-06-03 19:32:40 UTC+0000 2019-06-03 15:32:40 UTC+0000 Usersh\Sam’\Downloads'\mdSsum. exe

2019-06-03 19:32:40 UIC+0000 2012-06-03 19:32:40 TUTC+0000 2019-06-03 19:32:40 UTC+0000 UsershSam'Downloads\processhacker-2.39-setup.exe
2019-06-03 19:32:40 UTC+0000 2019-06-03 19:32:40 UTC+0000 2019-06-03 15:32:40 UTC+0000 UsershSam'\Downloads\TeanViewer Setup.exe

« volatility -f memory.1f785001.img --profile=Win7SP1x64 pslist

oxfffffaBOB3a25060 VBoxTray.exe 1348 2692 2019-06- u? UTC+uuuu
BxfffffaBee3a98750 BraveBrowsers 1712 2692
pxfffffageelb72ble iexplore.exe 444 2692
BxfffffaBeela257e0 taskhost.exe 8260 492
exfffffaBo@lc3fble iexplore.exe 26880 444
OxfffffaB@@lc6fble WmiPrvSE.exe 2376 616
exfffffageelco0ble Brave v 1632 1712
pxfffffageeldleble Battle.net-5Se 30080 1040
exfffffagseelds25fe SearchProtocol 2388 1764
oxfffffaBoe1b57060 BravelpdateSet 472 1632
exfffffaBo@lcdbble Bravelpdate.ex 1726 472
exfffffaBoe1b81060 Bravelpdate.ex 804 1720
pxfffffage0le8dble BraveUpdate.ex 1296 492

L

b
[ N R S ST FE N A 5« I e I L
coJ L I N L ]

=

=

3
3
3
3
3
3
3
3
3
3
3
3
3
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=
=
=
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I #XI1IIJORNADASCCNCERT

Revision de la MFT

Papelera de reciclaje

« Realizacion de busquedas concisas
 Downloads
« $Recycle.Bin

$FILE_NAHE
Creation Modified MFT Altered

2019-06-83 19:34:40 UTC+0000 2019-06-083 19:34:40 UTC+0PEE  2019-06-03 19:34:40 UTC+DOOO

Access Date Name/Path

28019-86-83 19:34:40 UTC+0000 $Recycle.Bin\5-1-5-~1\$IT0A244.5Yys

SDATA
0000000000: 01 OO OO OO B0 00 OO OO OO 16 OO ©0 @O 0O B0 PO  .......... ...,

0000000010: be f4 40 63 43 1la d5 @1 43 00 3a 00 5c 0@ 55 0O @cC...C.:.\.U.
POEE00E020: 73 0@ 65 @0 72 @0 73 @O 5c 00 53 00 61 0@ 6d @@ s.e.r.s.\.5.a.m.
0POBEEAA30: 5c PO 44 @@ 6T 00 77 @0 6e 0O 6c 0O 6T 0@ 61 @@ \.D.o.w.n.l.o.a.
0E0BEE0B40: 64 BO 73 @@ 5c 00 He B0 70 0O 66 0O 2e 0@ 73 @@ d.s.\.n.p.f...s.
gepeeEee50: 79 0O 73 00 0O OO0 OO G0 00 B0 OO 60 0O B0 60 PO  Y.5.............

coN-cert
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I #XI1IIJORNADASCCNCERT

Modulos (Controladores de Kernel)

Obtencion del nombre de los mddulos en ejecucion
+ volatility -f memory.1f785001.img --profile=Win7SP1x64 modules

« (Aparentemente sin informacion de interés)

[ EENGEEENE » volatility -T memory.1lT785001.1mg --protTile=Win75P1x64 modules

Volatility Foundation Volatility Framework 2.6.1
0ffset (V)

axfffffa8o0183T890
axfffffa8o018390do
axfffffa8ee183f7bo
AxfffffaBoe183f6ch
axfffffa8o018400106
axfffffasenls848t2e
AxfffffaBoe1840240
axfffffa8o01840d40
axfffffa8o01848c60
axfffffa8e01848b70
Axfffffa8oe1840a90
axfffffa8o018409a0
Axfffffa80n18408cH
axfffffa8oe18407do
Axfffffa80018406e0
axfffffa8ee18405T0
Axfffffa8oe1848510
axfffffa8o01840430
Bxfffffason1840340
axfffffa8o01840250

ntoskrnl.exe
hal.dll
kdcom.dll
mcupdate.dll
PSHED.d11
CLF5.5Y5
CI.dll
Wdfel1eee.sys
WDFLDR.5YS
ACPI.sys
WMILIB.S5YS
msisadrv.sys
pci.sys
vdrvroot.sys
partmgr.sys
compbatt.sys
BATTC.SYS
volmgr.sys
volmgrx.sys
mountmgr.sys

Axfffffeepe2eaboag
exfffffeeee2bf7eee
exfffffeeeeabaoeas
Axfffffeep00ca7one
exfffffegeeacteans
Axfffffeg000doanne
Oxfffffe8p00d6saaa
Axfffff88000e9coAO
pxfffffegpeefse000
pxfffffeepeef6enm0
Axfffffagpeefcsann
exfffffeseeafcenns
Axfffffe8000200000
Oxfffff88000=33000
pxfffff88000:40000
pxfffff88000e55000
Axfffff88000e52000
Bxfffff88000e6a000
Axfffffe8000CcOB000
axfffffegpoee7fon0

Ox5eco0n
Bx49800
Bxafen
Bx4foe0
Bx14880
Bx5e000
Bx75000
Bxc2e80
Bx10000
Bx57000
Bx90806
Bxabpd
Bx33000
Bxdess
Bx15880
Bx96088
BxcOan
Bx15880
Bx5co00
Bx1a000

\SystemRoot\system32\ntoskrnl.exe
\SystemRoot\system32\hal.dll
\SystemRoot\system32\kdcom.dll

\SystemRoot\system32\mcupdate GenuineIntel.dll

\SystemRoot\system32\PSHED.d11
‘\SystemRooth\system32\CLFS.5Y5

\SystemRoot\system32\CI.dll

\SystemRoot\system32\drivers\Wdf01eee.sys

\SystemRoot\system32\dri
\SystemRoot\system32\dr
\SystemRoot\system32\driver
\SystemRoot\system32\dri
\SystemRoot\system32\dr
\SystemRoot\system32\driver
\SystemRoot\System32\dri

\SystemRoot\system32\DRIVERS\compbatt.sys

s\WDFLDR.S5YS
SVACPI. sys
S\WMILIB.5YS

s\msisadrv.sys

s\pci.sys

s\wdrvroot.sys

s\partmgr.sys

‘\SystemRootysystem32\DRIVERS\BATTC.SYS

\SystemRoot\system32\dri
\SystemRoot\System32\dr
\SystemRoot\System32\driver

volmgr.sys
olmgrx. sys

s\mountmgr.sys

coN-cert
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I #XI1IIJORNADASCCNCERT

Modulos (Controladores de Kernel)

Obtencion del nombre de los mddulos en ejecucion
« volatility -f memory.1f785001.img --profile=Win7SP1x64 modscan

« (Aparentemente sin informacion de interés)

german@german: % volatility -T memory.1f785001.img --profile=Win7SP1x64 modscan

Volatility Foundation Volatility Framework 2.6.1

offset(P)

BxB00000087cdBastd
Ox0E000RRRTdE26260
Ex0E0EEARATd97c558
Ax00eEERAET7dcB11T70
BxEREERAETdcdc18e
AxE0ReERRET7dcdel80
Px00000RERTdcedRln
Ax0PAEERAATdces5180
BxB00000087dceT2bd
Ox0E00EARAT7dd1e188
Ex0e0EEREAT7dd12178
Bx0ReeERAET7dd46170
AxERREERAETdd42170
AxERAEERAETdd48176
Ax00eeERAET7ddE5290
Ax0PReERAETddccdal

Name

HDAudBus. sys
HIDCLASS.SYS
mouhid.sys
usbhub.sys
portcls.sys
drmk. sys
dxg.sys
ksthunk.sys
VBoxDisp.dll
hidusb.sys
HIDPARSE.SY5S
crashdmp. sys

dump _msahci.sys
dump dumpfve.sys

NDProxy.SYS
HdAudio.sys

axfffffesen3csdess
axfffffesee2sb4008
axfffffeseez2scdess
axfffffesee2cdlone
Axfffffesee2d9cose
Axfffffesee2ddonse
AxfffffoseER500080
Axfffffe8002c00000
axfffffoceeeo10000
axfffffBB0025a6008
exfffff88e02c820080
Axfffffesee2c23000
Axfffffesee2c3dese
Axfffff88002c48000
Axfffffasee2d2boee
Axfffffasee2d40000

Bx24000
Bx1960880
Bxdese
Bx5a008
Bx3dees
Bx22008
Bx1e@Ee
Bx6008
gx198600
Bxedf8
Bx9068
Axefdd
Bxbeaa
Bx13008
Bx15008
Bx5coee

\SystemRoot\system32\DRIVERS\HDAudBus.sys
YWSystemRoot\system32\DRIVERS\HIDCLASS.5Y5
\SystemRoot\system32\DRIVERS\mouhid. sys
\WSystemRoot\system32\DRIVERS\usbhub. sys
\SystemRoot\system32\drivers\portcls.sys
\SystemRoot\system32\drivers\drmk.sys
\SystemRoot\System32\drivers\dxg.sys
YWSystemRoot\system32\drivers\ksthunk.sys
YWSystemRoot\System32\VBoxDisp.dll
\SystemRoot\system32\DRIVERS\hidusb.sys
\SystemRooth\system32\DRIVERS\HIDPARSE. 5Y5
\SystemRoot\System32\Drivers\crashdmp.sys
\SystemRoot\System32\Drivers\dump msahci.sys
\SystemRoot\System32\Drivers\dump dumpfve.sys
ZWSystemRoot\System32\Drivers\NDProxy.5Y5
YWSystemRoot\system32\drivers\HdAudio.sys

coN-cert
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Modulos (Controladores de Kernel)

Revision de los drivers
« volatility --profile Win7SP1x64 -f memory.1f785001.img moddump -D drivers/

« Solucion rapida y agil... (Antivirus)

german@dgerman :

Volatility Foundation Volatility Framework 2.6.1

Module Base

axfffffeeea260beaa
axfffffaeee2bf7e00
axfffffasen2ddonen
axfffffasee3donenn
axfffffa8ee3abanee
axfffffasee24d1e00
axfffffe8ee3csdenn
axfffffe8ee29sbeen
axfffffasee3dofenn
axfffff38003co0000
axfffffaseaafe1000
axfffff880019c2008
axfffff88002cac0na
axfffffegseazc23008
axfffffesea4104008
axfffffesea3d4cens
axfffffe80041c6000
axfffffa8000ca7onn
axfffffasee3bssenn

$ volatility --profile Win7SPex64 -f memory.1f785001.img moddump -D drivers/

Module Name

ntoskrnl.exe
hal.dll
drmk.sys
kbdclass.sys
afd.sys
bowser.sys
HDAudBUS . 5ys
SIV.SYs
VBoxMouse. sys
VBoxVideo.sys
msahci.sys
vga.sys
monitor.sys
crashdmp.sys
rasl2tp.sys
tunnel.sys
luafv.sys
mcupdate.dll
wiplwf.sys

- fffffeeee2e0boon.
fffffaeeeezbf7oee.
fffffaesee2ddonna.
fffffesea3donana.
fffffasea3abannn.
fffffageez4dleen.
fffffegea3csdens.
fffffegee29s5b000.
fffffegea3dafene.
. fffffesee3connns.
. fffffegeeefel000.
. fffff880019c2000.
fffff88002cacnen.
fffff88002c23000.
fffffe8004104000.
fffffe8e03d4coen.
fffffe8e041co000.
fffffaseeacaronn.
fffffesea3bss000.

P

9 Dr.Web Curelt!

Scanning completed

7 Mo threats detected
v During scanning no threats were detected.

Scanned objects: 163
Scan time: 00:00:00

Open report

coN-cert
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Modulos Descargados
Modulos descargados recientemente.

« volatility -f memory.1f785001.img --profile=Win7SP1x64 unloadedmodules

I #XI1IIJORNADASCCNCERT

« El driver vulnerable de VirtualBox pudo ser utilizado para cargar el cédigo dainino como se
hizo en la campafa de Turla con Uroburos...

german@german:

Volatility Foundation Volatility Framework 2.6.1

dump dumpfve.sys
dump msahci.sys

dump pciidex.sys
crashdmp.sys
mouhid.sys
hidusb.sys
HIDCLASS.SYS
USBD.SYS
VBoxDrv.sy

StartAddress

axfffff88001975000
axfffff8800196a000
Axfffff8800195000
axfffff88001950000
axfffffg8002c8doee
axfffff88002c5b000
exfffffeg8ee2c69000
axfffff88002c8ho00
axfffff880068aa000

EndAddress

axfffffs8ee01988000
Oxfffff88001975000
axfffff88e0196a0080
Axfffff8800195000
axfffffe8ee2c9a000
axfffff88002c690060
exfffffe8e02c82000
axfffffageee2cs8dece
Axfffff8800680H9000

$ volatility -f memory.l1f785881.img --profile=Win75P0x64

2019-86-03
2019-06-03
2019-86-03
2019-86-03
2019-86-03
2019-86-03
2019-06-03
2019-06-03
2019-86-03

unloadedmodules

coN-cert
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Revision de los drivers

Ausencia de VBoxDrv entre los modulos cargados
« volatility --profile Win7SP1x64 -f memory.1f785001.img modules | grep VBox

I #XI1IIJORNADASCCNCERT

« volatility --profile Win7SP1x64 -f memory.1f785001.img modscan | grep VBox

german@german :

Volatility FDUHdHTlﬂn

OxfffffaBoe18416be
axfffffaBeez2bed22e
AxfffffaBoe2e34460
OxfffffaBeez2b83bbe
OxfffffaBoe3ae72bo

german@german : %
Volatility Foundation
Bx000000007dce72bd

Bx@R00a008T7e834460
Ox000000E0TedBd226
Ox000000807d83bbe
Oxeee800807f fbebbd

”nlaflllfy Framework 2.6.1

Guest.sys Bxfffffe8001072000
SF.sys Bxfffff88003a00000
Mouse.sys Bxfffffes003d9foee
Video.sys Bxfffff88003co0000
Disp.dll Bxfffffo6000910000

Disp.dll Bxfffffo6000910000
Mouse.sys Bxfffffes003d9foee
SF.sys Bxfffff88003a00000
Video.sys Bxfffff88003co0000
Guest.sys Bxfffff88001072000

memory . dell.1mQ modules

Bx34000 \SystemRoot\system32\DRIVERSY
@x56000 \SystemRoot\System32\drivers)
Bx33000 \SystemRoot\system32\DRIVERSY
Bx39000 \SystemRoot\system32\DRIVERSY
B8x19000 \SystemRoot\System32\ Disp.dll
volatility --profile Win75P1x64 -T memory.1f785081.img modscan | grep VBox
Volatility Framework 2.6.1
B8x19000 \SystemRoot\System32\ Disp.dll
Bx33000 \SystemRoot\system32\DRIVERSY
@x56000 \SystemRoot\System32\drivers)
Bx39000 \SystemRoot\system32\DRIVERS\
Bx34000 \SystemRoot\system32\DRIVERSY\

Guest.sys
SF.sys

Mouse.sys
Video.sys

Mouse.sys
SF.sys
Video.sys
Guest.sy

coN-cert
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Kernel Patch Protection

Proteccion contra revisiones del nucleo

e PatchGuard

« Implantado por Microsoft en 2005, para sistemas de 64 bits.

« Comprueba la integridad del nucleo de Windows para asegurarse de que no hay partes criticas
modificadas. Si se detecta una modificacion nociva en el kernel, la funcion KeBugCheckEx() se
ejecuta, llamandose con un argumento con el valor 0x109
(CRITICAL_STRUCTURE_CORRUPTION) como caédigo de error. El resultado es un cierre del
sistema con una pantalla azul.

« Malware Uroburos

« Aprovechaba la existencia de una vulnerabilidad en un controlador legitimamente firmado,
conocido como (VBoxDrv.sys) y perteneciente a Oracle VirtualBox en su version version 1.6.2.

* Puede ser utilizado para realizar un hook en la llamada a la funcion KeBugCheckEx() y evitar
finalmente a PatchGuard mediante su bypass.

4l
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Driver Scan

I #XI1IIJORNADASCCNCERT

Busgueda de drivers mediante el escaneo de etiquetas de grupo
« volatility -f memory.1f785001.img --profile=Win7SP1x64 driverscan

« Se identifica el nombre de driver \Driver\npf con direccion invalida en el espacio del Kernel.

german@german :

Volatility Foundation Volatility Framework 2.6.1

Offset(P)

Ox0eRe0e087dba7The
Ox0PAAEAAATdcB3990
@xgeseaaaa7ddead7a
axeeeeerea7ddbesse
Bxeeaeeea87ddbcose
AxEEAeERA8T7ddcennm
AxEeReEeA8T7ddcT550
Ox0PRe0AAAT7desTh1n
gxeeeee8887debsate
Ax00000RRRT7debBOGR
axeeeeepaa7debf4a0
Axeeaeeeae7debfene
AxEeREEEAETdT2cO60
Axeeaeeeae7df2d786
Ox0RReEEAATdT30590

#PIr

3
4
3
5
3
3
3
4
3
3
2
2
3
2
4

#Hnd

0 Ox0000000000000008
0 Bxfffffes8ee2ce0Bd
0 axfffffesee25cdons
0 exfffffeseez2cdlons
i axfffffesee2d4e00e
i Bxfffffe8002co0000
f exfffffesee2d2boae
0 Bxfffffe80025a60080
b pxfffffe8e024d1000
b axfffffegaezd4efons
0 exfffffeseez25340080
O axfffffe8ee2582000
i Bxfffffe8002805000
i Bxfffffe80028e0000
0 exfffffesee28afone

% volatility -f memory.1f785001.img --profile=Win75P8x64 driverscan

e Service Key

Bx1deee

Bxdeae
Bx5a008
Bx5che

Bx5200
Bx15008

Bxedon
Bx1e000
Bx18000
Bx4e000
Bx24000
Bxaaboe
Bx12008
Bx310008

WDriverynpf
cdfs

mouhid
usbhub
HdAudAddService
ksthunk
NDProxy
HidUsb
bowser
mpsdrv
mrxsmbl1e
mrxsmb28e
PEAUTH
tcpipreg
srvnet

Name

cdfs
mouhid
usbhub
HdAud. . .vice
ksthunk
NDProxy
HidUsb
bowser
mpsdrv
mrxsmbl1e
mrxsmb28
PEAUTH
tcpipreg
srvnet

Driver Name

WDriverynpf
WFileSystem\cdfs
\Driver\mouhid
\Driver\usbhub
yWDriver\HdAudAddService
“ywksthunk
“\NDProxy
“\HidUsb
/stem\bowser
\Driver\mpsdrv
\FileSystem\mrxsmb1@
YWFileSystem\mrxsmb2e
\Driver\PEAUTH
\Driver\tcpipreg
WFileSystem\srvnet

coN-cert
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Driver Module

« volatility -f memory.1f785001.img --profile=Win7SP1x64 drivermodule

El objeto npf no tiene un driver asociado. ¢, Codigo dafiino inyectado en el kernel?

german@german: $ volatility -f memory.1f785081.img --profile=Win75P1x64 drivermodule
Volatility Foundation Volatility Framework 2.6.1
Module Alt. Name

wWDriver\npf wWDriver\npf
cdfs cdfs YWFileSystem\cdfs
mouhid mouhid \Driver\mouhid
usbhub usbhub \Dri .
HdAudAddService HdAudAddService \ ‘\HdAudAddService
ksthunk.sys ksthunk ksthunk Driver\ksthunk
NDProxy.5YS NDProxy NDProxy er\NDProxy

hidusb.sys HidUsb HidUsb \Driver\HidUsb
bowser.sys bowser bowser YWFileSystem\bowser
mpsdrv.sys mpsdrv mpsdrv \Driver\mpsdrv
mrxsmb16 mrxsmb16 WFileSystem\mrxsmble
mrxsmb2e mrxsmb2e \FileSystem\mrxsmb2e
PEAUTH PEAUTH Driver\PEAUTH
tcpipreg.sys tcpipreg tcpipreg \Driver\tcpipreg
srvnet.sys srvnet srvnet \FileSystem\srvnet
Srv2.sys srv2 srv2 \FileSystem\srv2
Srv SIv WFileSystem\srv
luafwv luafwv WFileSystem\ luafv

coN-cert
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Driver IRP

I #XI1IIJORNADASCCNCERT

« volatility -f memory.1f785001.img --profile=Win7SP1x64 driverirp

Los punteros de la estructura IRP apuntan a secciones desconocidas...

o8]

Fd B B PBD B R

artlo: 0x@
@ IRP M] CREATE
IRP MJ CREATE NAMED PIPE

M UUEPY INFORMATION
IPP M1_SET INFORMATION
IPP MJ OUEPY EA
IPP M1_SET EA

9 IPP MJ_ FLUSH  BUFFERS
0 IRP | HJ_OUEPY VOLUME INFORMATION

IRP_M] SET VOLUME INFORMATION

IPP MJ DIPECTUPY CONTROL

IRP MJ FILE SYSTEM CONTROL
_DE”ICE_CUNTPOL
_INTERNAL DEVICE CONTROL

_ SHUTDOWN

LOCK_CONTROL

IPP MJ_CLEANUP

9 IPP_HJ_CPEATE_HAILSLOT
8 IRP_MJ QUERY SECURITY

IRP MJ SET SECURITY

IRP_M]_POWER

IRP MJ SYSTEM CONTROL

IRP MJ DEVICE CHANGE

IRP MJ QUERY QUOTA
MJ_SET_QUOTA

Oxfffffagpolbofled
oxfffffagpelbef1lbe
Oxfffffagpolbofled

xfffffageelbef1lbe
oxfffffagpelbef1lbe
oxfffffagpelbef1lbe
oxfffffagpelbef1lbe
O:fffffasﬂﬂlbﬂflbo

Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown

B Unknown
B Unknown

oxfffffagpelbef1lbe
oxfffffagpelbef1lbe
oxfffffagpelbef1lbe

Unknown
Unknown
Unknown

B Unknown

O:fffffasoolbofooo
oxfffffagpelbef1lbe
xfffffageelbef1lbe
oxfffffagpelbef1lbe
oxfffffagpelbef1lbe
oxfffffagpelbef1lbe
oxfffffagpelbef1lbe
ffffagoolbetlbe
oxfffffagpelbef1lbe
O:fffffasﬂﬂlbﬂflbo

Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown

B Unknown
B Unknown

oxfffffagpelbef1lbe
xfffffageelbef1lbe

Unknown
Unknown

rirp | grep npf -a32
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Device Tree

« volatility --profile Win7SP1x64 -f memory.1f785001.img devicetree | grep npf
« La informacion obtenida sobre la ubicacion del objeto es desconocida...

german@german : $ volatility --profile Win75P1x64 -T memory.1f785081.img devicetree | grep npf
Volatility Foundation Volatility Framework 2.6.1

DRV ©x7dba77b® \Driver\
DEV exfffffaBbelb40a9e FILE DEVICE UNKNOWN

coN-cert
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I - XI11JORNADASCCNCERT
Hagamos Carving!

« volatility --profile Win7SP1x64 -f memory.1f785001.img volshell

start=0xfffffa8001b40a90-0x100000
end=0xfffffa8001b40a90
while start < end:
If addrspace().zread(start, 4) == "MZ\x90\x00":
print(hex(start))
break
start += 1

4
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Hagamos Carving!

« La ejecucion del codigo devuelve el offset con el inicio de la cabecera del ejecutable.

german@operaciones: $ volatility --profile Win75P1x64 -T memory.1f785001.img volshell
Volatility Foundation Volatility Framework 2.6
Current context: System @ e@xfffffa80818cced40, pid=4, ppid=0 DTB=0x187800
Welcome to volshell! Current memory image is:
file:///home/german/CCN/memory.1T785001. img
To get help, type 'hh()"’
>>> start=0xfffffaB0e1b48a90-0x180060
>>> end=0xfffffageelb4oade
>>> while start < end:
if addrspace().zread(start, 4) == "MZ\x90\x00":
print(hex(start))
break
start += 1

OxfffffaseelbBeddoL

coN-cert
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Lectura de la cabecera

« Comprobacion de lectura de los primeros bytes de la cabecera PE.

>>> db(exfffffageelboenen)
Oxfffffago0lbdedfd 4d 5a
Bxfffffage0lbBedld bS8 08
Oxfffffageelbbed20 06 00
OxfffffagoelbBed30 00 00

@xfffffaBe@lbleddd 0e 1f

exfffffage@lbbeds0 69 73 ' ' is.program.canno
@xfffffa8o0lbbeddd 74 20 44 ¢ t.be.run.in.DOS.
@xfffffaBe0@lbBed70 6d 6T : 2 mode....%.......

« volatility --profile Win7SP1x64 -f memory.1f785001.img moddump -D drivers/ -b
Oxfffffa8001b0e000

german@doperaclones: $ volatility --proTile Win75P1x64 -1 memory.l1T785001.1mg moddump -D drivers/ -b ©x
Volatility Foundation Volatility Framework 2.6
Module Base Module Name Result

BxfffffaBe01boe00d UNKNOWN OK: driver.fffffa8o0lboeddd.sys

coN-cert
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Lectura de la cabecera

Extraccion de informacion del driver

H 4M4LDetector v1.6 - (@enelpc)

pdata, IHIT, .re

DLL - UriteFile

coN-cert
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Reversing con IDA x64

Identificacion de la funcion que realiza |la escritura del TXT

FEE

loc_13FB91850: 3 "WwDosDevicesy\C o\ WWINDOWS\\certutil . txt"
lea rdx, aDosdevicesClin

lea rcx, [rbp+57h+DestinationString] ; DestinationString
call cs:RtlInitUnicodeString

mou [rsprBDBh+EaLength], esi ; EalLength

lea rax, [rbp+57h+DestinationString]

moy [rsp+8DBh+EaBuffer], rsi ; EaBuffer

lea F9, [rbp+57h+Io5tatusBlock] ; IoStatusBlock

mov [rsp+BDBh+Createdptions], 2B6h ; Createlptions

lea 8, [rbp+57h+0bjectattributes] ; Objecthttributes
mov [rsp+BDBh+Createbisposition], 5 ; CreateDisposition
lea rcx, [rbp+57h+FileHandle] ; FileHandle

mov [¥sp+BDBh+Sharefccess], esi ; Sharefccess

Xorps zmmB, =mmA

mou [rsp+BDBh+Filenttributes], &6h ; FileAttributes

mou edx, 400808888h ; Desiredfccess

mou [¥sp+BDBh+AllocationSize], rsi ; AllocationSize

mou [rbp+57h+0bjectAttributes _Length], 38h

mov [rbp+57h+0bjectAttributes .RootDirectory], rsi

mou [vbp+57h+0bjectAattributes _Attributes], 248h

mov [rbp+57h+0bjectAttributes.0bjectHame], rax

moudqu xmmword ptr [rbp+57h+0bjectattributes _SecurityDescriptor], =xmma
call cs:ZubreateFile

mou [rbp+57h+Buffer], GDDDCOL4D3N

lea F8, [vbp+57h+Buffer]

mow r9d, eax

mou [rbp+57h+var 4C], SBBE7GBS5h

mov [rbp+57h+var_48], S3D6BF78h

mow edx, esi

mov [rbp+5Fh+var_44], GA7TDCFYBh

moy [rbp+57h+var_48], BEZB18868h

mov [rbp+57h+var 3C], BCAGB2h

db 66h, aah

nop word pty [rax+rax+00000008h]

I #XI1IIJORNADASCCNCERT

Rutina de descifrado

il el =

mouzs
lea
sub
mouzx
sub
add
ror
dec
inc
add
inc
rol
sub
ror
add
mou
cmp
jb

loc_13FB91188:

ecd, bhyte ptr [rg]
re, [ri+1]

cl, dl

eax, dl

cl, 1Eh

al, al

cl, 1

al

cl

cl, dl

edx

cl, 3

cl, 4Fh

cl, 1

cl, al

[r8&-1], cl

ed=, 16h

short loc_13FB91188

coN-cert
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Codigo fuente del driver

Revision del Pesudocodigo generado con IDA

RtlInitUnicodeString{&DbestinationString, L"\\DosDevicesi\C:yWWWIHDOWS\\certutil .txt");
Dbjectiattributes _Length = 48;

Objectattributes _RootDirectory = Bib6k;

ObjectAttributes.Attributes = 576;

Objectattributes.0bjectMHame = &DestinationString;

_mm_storeu si128(({ mi128i =)}&0bjectAttributes.SecurityDescriptor, BiGh);

ut = ZuCreateFile{&FileHandle, Bx48088880u, &0bjectAttributes, &loStatusBlock, Bié4, Bx8Bu, A, Su, B=28u, Bi6h, B);
Buffer = AxDDDC64DT;

ui = {int =)}&Buffer;

uf us;

18 = BxLBOE7G85;

12 = Bx53D6BF7E;

v = B;

vZ2B = B=oA7DCF7O;

v21 = B=EZ2018868;

2?2 = BxC682u;

do

{

u? = ={ BYTE =)ui;

ub {int =)}{{char =)ui + 1);
vid =  ROR1_ (w9 - wid - 38, 1});
vil = 2 = i - 1;

12 = uig++ + 018 + 1;

vi2z = _ ROL1___(viZ, 3});

ui3 =  ROR1_ (viZz - 79, 1);

*({ BYTE =)ud — 1) = vl1 + vii;

i
while { v8 < Bx16 );

if ( u7 »= 8 )

1
ZublriteFile{FileHandle, Bi6h, Bi6h, Bi6hs, &loStatusBlock, &Buffer, @x16u, Bi6h, Bi6h);
ZuClose{FileHandle};

coN-cert
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Conversion del codigo fuente a Python

Preparacion del descifrado del Flag

Flbuffer =
rol = lambda val, r bits, max bits = 8: \ mhH9IT, "\ xe4", "\=xDC", "\ =xDD",
T (val << r bits¥max bits) & (2¥%fmax bits-1) | A "\WRES","\xTE","\x0OE", "\ X5E",
((val & (2%%max bits-1)) >»> (max bits-(r bits%max bits))) MhRTE™ "N\ EF" ,"\xDe" , "W\x53",
MAXTO™, "\ xCF" , " \xT7D" , "\ xeL™,
ror = lambda val, r bits, max bits = 8: \ "\E68"™ ,"\x88","\x01", "\xe2",
T ((val & (2%*max bits-1)) >> r bitstmax bits) | \ i mANEB2Z", "\ xcE"
(val << (max bits-(r bits%max bits)) & (Z2¥%¥%max bits-1)) 1
B B B B vE = 0
max bits = 8 vE =10
v =0
vl0 = 0O
vll= 0O
res = []
Flwhile (w8 <21):
v3 = ord{buffer[vZ])
vl0 = 2 * w8 -1
¥v1ll = w8 + ror{(v9 - v8 - 30, 1) + 1
vE 4= 1
tenp = v10 + ror{rol{vll,3)}-72, 1}

= res.append (chr (temp) )
%print:“ ", doin(res))

coN-cert
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Ejecucion descifrado en Python
Descifrado del Flag!

german@operaclones:~/CCN$ python decrypt.py
Flag: UrBGbur@sReotklt
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¢, Preguntas?

No sedis cabroncetes que os conozco...

4
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COMUNIDAD Y CONFIANZA,
BASES DE NUESTRA CIBERSEGURIDAD

#XIIJORNADASCCNCERT
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