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Cibersituational Awareness

* Necesidad de conocer los aspectos que rodean a una operacion

* Necesidades se han ido ampliando a medida que la dimension de los Teatros de Operaciones
han ido creciendo

« El ciberespacio ha irrumpido en las operaciones militares afectando no solo en su dominio
sino también transversalmente aI resto de dominios.
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Information Assurance Vs Mission Assurance
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Situational Awareness
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Situational Awareness

"Hunting, gathering.... It's
so hard to prioritize!”




I #XI1IIJORNADASCCNCERT

Cibersituational Awareness

Red Forces

Blue Forces

Mision Amenaza
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Las decisiones fundamentadas requieren...... Que

Q /A
Que mas? Q

Que?

Entonces?

Ahora Que?

the
“5 What Imperatives”

« What?

e So What?

« What Else?
* Now What?

. What 2 . ... Contexto
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Pero no todos los niveles hablan el mismo idioma.......

Characters

Derp

Derpina

1. Without anit-virus or firewall installed,
your computer ‘Il be at a higher risk of
getting hacked & turned into a “zombie

~

2. It may cause the
website’'s services to be
inaccessible.

4. That explains why
you cant access
Facebook.

3. Nope, 'm not
that unlucky!

5. Nooo! |l can't access
my news feed on
Facebook
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Entonces necesitamos entender que es |lo que se necesita en
cada nivel.....
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....Para crear una buenas fotos.....
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Data-to-Decisions
» Cyber C2 Info

» Commander’s Critical Information
Requirements (CCIRs),
Director Information Requirements (DIRS),
and
Friendly Forces Information Requirements
(FFIRSs)

SW :
* What? | So What? | What Else? |
Now What? | What If?

Red Force Tracking (in Cyber)

 Tactical Cyber Threat Intelligence (CTI) R < §
» Operational-Strategic Cyber Threat sl
Intelligence :
Adversary Objectives, Campaigns, 4
Capabilities, Maneuvers, etc. '
Blue Force (Cyber) Risk/Readiness
» Missions or Mission Capabilities supporting
NATO Operations

Blue Force Tracking (in Cyber)
+ Ally Campaigns, Operations, Missions, etc.
Context Drives Decisions
+ Adaptive, Risk-based Defensive Postures
» Coordination (in Cyberspace + multi-domain)
» Deconfliction (in Cyberspace + multi-domain)
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Iniciativas del MCCD

1.CYCOP 1.0y 2.0

2. RRP EDA CySA

3. EDIDP CySA

4. PLICA

5. Colaboracion con ACT en la validacion del Concepto de

Cybersituational Awareness
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