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1. About CCN-
CERT, National
Governmental CERT

CCN-CERT is

the Computer Security
Incident Response
Team of the National
Cryptologic Centre,
CCN.

The CCN-CERT is the Computer Security Incident Response Team
of the National Cryptologic Centre, CCN, attached to the National
Intelligence Centre, CNI. This service was created in 2006 as the
Spanish National Governmental CERT and its functions are set out in
Law 11/2002 regulating the CNI, RD 421/2004 regulating the CCN and
in RD 3/2010, of 8 January, regulating the National Security Framework
(ENS), modified by RD 951/2015 of 23 October.

Its mission, therefore, is to contribute to the improvement of Spanish
cybersecurity, by being the national alert and response center that
cooperates and helps to respond quickly and efficiently to cyber-attacks
and to actively confront cyber-threats, including the coordination at
state public level of the different Incident Response Capabilities or
Cybersecurity Operations Centers.

Its ultimate aim is to make cyberspace more secure and reliable,
preserving classified information (as stated in art. 4. F of Law 11/2002)
and sensitive information, defending Spain's Technological Heritage,
training expert personnel, applying security policies and procedures
and using and developing the most appropriate technologies for this
purpose.

In accordance with these regulations and Law 40/2015 on the the
Public Sector Legal System, the CCN-CERT is responsible for the
management of cyber-incidents affecting any public body or company.
In the case of critical public sector operators, cyber-incidents will be
managed by the CCN-CERT in coordination with the CNPIC.
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. Introduction

The purpose of this document is to set out the
procedures and utilities required to implement
and ensure Google Chrome's security.

For this purpose, a configuration file is provided to implement security
measures and thus facilitate the possibility of implementing security.

This document sets out a procedure for improving security and
protecting the Google Chrome browser to mitigate potential
vulnerabilities and risks to which it may be exposed.

For the development of this guide we have used the installer of the

program Google Chrome version 89.0.4389 for Windows operating
systems.
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3. Google Chrome
web browser

Google Chrome is available for free download
from Google's website.

Once the installer is downloaded it requires internet connection for
the browser installation. If the computer on which Google Chrome is
installed does not have internet connection, the full download will need
to be performed at the alternative link provided by Google to that effect.

In this regard, Google Chrome must have the latest security software
updates installed. For this purpose, it is advisable to determine the
update method (e.g. connection to a WSUS server, local procedure,
automatic update, etc.). In case the latest security-related software
updates for Chrome are not implemented, it would be considered a
critical security failure.
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3.1 Versions

Google Chrome browser comes in several

versions. The choice of the version to install
will depend on the intended use.

CCN-CERT BP/19:

Chrome (Stable)

This is the official version, the one that will be used by the majority
of users. This version will always be the most stable version as it
undergoes a full battery of tests prior to release. This version receives
minor updates every three (3) weeks and major updates every six (6)
weeks.

Chrome Beta

This version is characterized as a pre-stable version, where bugs are
debugged before the release of the final version. This version receives
minor updates every week and major updates every six (6) weeks.

Chrome Dev

Pre-beta version and less known as it is mainly used by Google
developers for testing major updates. This version is used to complete
the most important improvements or new features that will be
available in the next version. This version contains bugs, bugs and/or
compatibility issues, which makes it an unstable version. This version
receives updates once or twice a week because many of its features
are still under development.



3. Google Chrome web browser

Chrome Canary
This version introduces the latest changes, new features, new tools

p and more options, but it provides some instability to the browser.

This version is intended to identify the problems of the new features,
which makes it very unstable. It is automatically generated on
Google's servers and changes to the browser code are made daily. Not
recommended for use, but it can be downloaded.

Chrome Enterprise
This version is the same Chrome browser that is used in the stable

‘ version. The difference relies in how it is deployed and managed. IT
administrators can download this version to install the Chrome
chrome browser via an MSl installer and manage their organization’s Chrome

enterprise browsers via group policies (there are currently over 200 configuration
policies).

To find out which version of Google Chrome is installed on a device
follow the steps below:

Click on E,Click on of the browser. Next, select “Settings” and then, in
the new window opened in the browser, click “Chrome Information” in

the left-hand panel. The number of the version installed will be displayed
below the name Google Chrome, as shown in the following image:

Description

Informacién de Chrome

@ Google Chrome

o Google Chrome esta actualizado
Versién 89.0.4389.114 (Build oficial) (64 bits)

Obtener ayuda de Chrome A

Notificar un problema &

Figure 1
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3.2 Minimum requirements

The following are the minimum system requirements for implementing
the Google Chrome program in Windows.

Supported Operating Systems (32-bit and 64-bit versions):

Windows 7

Windows 8 and Windows 8.1
Windows 10

Windows Server 2008 R2
Windows Server 2012 R2

Windows Server 2016

OO0 OO0 e

Recommended hardware:

O@

Pentium 4 or a more modern processor that supports
SSE2.
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3.3 Download

Below is the process to be followed for downloading the file of the

Google Chrome browser.

Description

To download the program from the official source, please use the following link
link:

https://www.google.com/chrome/browser/desktop/index.html

The download website automatically detects the operating system installed on
the computer and its architecture (32 or 64 bits) and adjusts the installation
options as shown in the following image:

¢

Haz mas con el nuevo

Ahora mas sencillo, seguro ¥ répido que nunca gracias a las funciones inteligentes de
Google inte das.
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https://www.google.com/chrome/browser/desktop/index.html

Description

Uncheck the option “Help us improve Google Chrome by sending usage statistics
and bug reports automatically”. Then click on “Download Chrome”.

@
Haz mas con el nuevo
Chrome

Ahora mas sencillo, seguro y rapido que nunca gracias a las funciones inteligentes de

Google integradas.

Descargar Chrome

Para Windows 10/8.1/8/7 de 64 bits.

Ayldancs a mejorar Google Chrome enviando estadisticas de uso e informes de emores de forma

autornatica. Mas infarrr

Al descargar Googhe Chrome, aceptas los Términos del Servicio de Google ¥ ks Términos del Servicio Adicionales

Once the download is finished, the following image will appear in your browser:

4 \

Gracias por descargar Chrome

Para terminar “hrcs cargs k
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Description

The downloaded file will be saved in the location you determined, depending on
the configuration set in the browser you are using.

The red box corresponds to the normal download of the installer. The yellow box
corresponds to the download for devices without internet connection.

3 1 = | Descargas -
Descarg o x
Y coo  compame  vans %]
~ « 4 ¥ » Esteequips » Descargas v O uscar en Des<arga
# Acceso ripido
I Escritorio e
& Descarges 155 chomesehan 24 1935 Agkics i |
Dotumentas # £ ChromeStandaloneSetupés : 1 . 72515 K
cumentss o

Note: There is a version for systems that do not have Internet
connection. It can be downloaded from the official link:

Link: https:/www.google.com/intl/es/chrome/browser
desktop/index.html?standalone=1

The download process is the same as the normal download, except
that in this case the file to be downloaded is larger and it will take
longer to download.
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https://www.google.com/intl/es/chrome/browser/desktop/index.html?standalone=1
https://www.google.com/intl/es/chrome/browser/desktop/index.html?standalone=1

3.4 Installation

Description

Run the downloaded file by double-clicking on it, either the version that requires an

internet connection or the offline version.

+ 1 F = | Descargas = [m]
1. m nis  Compartic  Vista

~ « 4 ¥ » Esteequipe » Descargas v O

ad ombre Fecha de medificacidn
# Acceso ripido

ayer (2)
I Escritoric AT

B oescurges ¢ LipChiomeSetup

Documentss # L ChromeStandaloneSetupéd
curmentss

To start the installation Google Chrome needs your authorization. To do so, click

"Yes” in the following pop-up window.

Comtrol de cuwentas de usuaric ®

#Quieres permitir que esta aplicacion haga
cambios en el dispositive?

2.

;) Google Update Setup

Editor comprobadc: Google LLC
Origen del archive: Unidad de disco duro en este equipo

Mostrar mds

] N

Once you allow the program to run, it will be installed automatically.

Note: Google Chrome installation does not allow customization of the

installation path.
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3.5 Application of
security settings

The "master_preferences” file located in “C:\ProgramFiles\Google\
Chrome\Application” is used to customize the installation of Chrome
in an enterprise environment. The enterprise version of Chrome allows
to customize its installation via the “master_preferences” file, and to use
administrative templates via Group Policy Object (GPO) on a Windows
Server domain controller.

Google Chrome has a configuration file called “Preferences” where the
options selected by the user in this browser are stored. In order to use
and apply this file, the browser must be closed. This file is located on
the route:

C:\Users>User>AppData\Local\Google

Chrome User Data Default

+ | Default
m Inicio Compartir Vista
« v P C:\Users\a#\AppData\Local\Google\Chrome\User Data\Defaulf ~ | O
Nombre Fecha de modificacién Tipe Tamaric
s Acceso ripide -
o Legin Data-journal
Escritorio o

] Media History 1 19:0¢ Archiv
" Descargas Media History-journal 1 19:0€ Archiv
| Documentos Network Action Predictor | 07
= | Imagenes Network Action Predictor-journal 119:07 Archiv
j\ Musica Network PEIIiETEM State 26/03/2021 8:30 Archive
I Videos Preferences . 6/03 1 8:56 Archive

PreferredApps 26/03/2021 8:29 Archive
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To make use of the file supplied with this guide, you will need to replace
the file created during the installation of Google Chrome. This is done
by copying the “Preferences” file located in the folder “Scripts” and
replacing it in the path above-mentioned.

This file will change the checked and unchecked options with the
values of the recommended configurations in section “3.6. SETTINGS
GUIDELINES’ of this guide. The settings for customization of routes,
web pages and other options will not be affected. If you wish to
customize any of these custom settings (such as the home URL, for
example) you have to do it manually in the Google Chrome browser.

CCN-CERT BP/19:



3.6 Configuration guidelines

The Google Chrome browser has a graphical user interface to edit the
browser options. To access this interface you must click on the button
E| , located at the top right of the browser, then select the option
“Settings” where the configuration options that can be edited by the
user.

An alternative method of accessing the configuration interface is to
type chrome://settings/ in the address bar and press the “Enter” key.

3.6.1 Section Google and you

The Google Chrome browser allows automatic synchronization with
Google services, allowing users, among others, to automatically
synchronize various elements such as bookmarks, open tabs,
passwords, plug-ins, etc. This information is stored in the Google
account provided by the user for this purpose.

To avoid privacy and security problems it is recommended

to disable this browser functionality.
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It is recommended to follow these steps:

CCN-CERT BP/19:

Locate the “Google & You" section and click on the Synchronization part.

and Google services, as shown in the following image:

Google y td

Obtén funciones inteligentes en Chrome

Sincroniza y personaliza Chrome en todos

| Sincronizacidn y servicios de Google

Nombre y foto de Chrome

Importar marcadores y configuracidn

In this section uncheck the options “Allow Chrome sign-in

»ou

)

Auto-complete

searches and URLS", "Help improve Chrome features and performance”,

“

“Improve search and navigation”, “Improved spell checking” as shown in the

next image:

Otros servicios de Google

Permitir el inicio de sesién en Chrome

Autocompletar busquedas y URLs

es y busquedas desde la barra de direcciones y el cuadro de bis

maticamente estadisticas de uso e informes sob

Mejorar las blisquedas y la navegacion

Envia las URL de las paginas que visitas a Google

Revision ortografica mejorada
ne envia a Google el texto que esc

the bottom of the screen.

Reinicia Chrome para aplicar los cambios

. These changes require a restart of the browser, as shown by the notice at




3.6.2 Autocomplete section

Because of the way credentials are stored, it is possible that a
malicious attacker could gain access to user accounts and/or use
stored credentials for unwanted logins.

To avoid misuse it is recommended to disable the following options:

‘ In the left panel of the page locate the “Autocomplete” section and click on
the passwords part, as shown in the picture:

Autocompletar

O+ Contrasefias »
B  Métodos de pago »
Q@  Direcciones y més v

In this section uncheck the options “Ask if | want to save passwords” and
“Start session automatically”, as shown below:

€ Contrasefias ® . Buscarcontrasefias

I Preguntar si quiero guardar contrasefias ) I

Iniciar sesion automaticamente
Permite iniciar sesion automaticamente en sitios web con credenciales almacenadas. Si esta funcion
esta inhabilitada, se te solicitara la confirmacion cada vez que intentes iniciar sesion en un sitio web

Comprobar contrasefias
Mantén tus contrasefias protegidas frente a quiebras de seguridad de datos y otros problemas de »
sequridad.
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Payment method information is an attractive element for attackers
looking to make fraudulent use of it, and it is therefore recommended
that you do not store this information in your Google Chrome browser
to avoid being the target of malicious attacks.

The following steps are recommended:

. In the "AutoComplete” section, click on the section “Payment methods”, as
shown in the picture.

Autocompletar

O+ Contrasefas

| B Métodos de pago

Q@  Direcciones y mas

. In this section uncheck the options “Save and auto-complete payment
methods” and “Allow sites to check if you have payment methods saved” as

indicated in the following image.

< Métodos de pago

Guardar y autocompletar métodos de pago
Rellena formularios de pago con tus métodos de pago guardados

IPermlte a los sitios comprobar si tienes métodos de pago guardados

Payment information is
an attractive element
for attackers and it is
recommended not to
have this information
stored in the Google
Chrome browser.

CCN-CERT BP/19:



As in the previous case, the storage of information, although not
critical, can provide an attacker with relevant information on the user’s
movements, actions or other considerations.

To prevent the use of this information, it is recommended that you
disable the following option:

‘ In the “AutoComplete” section, click on “Addresses and more”.

Autocompletar

O+ Contrasefias »
B Métodos de pago »
Q  Direcciones y mas »

. In this section uncheck the option “Save and autocomplete addresses”, as
shown below:

& Direcciones y mas

Guardar y autocompletar direcciones
Incluye informacién como nimeros de teléfono, direcciones de correo electronico y direcciones de
envio
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3.6.3 Privacy and security section

The configuration of cookies' and background data delivery is a very
important part of security and privacy. A secure configuration of these
elements can prevent security breaches and the theft of sensitive
information, as an attacker could hide the execution of malicious code
through the background traffic in the browser.

To avoid these risks, the following configuration is recommended for
the Google Chrome browser:

‘ In the “Privacy and security” section in the left-hand panel of the page, click
on “Cookies and other site data”, as shown below.

Privacidad y seguridad

Borrar datos de navegacidn
Borra el historial, las cookies, la caché y mucho mas

Cookies y otros datos de sitios
Las cookles de terceros estdn blogueadas en el modo de incégnito

e Seguridad
Navegacidn segura (proteccidn frente a sitios peligrosos) y otros ajustes de seguridad

Configuracidn de sitios
Controla la informacitn que pueden usar y mostrar los sitios (ubicacidn, cdmara, ventanas ¥

Tt

emergentes y otros)

‘ Some configurations should be defined so that when you finish browsing
and close the browser, the files generated by the browser during its
execution are deleted. This favors the loading, on subsequent occasions
when visiting the site, of the latest versions of the pages visited, as well
as the updated configuration of the website, thus improving the general
security of browsing.
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In order to proceed with these settings, go to “Cookies and other site data”
on the left-hand side of your browser. Once there, check the following
options as shown in the image:

Configuraciin general

O Permitic todas las cookies w
O Bloquear Cookies di 1ercaros n incognito w
I@ Bloguear cookies de terceros ~

DOKIES DAra Mejors

gxperiencia de navegacion, g

& Los silios pusden f ajemplo, para

mantenes tu s de tu carrito de la comp

Las sitios no puaden usar cookies para ver tu activ
@ objetiva de, por ejempla, persenalizar anuncios. Es posible que las funciones de algunos sitios no
funcionen correctamente

ad de navegacion en olros sitios con el

O Blaquear todas las cookies (nd recamendado) Lo

Borrar las cookies y kos datos de sitios al salew de Chrome

Enviar una solicitud de no seguimiento con tu trifico de navegacion [ ]

Cargar paginas previamente para que la navegacion y las blsquedas sean mas riphdas
Precargs informacion de las piginas, incluidas |ag que aln no has visitado, La informacion que se

obliene puede incluir cookies si las permites

Note: There are some pages that require third party cookies to function
properly. If you find that a page is not working as expected, you may
need to enable third party cookies for it to work properly. To do this, you
can generate an exception for third party cookies on certain pages to
improve your user experience, as shown in the following image.

Ver todas las cookies y datos de sitios b

Sitios web que pueden usar cookies siempre Adadir

No se ha afiadido ningun sitio web

Borrar cookies siempre al cerrar las ventanas Afiadir

No se ha afiadido ningun sitio web

Sitios web que no pueden usar cookies nunca Adiadir

No se ha aniadido ningun sitio web
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3. Google Chrome web browser

‘ In the “Privacy and security” section, specifically in the “Security” section,
it is recommended that you activate the tab “Enhanced protection”. This
protection offered by the Google Chrome browser includes, inter alia, the
following features:

Predice y te advierte de eventos peligrosos antes de que se produzcan

Te protege en Chrome y puede usarse para mejorar tu seguridad en otras aplicaciones de Google
cuando has iniciado sesion

O @O &

Mejora tu seguridad y |a de todos los usuarios en la Web

O+ Te avisa si tus contrasefias se ven expuestas en una quiebra de seguridad de datos
Envia URL a Navegacion segura para que |las compruebe. También envia una muestra pequefa de
" paginas, descargas, actividad de las extensiones e informacién del sistema para contribuir a
s

detectar nuevas amenazas. Cuando inicias sesién, vincula estos datos a tu cuenta de Google de
forma temporal para protegerte en las aplicaciones de Google

Figure 21

To obtain this protection you must activate the option ‘Protection
improved” as shown in the following image.

Navegacion segura

Proteccion mejorada

® Proteccion mas rapida y proactiva frente a descargas, extensiones y sitios web peligrosos. Te
advierte sobre quiebras de seguridad de contrasefias. Necesita enviar datos de navegacion a
Google.

Proteccién estandar
O Proteccion estandar frente a descargas, extensiones y sitios web que se sabe que son w
peligrosos.

Sin proteccién (no recomendado)
No te protege frente a descargas, extensiones ni sitios web peligrosos. Sequirds disfrutando de

o proteccidn con la funcidn Navegacién segura, si esta disponible, en otros servicios de Google, como
Gmail y la Bisqueda.

Figure 22
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3. Google Chrome web browser

. Finally, the “Use Secure DNS" functionality is enabled by default. However,
by default it makes use of the current service provider's DNS, which can
lead to attempts of insecure connections in a website due to service
interruption secure against a website due to service interruptions.

It is therefore possible to set up one of the DNS provided by Google and
even a customized one if you are in a business environment.

Usar DNS seqguro I
Determina como conectarse a sitios web mediante una conexion segura

© contuproveedor de servicios actual
Es posible que no haya un DNS seguro disponible de forma ininterrumpida

@® con | Persenalizade -

Personalizado

Cloudflare (1.1.1.1) Eado
Google (Public DNS)

OpenDNS

CleanBrowsing (Family Filter)

Figure 23

. Getting back to the settings in the “Privacy and security” section, some
aspects should be changed to avoid attacks in minimized windows,
windows in the background, and code executions through JavaScript,
which are normally used to perform malicious attacks.

‘ To limit the above, access “Configuration of sites” as shown below:

Privacidad y seguridad

i Borrar datos de navegacion ,

Borra el historial, las cookies, la caché y mucho mas

0 Cookies y otros datos de sitios
Las cookies de terceros estan bloqueadas en el modo de incégnito

e Seguridad
Navegacion segura (proteccién frente a sitios peligrosos) y otros ajustes de seguridad

Configuracion de sitios
Controla la informacién que pueden usar y mostrar los sitios (ubicacién, cdmara, ventanas »

[T
Tll

emergentes y otros)

Figure 24
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. In this section, modify the “Background synchronization” aspects so that
they do not allow recently closed sites to finish sending and receiving data,
as shown in the next image:

€ Sincronizacién en segundo plano Q Buscar

No permitir que los sitios cerrados recientemente terminen de enviar y recibir datos

Bloquear Afiadir

No se ha afiadide ningun sitio web

Permitir Afiadir

No se ha afiadide ningan sitio web

Note: In most cases, JavaScript should be enabled to obtain full
functionality on the web pages visited. However, in some enterprise
environments where enhanced levels of security are required, it is
recommended to review these settings and block the use of JavaScript
to prevent code execution attacks, adding exceptions for those sites
that are necessary for the organization.

€ JavaScript Q Buscar

Bloqueado

Bloguear Anadir
No se ha afiadid

Permitir Aiadir
No se ha afadido ningun sitio web
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To conclude with the settings of the “Privacy and security” section, some
aspects relating the use of the system's hardware communication
elements shall be modified.

This way, privacy settings will suit user needs. By default, the “Location”,
“Camera”, “Microphone” and “Notifications” settings will be blocked.
Likewise, all the elements included in the “Additional Permissions” section
will be limited.

This configuration may be modified by adding exceptions to the websites
that require the use of these elements.

Permisos

9 Ubicacion .
Blogueado
= Camara
»
Bloqueado
' Micréfono i
i3 Bloqueado
Notificaciones
A »
g Bloqueado

Note: In addition to this configuration in the general section, “Search
engine”, it is advisable to regularly review the established configuration,
eliminating any unknown search engines. In any case, it is advisable to
eliminate those search engines that are not going to be used by the user.
to be used.
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3.6.4 System section

As discussed in previous sections, the execution of code in the
background after closing the Google Chrome browser is susceptible to
malicious attacks, and should be disabled.

‘ In the “System” section, within “Advanced Settings” tab in the left panel
of the “Settings” page, disable the option “Continue running background
applications when Google Chrome is closed”, as shown in the following

image.

Sistema

I Seguir ejecutando aplicaciones en segundo plano al cerrar Google Chrome

Utilizar aceleracion por hardware cuando esté disponible [ ]

Abrir la configuracién de proxy de tu ordenador @
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4. Checklist

Criticality

Media

Media

Media

Media

Media
Media

Media
Media

Media

Media

Media
Media
Media

Description

Google Chrome must have the latest security-related software updates installed.

In the case of using browser extensions you should check that they are updated
to the latest version and come from reliable sources.

The security preferences required by Google Chrome cannot be changed by the
user.

Google Chrome is set to update automatically.

Google Chrome is configured to provide warnings when a user switches from a
secure (SSL-enabled) page to a non-secure page.
Google Chrome is configured to block pop-up windows.

Google Chrome is configured to not use Google accounts and to not be able to
sign in to Google services with an account provided by the user.

Google Chrome is configured not to auto-complete searches and URLs, without
sending information to the default search engine.

Google Chrome is configured not to save site passwords.

Google Chrome is configured to not automatically sign in to the sites that store
credentials.

Google Chrome is configured not to save or auto-complete methods for payment.

Google Chrome is configured to stop websites from checking whether there are
stored payment methods.

Google Chrome is set to block third-party cookies.

Google Chrome is configured not to preload information from pages, even if you
have not visited them. This preloading may include cookies if they are permitted.

Google Chrome is configured to stop closed pages from sending and receiving
data.

Google Chrome is configured to allow the use of JavaScript.

Google Chrome is configured not to run applications in the background when
Google Chrome is closed.
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5. Decalogue of
recommendation

The following are

ten (10) security
recommendations for the
use of Google Chrome.




1
[ 2]
3
4]
=
¢
7]
|
9|
10

-\ Security Decalogue
Q@ for Google Chrome

It is recommended to always use the most current stable version with the latest updates.

It is recommended that the software’s security-related functions be reviewed since it will
provide a better defense against certain attacks.

If you need to install plug-ins, we recommend using official and /or reliable sources.

It is recommended that you do not use the password storage available in Google
Chrome, but fo use other applications that implement a strong encryption system to
store passwords more securely.

It is recommended to look at the site’s identity button (a padlock located fo the left of
the address bar) to quickly and easily find out if the connection to the page is encrypted
and, in some cases, who is the owner. This information helps in the detection of malicious

pages.

It is recommended to always use secure protocols (https), even more so when using
personal data to secure end-to-end communications.

The use of encryption software is recommended for sending personal information, as an
additional security measure, even with secure protocols such as htfps.

The use of two-factor authentication is recommended for online services. This adds an
additional layer of security to the accounts as additional verification will be required at
login (SMS, phone call, authenticators, etc.).

It is recommended that you delete cookies and block background browsing fo prevent
some websites from fracking search patterns and thus safeguard user privacy.

Itisrecommended that you clear your cache and delete temporary internet files in order
to fix usual problems with websites.

(C[CIN CON cert

centro criptolégico nacional centro criptolégico nacional

CCN-CERT BP/19:



Annex A.
Security

configuration
file

To facilitate the implementation of these security measures on Google
Chrome, a file with the name “Preferences” is attached to the document
for the initial configuration of the browser. All these settings can be
modified by the user and will be stored in the browser's default folder.

See section “3.5. APPLICATION OF SECURITY SETTINGS" to find out
how to implement this configuration file within Google Chrome.
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