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1. About CCN-
CERT, National
Governmental CERT

The CCN-CERT is the Information Security Incident Response Capacity CCN-CERT is the
of the National Cryptologic Centre, CCN, attached to the National . .
Intelligence Centre, CNI. This service was created in 2006 as the Information Securlty
Spanish National Governmental CERT and its functions are included Incident Response

in the Law 11/2002 regulating the CNI, the RD 421/2004 regulating Capability of the National
the CCN and in the RD 3/2010, of 8 January, regulating the National

Security Framework (ENS), modified by the RD 951/2015 of 23 October. Cryptologic Centre.

Its mission, therefore, is to contribute to the improvement of Spanish
cybersecurity, being the national alert and response centre that
cooperates and helps to respond quickly and efficiently to cyber-attacks
and to actively face cyber-threats, including the coordination at state
public level of the different existing Incident Response Capabilities or
Cybersecurity Operations Centres.

All of this, with the ultimate aim of achieving a safer and more
reliable cyberspace, preserving classified information (as stated in
art. 4. F of Law 11/2002) and sensitive information, defending Spain’s
Technological Heritage, training expert personnel, applying security
policies and procedures and using and developing the most appropriate
technologies for this purpose.

In accordance with these regulations and Law 40/2015 on the
Legal Regime of the Public Sector, the CCN-CERT is responsible for
the management of cyber-incidents affecting any public body or
company. In the case of critical public sector operators, cyber-incident
management will be carried out by the CCN-CERT in coordination with
the CNPIC.
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2. Introduction

This document is part of the documentation issued The development of this
by the National Cryptologic Centre whose objective guide has been done us-
is to preserve the security of the ICT systems of ing the Mozilla Firefox in-
Public Administrations. staller in its version 72.0.1

(64bit) for Windows OS.

For this purpose, a configuration file is provided to implement security
measures on a web browser software to facilitate the possibility of
implementing security in ICT systems.

For the development of this guide we have used the Mozilla Firefox
installer in its version 72.0.1 (64bit) for Windows OS.
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3. Objet

The purpose of this document is to set out the procedures and utilities
needed to implement and ensure security in Mozilla Firefox.

4. Scope

This document sets out a procedure for improving security and securing
Mozilla Firefox to mitigate potential vulnerabilities and risks to which it
may be exposed.

The users of this guide can improve the security of this application
through the configuration files included in its annex.
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5. Mozilla Firefox
download, installation
and configuration

Mozilla Firefox is available for free download from
the Mozilla website.

Mozilla Firefox must have the latest security-related software updates
installed. To do this, determine the update method (e.g. connection to a
WSUS server, local procedure, automatic update, etc.).

If the latest Firefox security-related software updates are not applied,
this would be a critical security fault.

Download the browser at: https://www.mozilla.org/en-US/

firefox/new/
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5.1 Realeses

The Mozilla Firefox desktop software is
available for deployment with both the “fast”
and the “ESR" versions.

Fast realease: Receives major updates every six weeks and
minor updates, such as bug fixes and security fixes, as needed
during those six weeks.

Extended Support Release (ESR): On average, it receives
major updates every 42 weeks and minor updates, such as
bug fixes, security fixes and policy updates, as needed, but at
least every six weeks.

In addition to the different update cycles, the ESR currently has
access to additional policies that are not available in the fast
release.
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5.1 Realeses

Integrated authentication (SPNEGO and NTLM).
Disable application updates.

Disable system add-on updates.

Manage extensions.

Change the home page.

Change the Firstrun page.

Change the update page.

Show the search bar.

Change of search engines.

Filtering of websites.
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To find out which version of Firefox you are using:

Descripcion

Click on the menu button = , click on "Help” and select “About Firefox”. Then, the
1 . ‘About Firefox” window will appear. The release number of the installed release
will be displayed below the Firefox name, as shown in the image below:

| Acerca de Mozilla Firefox s

Firefox Browser

2 trabaja
° .

para todos.

{Quiere ayudar? |

nfgrmacion de hicencip Jerechos b Politica de p

Alternatively, to see which browser version is installed, you can click on the menu

3 button =, click on “Help” and select “Troubleshooting information”. This will open

° a page with the address “about:support” in a new tab. The Firefox version is listed
under the Basic Settings section of the application.
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5.2 Minimum requirements

The following are the minimum system requirements
necessary to implement Mozilla Firefox on Windows.

Operating System (32-bit and 64-bit)
Windows 7
Windows 8
Windows 10
Recommended hardware
Pentium 4 or a more modern processor supporting SSE2.

512MB RAM / 2GB RAM for the 64-bit version.

OO O 6000 e

200MB of available hard disk space.
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5.3 Location of the installation

The installation paths for Mozilla Firefox on a Windows OS are
described below:

. C:\Program Files Mozilla Firefox is the default installation path for both the
32-bit version (installed on a 32-bit operating system) and the 64-bit version
(installed on a 64-bit operating system).

. C:\Program Files(x86)\Mozilla Firefox is the default installation path when
installing the 32-bit browser on a 64-bit operating system.

Note: It is possible to customise the path where the
programme is installed during the installation process.

i om s s Feefer] | | examnar..

'_a Instalacidn de Mozlls Firefox - = _1_:] Imstalacidn de Mozills Furef oo - b4
Tipo de instalacién ' Escoja ublcaciin de la indalaciin
Eija opoones de nstalacin “ EXja by corpatrts & [ Quet quiere nstalar Mozills Frefio. e
Escola ol tipo de ingtaiacon que prefera v pulse Siguente. Se instalard Mozilla Frefox enlls siguente campeta. Para instalarl en una canpeta diferente,
haga dic en Examinar y selectone ofra campeta. Pukse Siguiente para conbnuar.
() Esthndar
Frefox se rnstalard con las opoiones més comunes,
(%) Personalizada
Puede e3C000r Gud OpOonES 5 ratalan, Recomendads Do 8 LR 0n 0N £XpEnErdss. Cavpeta de desting

Espaco requerida: 185, 6ME
Espadio disponibe: 143. 368

<o [ ] | oot < roveer S|

Cancular
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5.4 Mozilla Firefox download
and installation

The programme can be downloaded from the following url:
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https:/www.mozilla.org/es-ES/firefox/all/#product-desktop-

release

Description

In this window you select the browser to download, the operating system on which
this download will be installed and finally you select the language. Then click on
the “Download now” button to start downloading the programme.

This would be an example for a download of the latest version of the Firefox
browser for Windows 64-bit.

[ ) Firefox Havegadores Productas Unifss Acerca di Contigue una cusnta de Firefox

Comrprust o barshcsd

2

Elige qUé naVEQEdor de i::::(muloounmmu.m.n
Firefox qUieres Selecciona el instalador que prefieras
descargar en tu idioma Wesiows 8251

Todics @l MUNGE MENEoE LENar ACCaso 3 INtemet, y ¢ kIHma nunca doteria Sntsocionn ot lsioms que prafleres
38¢ UN3 BAMGra. POE 830, CON 13 AL 00 VOIINIANOS dci3dcs an 1600 ol Spanish [Spainl — Espaiol (3e Espana)
munco, ol navegador de Firefox estd disponibie en mds de 50 idiomas

ES165 & punfi i (o G
Havegadon Finefex

Platatcema: Windsws 84-bit
dioma: Spanish (Spain) — Espaficl (de Espafta)

Note: Firefox Enterprise offers MSI installers to help system administrators

customize and deploy Firefox in their environments through standard Windows
deployment tools, such as applying GPOs in Active Directory or through
Microsoft System Center Configuration Manager.

https://support.mozilla.org/es/kb/personalizacion-de-firefox-con-
instaladores-msi#w_msi-installers

An alternative method of downloading the browser is via FTP, at the following URL:

https:/ftp.mozilla.org/pub/firefox/releases/


https://www.mozilla.org/es-ES/firefox/all/#product-desktop-release
https://www.mozilla.org/es-ES/firefox/all/#product-desktop-release
https://ftp.mozilla.org/pub/firefox/releases/

Description

The following window will be used as an example for downloading Mozilla Firefox
release 72.0.1.

e & o D & htpsyfpmesilaong i

Index of /pub/firefox/releases/

Type Name Sire Last Modified
Der

D 0101

D 010

D 0%

Dhir
Dhir

The installation file obtained from the download will be used to install or update
the version of Mozilla Firefox on the system where the security and privacy
settings are made.

To start the installation of the browser, double-click on the downloaded file.

Note: To install the program, it is necessary to install it with a user with
administrative privileges on the computer where you are installing Firefox.
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Description

L Instalacién de Mozilla Firefox - b

Bienvenido al asistenle de
instalacion Mozilla Firefox

Esbe st birybs b guases & fraves de s nstalsson de Maslls
Frefax,

S recomsenda que cerre las demds apkcaciones anites de
reciar [ irstalacdn. Esto permitrd actualzar los archivos de
sictema afectados s tener que rermicsr su eQupo.

Prdis Sicpmsrite: Har s oo B .

Then, the browser is installed as shown in the image above.

Mozilla Firefox installs by default an optional service called “maintenance service”,

which allows updates in the background, without having to click OK in the Windows
3. User Account Control dialog. This option can be unchecked when performing the

custom installation.

h‘j nstalacién de Mogzilla Firefox — o
Configurar component es opcionales
Componentes opoonaies recomendados u

Bl servicio de manieremento permitrd & Frefox sctuskzarss de forma slencoss &n segunds
plana.

[ trnstalar zarvicio de mantenmisnte

<rotrr |G ] [ Canote

If a reinstallation of Firefox is performed over an existing version, an “Upgrade”
button will appear instead of the “Install” button, as shown in the following image:
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Description

L3 Inatalecién de Mazills Firefox - =

|Hesumen

Perpar ade pava mtal Frafes i

Firefox e instalard en by sguerie ubecackdng
Cr\Program FlesMorills Frefoe
Ei padilble U PRCRENE PEFRST B SOUDS DiFd Somple i L ingRalaodn.

Haga o en Actuskase farn SonSruar,

< Anbericr Actualise I Cancely

Once the above steps have been completed, click on the install or update button

and wait until the process has finished.

TY Instalacin de Mozills Firefox =

Instalando

Espere maentras se instala Hozlla Frefox. u

Recogenda b cisa

L‘;, instalacsdn de Monlla Finefox -

Completando e asistente de
instalacion de Mozilla Firefox

Mozls Fref s ha instalado & su eoupo

Pulse FAalizer Dard Coirar SSbe aastenbe.

W Bsecutar Frefox ghora

Once the installation is complete, the system is restarted and the browser can be
used.
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5.5 Apply security and privacy
settings

The following describes how to add security settings to Firefox
to keep our information secure.

Automatic configuration files can be used to set and lock
preferences that are not covered by Firefox policies.

To use the automatic configuration, two files must be placed
in the Firefox directories.

If the operating system is Microsoft Windows, these files will
be located in the Firefox installation directory.

The file “autoconfig.js” is located in the directory “/Mozilla
Firefox /defaults/pref”.

The file “firefox.cfg” is located in the firefox installation
directory (“/Mozilla Firefox”).

Description

The default installation path is used for a 64-bit Mozilla Firefox installation:

The file "autoconfig.js”is located in the directory C:\Program Files\Mozilla Firefox\

defaults\pref\.
v = | pref
1 EEE oo comn v
[ )
L - e » Esteequipo » Discolocal (C) » Archivos de programa » Mozills Firefox » defaults » pref

Membre Fecha de modifica...  Tipo Tamario

# Acceso ripido -

I_}]autncemﬁg 16/01/2020 1358 Archiva lavaScript '.-i:l
& OneDrive || channel-prefs 03701, 2020 3:00 Archive lavabenpt 1KE
[ Este equipo
¥ Red
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Description

The file “firefox.cfg” is located in the directory C: \Program Files\Mozilla Firefox\.

= | Moailla Ferefox

Archites Inicia Compartis Wiita

+ » Este equipe » [wcolocal (C) » Aschiods de programas + Mozills Firefox
Mombre Fecha de modifica.. Tipo Tamafio

i Acceso répado
browser 177072020 20:32 Carpeta de archiv

& Onelirive defaults

o Este equipo distribution J020 20 34 arpe
fonts

2 w Red gmp-clearkey
° KETA-INF

unanstall

E crashreporter
@ firefox
(&gl maantenanceservice
18 maintenanceservice_installer
(01 manidurnp-anabyzer
(&0 pingsender
(o7 plugin-containes
30 plugin-hang-ui
2 updates

| precomplete

T -{i

firefoxclg

oMl vo LA E
Note: The configuration files “autoconfig.js” and “firefox.cfg” are located in the
“Scripts” folder of this Good Practices Guide.
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5.6 Values of the directives
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Description

The security modifications implemented by incorporating the “autoconfig.js” and
“firefox.cfg” files in the security hardening process set out in section “5.5 Apply
configuration of “ are detailed below.

In the configuration editor (the about:config page) you will find a list of advanced
Firefox preferences to check the values placed in the “firefox.cfg” file.

To access the advanced preferences, type about:config and press Enter in
the address bar. When you do this, a warning page appears with a notice that
modifying these advanced settings may affect the performance or security of
Firefox.

To continue, click on Accept the risks and continue.

Continuar con precaucion

Cambiar |as preferencias de configuracion avanzada puade afectar & rendimsento o la seguridad de Firefox

# | Awisanme cuando intento acceder a estas preferendcias

Aceplar &l nesgo ¥ continuar

At the top of the about:config page, you can use the Search field for quick retrieval
of specific preferences.

BTWHAT owniad Sremate N AL tons P— 7
Betwier dowsicad sutohideBumon - -
Berwwinr omwmicad tolserl nt 1 -
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Firefox is configured to use a password store with or without
a master password.

Firefox can be configured to store passwords for sites visited
by the user. These individual passwords are stored in a file and

can be protected with a master password.
Password autofill can be enabled when visiting the website.
This feature could also be used to autofill a certificate pin,

which could compromise information.

The value “signon.rememberSignons” must be set to “false” in
the “firefox.cfg” file.

Check:
Type “about:.config” in the browser window. Verify that the

preference name “signon.rememberSignons” is set and locked
to “false”.
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The form-filling assistance option in Firefox is
disabled.

In order to protect privacy and sensitive data, Firefox offers the
possibility to configure the programme so that data entered in

forms is not saved. This setting mitigates the risk that a web
page can obtain previously entered private information.

The value “browser.formfill.enable” must be set to “false” in
the “firefox.cfg” file.

Check:
Type “about.config” in the browser window. Verify that the

preference name “browser.formfill.enable” is set and locked to
“false”.
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Firefox is configured to auto-complete passwords.

Because of the way credentials are stored it is possible for an
attacker to gain access to user accounts.

The value “signon. autofillForms” must be set to “false” in the
“firefox.cfg” file.

Check:

Type “about:.config” in the browser window. Verify that the
preference name “signon. autofillForms” is set and locked to
“false”.
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The security preferences required by Firefox cannot be
changed by the user.

Locking the configuration prevents users from accessing
“about:config” and modifying the security settings set by the
system administrator.

Check:

Type “about:config” in the browser window and verify that the
values placed in the “firefox.cfg” file are marked as locked.



Firefox automatically updates add-ons and plugins.

Setting this value to “false” disables any communication to an
additional server to check for new add-on versions. Automatic

updates from untrusted sites put the browser at risk to an
attacker and may override security settings.

Ifinstallation of browser add-onsis required, it is recommended
to set the value to “true” to avoid losing the latest security fixes
for these add-ons. It should be ensured that the installation
of these add-ons and their security fixes are from trusted
sources.

The value “extensions.update.enabled” must be set to “false”
in the “firefox.cfg” file.

Check:
Type “about:.config” in the browser window. Verify that the

preference name ‘“extensions.update.enabled” is set and
locked to “false”.
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Firefox is configured to update itself
automatically.

Allowing software updates from untrusted sites may introduce
values that invalidate a secure browser installation with the
known risk.

If this option is enabled, “true’, check the default settings
containing the URLs defined for automatic updates, and only
allow the default URLs.

If the values of “app.update.url’, “app.update.url.details” and
‘app.update.url.manual” have been modified, they shall be
restored to their default values.

With the value "app.update.enabled” set to “true”, in the “firefox.
cfg” file, you have to perform the steps indicated in check.

Check:

Type “about:config” in the browser window. Verify that the
preference name “app.update.enabled” is set and locked to
“true”.

Verify that the reference values “app.update.url”, “app.update.
url.details” and “app.update.url.manual” contain a url pointing
to a trusted internal server or to the default “Mozilla.com” or
“Mozilla.org” configuration.

Note: To disable updates over the internet, set these values
as indicated below, in the “firefox.cfg” file:

lockPref(“app.update.enabled”, false);
lockPref(“app.update.url”, “);



Firefox automatically checks for the current version of
installed search plugins.

Updates must be controlled and installed from authorised
and trusted servers. This configuration overrides other

configurations that may direct the application to access
external URLs.

The value "browser.search.update” must be set to “false” in the
“firefox.cfg” file.

Check:
Type “about:.config” in the browser window. Verify that the

preference name “browser.search.update” is set and locked to
“false”.
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Firefox is configured to ask which certificate to present to a
website when a certificate is required.

When a website requests a certificate for user authentication,
Firefox must be configured to allow the user to choose

which certificate to present. The user will be denied access if
certificate management is not configured.

The value “security.default_personal_cert” must be set to “Ask
Every Time” in the "firefox.cfg” file.

Check:
Type “about.config” in the browser window. Verify that the

preference name “security.default_personal_cert” is set and
locked to “Ask Every Time".
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Sending background information to Mozilla must be
disabled.

No technical or other information should be sent from our
system to Mozilla.

The value “datareporting.policy.dataSubmissionEnabled” must
be set to “false” in the “firefox.cfg” file.

The value “datareporting.healthreport.service.enabled” must
be set to “false” in the “firefox.cfg” file.

The value “datareporting.healthreport.uploadEnabled” must
be set to “false” in the “firefox.cfg” file.

Check:

Type ‘“about: config” in the browser window. Verify
that  the  preference names  “datareporting.policy.
dataSubmissionEnabled”’, “datareporting.healthreport.service.
enabled” and “datareporting.healthreport.uploadEnabled” are
set and locked to “false”.
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Installation of extensions must be disabled.

The installation of extensions must be disabled. A browser
extension is a programme that is installed on the browser that
adds new functionality to the browser. An add-on interacts with
a web page and usually with an external third-party application
(Flash, Adobe Reader), an extension interacts with the browser
itself.

Extensions are not embedded in web pages and must be
downloaded and installed to work. Extensions allow browsers
to bypass restrictions that apply to web pages.

If a browser is configured to allow unrestricted use of the
extension, add-ons can be loaded and installed from malicious

sources and used in the browser.

The value “xpinstall.enabled” must be set to “false” in the
“firefox.cfg” file.

Check:

Type “about: config” in the browser window. Verify that the
preference name “xpinstall.enabled” is set and locked to “false”.



Firefox is configured to allow JavaScript to bring up (bring
to front) or bring down (send to back) windows.

JavaScript can make changes to the appearance of the
browser. Allowing a website to use JavaScript to bring
browser windows to the front and/or send them to the back
can hide an attack. Browser windows cannot be set as active
via JavaScript.

The value "dom.disable_window_flip” must be set to “true” in
the “firefox.cfg” file.

Check:
Type “about.config” in the browser window. Verify that the

preference name “dom.disable_window_flip” is set and locked
to “true”.
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Firefox is configured to allow JavaScript to change the text
in the status bar.

JavaScript can make changes to the appearance of the
browser. This action can help hide an attack that takes place

in a minimised window. Web page authors can disable many
functions related to the opening of a pop-up window.

Setting this preference to “true” overrides the web author’s
setting and ensures that the status bar is enabled and present
in any pop-up window. This setting prevents the status bar
from being hidden in any browser window.

The value “dom.disable_window_open_feature.status” must
be set to “true” in the “firefox.cfg” file.

Check:
Type “about:config” in the browser window. Verify that the

preference name “dom.disable_window_open_feature.status”
is set and locked to “true”.
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Firefox is configured to allow JavaScript to disable or
override context menus.

A context menu (also known as a pop-up menu) is often used
in a graphical user interface (GUI). This menu appears after

user interaction (e.g. a right mouse click). A context menu
offers a limited set of options available in the current state or
context of the operating system or application.

A website can execute JavaScript to make changes to these
context menus, which can help hide an attack. This preference
should be set to “false” so that web pages cannot make
changes to the context menu.

The value “dom.event.contextmenu.enabled” must be set to
“false” in the “firefox.cfg” file.

Check:
Type “about:.config” in the browser window. Verify that the

preference name “dom.event.contextmenu.enabled” is set and
locked to “false”.
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Firefox is not configured to display a prompt message to
a user before downloading and opening different types of
files.

New file types cannot be added directly to the list of add-ons
or helper applications. Files with these extensions will not be

able to use Firefox directly, but will use external applications to
open the files.

External applications are configured after a download action
of a file type not stored in the browser has been established. At
this point, you select the action to perform, external application
assignment to open the file or the option to save the file to
download. Once the option is selected, and as long as the
Do this automatically for files like this from now on option is
checked, this will be done automatically for future downloads
of the same file type.

This action generates an entry for that file type in the list
of add-ons and thus will allow this file type to be opened
automatically in the future.

This setting may be a security issue. New file types should not
be able to be added directly to the add-on list of the application

to avoid possible malicious use.

The value “plugin.disable_full_full_page_plugin_for_types”
must be set to “true” in the “firefox.cfg” file.

Check:
Type “about:config” in the browser window. Verify that the

preference name “plugin.disable_full_full_page_plugin_for_
types” is set and locked to “true”.
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Firefox has the ActiveX controls plug-in installed.

When an ActiveX control is referenced in an HTML document,
MS Windows checks if the control already resides on the client

machine. If not, the control can be downloaded from a remote
website. This provides an automated delivery method for
mobile code.

ActiveX control and plug-in support must not be present or
enabled.

Check:

Type “about:plugins” in the browser window. Check that there
are no ActiveX plug-ins. If not, remove or uninstall.
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The network shell protocol is enabled in Firefox.

Although current versions of Firefox have this setting disabled
by default, using this option can be dangerous. This would

allow the browser to access the Windows shell.

The value "network.protocol-handler.external.shell” must be
set to “false” in the “firefox.cfg” file.

Check:
Type “about:config” in the browser window. Verify that the

preference name “network.protocol-handler.external.shell” is
set and locked to “false”.
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Firefox is not configured to provide warnings when a user
switches from a secure (SSL-enabled) page to a non-secure

page.

Users may not be aware that they are switching from a
previous secure page to a current insecure page.

The value “security.warn_leaving_secure” must be set to “true”
in the “firefox.cfg” file.

Check:
Type “about.config” in the browser window. Verify that the

preference name “security.warn_leaving_secure” is set and
locked to “true”.
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Firefox is not configured to block pop-up
windows.

Pop-ups can be used to launch an attack inside a new browser
window with altered settings. This setting blocks pop-up
windows created while the page is loading.

The value “ dom.disable_window_open_feature.status” must
be set to “true” in the “firefox.cfg” file.

Check:
Type “about:config” in the browser window. Verify that the

preference name “dom.disable_window_open_feature.status”
is set and locked to “true”.



Firefox is configured to allow JavaScript to move or resize

windows.

JavaScript can make changes to the appearance of the
browser. This activity can help hide an attack that takes place
in a minimised background window. Browser settings should
be set to prevent scripts on visited websites from moving and
resizing browser windows.

The value "dom.disable_window_flip” must be set to “true” in
the “firefox.cfg” file.

Check:
Type “about:.config” in the browser window. Verify that the

preference name “dom.disable_window_flip” is set and locked
to “true”.

CCN-CERT BP/17:




CCN-CERT BP/17:

Firefox must be configured to allow TLS only.

The use of secure protocols with versions older than TLS 1.1
puts security at risk. The older SSL 2.0, SSL 3.0 and TLS 1.0
contain a number of security flaws that can put the browser
at risk. These protocols should be disabled depending on the
needs of the network infrastructure.

It is recommended to set “security.tls.version.min” with the
value “2" for the use of TSL 1.1 protocol as the minimum value.

t is recommended to set “security.tls.version.max” with the
value “3" for the use of the TLS 1.2 protocol as the maximum
value.

These values should appear in the “firefox.cfg” file.

Check:

Type “about:config” in the browser window and check the
following preferred names:

. “security.tls.version.min” set to “2".

‘ “security.tls.version.max” set to “3".



Firefox automatically executes or downloads MIME types
that are not allowed for automatic download.

The default action, for file types for which an add-on is
installed, is to automatically download and execute the file

using the associated add-on. Firefox allows you to change
the specified download action so that the file is opened with a
selected external application or saved to disk.

View the list of installed browser plugins and related MIME
types by entering “about:plugins” in the address bar. When you
click on a link to download a file, the MIME type determines
what action Firefox will take.

You may already have a plug-in installed that will automatically
handle the download, such as Windows Media Player or
QuickTime. Other times, you may see a dialog box asking if
you want to save the file or open it with a specific application.

When you tell Firefox to open or save the file and also check the
option “Do this automatically for files like this from now on”, an
entry for that file type appears in the Firefox Applications pane.

Check:
Use Option A or B to check if the following extensions appear
in the browser settings: HTA, JSE, JS, MOCHA, SHS, VBE, VBS,

SCT, WSC. By default, most of these extensions will not appear
in the Firefox list.
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Description

Under “about:plugins”, Installed plug-in, inspect the entries in the Suffix column.
You should not find the extensions mentioned in this column. If you find one,
check that it is not associated with an application that executes code.

There are applications such as Notepad.exe, which do not execute code, but may
be associated with the extensions mentioned.

Remove any unauthorised extensions from the list.
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Click on the menu button =, click on “Options” and look for the extensions

mentioned in the column “Content type” under “Applications”.

It is recommended that the extensions mentioned above, show in the column
‘Action” the options “Save file” or “Always ask”. Another option is that it is
associated with an application that does not execute code (e.g. Notepad).

If any of the above-mentioned extensions are found in the “Action” column
associated with an application that can execute the code, then it is recommended
to remove it from the list.
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Firefox is not configured to use the Windows certificate

store

As of Firefox 49, a new option has been included that allows
Firefox to trust the root authorities in the Windows certificate
store. This means that certificates can be deployed through
Group Policy as normal and Firefox will trust the same root
authorities that Internet Explorer trusts.

This function is disabled by default.

To enable this setting, you must create a new entry, with the
value “security.enterprise_roots.enabled” set to “true’, in the
“firefox.cfg” file.

Check:

Type “about:.config” in the browser window. Verify that the

preference name “security.enterprise_roots.enabled” is set and
locked to the option set.
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Firefox is configured to allow autocomplete.

To protect our information, Firefox offers the ability to configure
itself so that data entered into forms is not saved. This

mitigates the risk of a website obtaining private information
from this saved information.

The value “browser.formfill.enable” must be set to “false” in the
“firefox.cfg” file.

Check:
Type “about.config” in the browser window. Verify that the

preference name “browser.formfill.enable” is set and locked to
“false”.
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Firefox is configured to display our real IP while

browsing

Disabling the WebRTC (Web Real-Time Communication)
protocol can significantly improve privacy. This protocol
hides several rather serious privacy issues, issues that can be
omitted, for example, filtering the real IP address when surfing
through a VPN.

However, disabling this protocol may cause some applications
and web tools that rely on it to stop working. Applications such

as WhatsApp Web would stop working.

There are websites that show whether the browser is leaking
personal information through this protocol.

‘ https://ipleak.net/

‘ https://browserleaks.com/

The value “media.peerconnection.enabled” must be set to
“false” in the “firefox.cfg” file.

Check:
Type “about:.config” in the browser window. Verify that the

preference name “media.peerconnection.enabled” is set and
locked to “false”.
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Delete files generated during browsing when closing the
browser.

Some configurations must be defined so that when browsing
ends and the browser is closed, the files generated by the

browser during its operation are deleted.

This encourages the loading, the next time the site is visited,
of the latest versions of the pages visited, as well as the
configuration for the website, thus improving the overall

security of navigation.

To perform this operation, the following properties must be
defined in the configuration file:

privacy.sanitize.sanitizeOnShutdown

privacy.clearOnShutdown.cache

privacy.clearOnShutdown.cookies

privacy.clearOnShutdown.downloads

privacy.clearOnShutdown.formdata

privacy.clearOnShutdown.history

privacy.clearOnShutdown.offlineApps

privacy.clearOnShutdown.openWindows

privacy.clearOnShutdown.sessions

privacy.clearOnShutdown.siteSettingsite

In organisations where browsing history must be retained, the
preference “privacy.clearOnShutdown.history” should be set to
allow browsing history to be remembered, with the value set
to “false” so that the history is not deleted when the browser
is closed.
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5.6 Values of the directives

Check:

Type “about:config” in the browser window. Verify that the
following preference names are set and locked to “true”:

privacy.sanitize.sanitizeOnShutdown

privacy.clearOnShutdown.cache

privacy.clearOnShutdown.cookies

privacy.clearOnShutdown.downloads

privacy.clearOnShutdown.formdata

privacy.clearOnShutdown.history

privacy.clearOnShutdown.offlineApps

privacy.clearOnShutdown.openWindows

privacy.clearOnShutdown.sessions

privacy.clearOnShutdown.siteSettingsite

46 CCN-CERT BP/17: Sccurity recommendations of Mozilla Firefox



Disable the Firefox account synchronisation
feature.

Firefox Account formerly known as Firefox Sync is a built-in
browser feature that allows users to automatically synchronise

various items such as bookmarks, open tabs, passwords and
add-ons.

If you do not want to use the synchronisation and installation
of everything configured in a Firefox account and thus avoid
privacy and security issues, you should disable this browser
feature.

The value “identity.fxaccounts.enabled” must be set to “false”
in the “firefox.cfg” file.

Check:
Type “about: config” in the browser window. Verify that the

preference name ‘“identity.fxaccounts.enabled” is set and
locked to “false”.
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Disable Pocket in Firefox.

Pocket is a functionality that allows users to save any type of
web content for later viewing.

For organisations that prefer to enable Pocket functionality,
the preference “extensions.pocket.enabled” should be set to
“true”.

The value “extensions.pocket.enabled” must be set to “false” in
the “firefox.cfg” file.

Check:
Type “about:config” in the browser window. Verify that the

preference name ‘“extensions.pocket.enabled” is set and
locked to “false”.
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6. Checklist
(assessment)

Criticality

CCN-CERT BP/17:

Mozilla Firefox must have the latest security-related software updates installed.

Mozilla Firefox est configuré pour utiliser un coffre-fort de mots de passe avec ou
sans mot de passe principal.

Mozilla Firefox is configured to use a password store with or without a master
password.

Mozilla Firefox's form filling support is disabled.

Mozilla Firefox is set to autofill passwords

The security preferences required by Mozilla Firefox cannot be changed by the
user.

Mozilla Firefox automatically updates add-ons and plugins

Mozilla Firefox is set to update automatically

Mozilla Firefox automatically checks for updated versions of installed search
plugins

Mozilla Firefox is configured to ask which certificate to present to a website when
a certificate is required.

Sending background information to Mozilla Firefox must be disabled.

Installation of extensions must be disabled.

Mozilla Firefox is configured to allow JavaScript to bring up (bring to front) or
bring down (send to back) windows.

Mozilla Firefox is configured to allow JavaScript to change the text in the status
bar.

Mozilla Firefox is configured to allow JavaScript to disable or override context
menus.



Criticality

Mozilla Firefox is not configured to display a prompt message to a user before

Media downloading and opening different types of files.
Media Mozilla Firefox has the ActiveX controls plug-in installed.
Media Network shell protocol enabled in Mozilla Firefox
. Mozilla Firefox is not configured to provide warnings when a user switches from
Media
a secure (SSL-enabled) page to a non-secure page.
Media Mozilla Firefox is not configured to block pop-ups
Media Mozilla Firefox is configured to allow JavaScript to move or resize windows.
Media Mozilla Firefox must be configured to allow TLS only.
. Mozilla Firefox automatically executes or downloads MIME types that are not
Media .
allowed for automatic download.
Media Mozilla Firefox is not configured to use the Windows certificate store.
Media Mozilla Firefox is configured to allow autocomplete.
Media Mozilla Firefox is configured to show our real ip while browsing.
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7. Decalogue of
recommendations

The following are

ten (10) security
recommendations for
Mozilla Firefox
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Security Decalogue
for Mozilla Firefox

Always use the latest version of Mozilla Firefox.

In case of installing add-ons, it is recommended to check that they are installed from
trusted sources.

It is advisable to review any security-related features of the software, as they provide
further defence against aftacks.

It is recommended to not store passwords by default and instead use other
applications that implement strong encryption to securely store your passwords.

It is recommended to look at the site's identity button (a padlock in the address bar
to the left of the address bar) to quickly and easily find out if the connection to the
page is encrypted and, in some cases, who is the owner. This information helps in the
detection of harmful pages.

It is recommended to always use https, especially when using personal data to
secure end-to-end communications.

The use of PGP software to send encrypted personal information is recommended as
an additional security measure, even if secure protocols such as https are used.

The use of two-factor authentication is recommended when using online services. By
configuring the service to send a PIN code to the mobile phone. This adds an
additional layer of security to accounts.

It is recommended to delete cookies to prevent some websites from tracking your
search patterns and to safeguard your privacy.

It is recommended to clear the cache and delete temporary Internet files to solve
common problems with websites.

(C CON cert
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Annex A.
Security
configuration
files

To facilitate the implementation of the security enforcement on Mozilla
Firefox, a folder containing the files necessary to keep information
secure on a computer is included in this document.

The files included in the “Scripts” folder are listed below.

autoconfig.js

firefox.cfg

CCN-CERT BP/17:




E

centro criptolégico nacional

coN-cert

centro criptolégico nacional

WWW.CCN.cni.es
www.ccn-cert.cni.es

oc.ccn.cni.es




		2021-07-08T19:31:56+0200




