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Nuestro analisis nos hace esperar mayor actividad de ransomware a lo

Your files have been safely encrypted on this PC: photos, videos, documents, etc.
Click “Show encrypted files” Button to view a complete list of encrypted files,

V/ e e largo de 2018 (nuevos atacantes, menor coste por la automatizacion...)

Encryption was produced using a unique public key RSA-2048 gener ated
for this co arputer, To decrypt files you need to dbtan the private key.

Tre only copy of the prvate key, which will allow you to decrypt your files,

1 located on 3 sacret server in the Internet; the server will eliminate e key
after a time period spacified in this window.

Once this has been done, nobody will ever be able to restore files...
n order to decrypt the files press button to open your personal page

0/20 File decryption site | and follow the instruction.
in case of “File decryption button™ malfunction use one of our gates:
0:4 http://34r6hg26q2hajkzj.2kjb8.net

°
https://34r6hq26q2hdjkz).tor2web.fi
Use your Bitcoin address to enter the site:
15Y2 TmHrgmRFxfNUttwbh9aU4Di fvDpWKM

Click 1o copy address to clipboard |

If both button and reserve gate not opening, please follow the seps:

e . Tomar activos digitales personales y empresariales como

Follow the nstruction on the web-site, We remind you that the sooner you do so,
the more chances are left to recover the files,

S rehenes usando cifrado fuerte.

T q - Pedir un pago a las victimas a cambio de la clave de descifrado

-\ . Usa técnicas de presion para que las victimas paguen
Datos irrecuperables pasado un tiempo
Amenaza con publicar la informacién publicamente
e Amenazas con eliminar todos los datos
S . Incrementa la cantidad a pagar segun pasa el tiempo
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Atagues de ransomware de una sola fase

Unico equipo/Usuario impactado

Caracteristicas claves

 El correo es el vector primario

« Adjuntos o enlaces
« Descargas involuntarias

« |Os atacantes usan cifrado fuerte
 Poca probabilidad de saltarlo

Planear Entrar » Encriptacion rapida automatizada

- Los permisos sobre shares pueden
convertirlos en una amenaza empresarial

www.ccn-cert.cni.es
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Ataques de ransomware a toda una organizacion

Impacto a un unico usuario/equipo Impacto a toda la organizacion

Planear Entrar Extender Cifrar

www.ccn-cert.cni.es
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Caracteristicas de los ransomware empresariales

Extenderse
 Dos puntos de entrada -« Similares a los atagues estilo "APT”
» Ataques a estaciones de trabajo o\ - * Conseguir claves y contrasefias
* Servidores en la DMZ vulnerables e * Mapear la red e identificar objetivos

« | 0S atacantes usan cifrado fuerte

- Sillegan a este punto, los backups offline son la Unica

alternativa
WwWw.ccn-cert.cni.es
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Mitigaciones para el ransomware de
organizaciones
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Una estrategia pragmatica en tres pasos

] 1. Bloguear los ataques en la primera linea

} 2. Defensas para contener a los atacantes

3. Backup en caso de emergencia

www.ccn-cert.cni.es
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Defensas primera linea

B &] Defensas para estaciones y usuarios

1. Protecciones del S.0O.: Aplicar actualizaciones de seguridad, Applocker, EMET, Windows
defender, SmartScreen, Macros firmadas, Exploit Guard...

Protecciones para el correo
Educacion a los usuarios

=] &} ] Defensas para los servidores de internet

1. Aplicar actualizaciones de seguridad

2. Higiene operacional (restringir el uso de credenciales privilegiadas)
3. Higiene en la configuraciéon (Cambiar contrasefias, aplicar hardening)

www.ccn-cert.cni.es
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cantro criptalogioo nacional

Defensasi

Built-in 2FA
Account lockdown
Credential Guard
Microsoft Passport
Windows Hello ;)

SmartScreen
AppLocker
Device Guard
Windows Defender
Network/Firewall

Device Health
attestation
Device Guard
Device Control
Security policies

Device protection /
Drive encryption
Enterprise Data

Protection

Conditional access

Windows Defender
ATP

Proteccion de Proteccion de la Proteccion de la Resistencia a Deteccion, investigacion y
dispositivos identidad informacion amenazas respuesta a amenzas

’.
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Windows Defender
SmartScreen

Usar el poder del grafo de
seguridad inteligente para evitar
encuentros

Tecnologia de filtrado de Phishing'y
malware para Microsoft Edge e Internet
Explorer 11

Proporciona proteccion para las descargas
accidentales

El servicio en la nube es actualizado
continuamente, sin nada que desplegar

U Evitar encuentros
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cantrs criptoldglos macional

¢ Por qué necesitamos macros firmadas?

! J ﬁOMx!owﬁ'
oa.O ICe
THIS DOCUMENT HAS BEEN SET TO BE BLUR DUE TO SECURITY REASON AND FOR
YOUR SAFETY

KINDLY CLICK OPTION/ENABLE CONTENT ABOVE TO VIEW PROPER DOCUMENT

Attentior

1) Security Waming  Macros have been disabled. \: Enable Content ‘

x

To display the

» &7

if you document have incorrect encoding - enable macro

*0¢AUUUUTUF3 PKOYAECES\ @ iyuTg 0¢AUUUUTUF3 PKOVAEE\® téyuTg ' 0¢AUUUU
£'Q_@Nt@|Eutie@VfiLvT]20"5, 00y U IRDI{l @fie_uef° Y&IAT TEE A ye2"M™ VI 1 +fVay b oo dlA
STTEN” TUF3 PKOYSEEY%\® téyuTg 0¢AUUUUTUF3 PKOYAEEH\® téyuTg
"0gAUUUUTUF3 P)#8AE(-BEPT N} IKOYIEGEH\OTiyuTg 0cAUUUUTUF3 PKOYAEER\ O TéyuTg 0cAUUU
"0¢AUUU J#§AE{-BEPT N}-IUTUF3 PKOVAEES\® tiyuTg 0¢AUUUUTUF3 PKOYAEER\®1éyuTg 0
N}-If:4™A<>-0 0 @&12ff GAUUUUTUF3 PKOVSE}2 SAE(-BEP] N} IE%\@1eyuTg 0¢AUUUU
N}=1:“4™ A%< ~g O @&121 TUF3'PKO}2SAE{-BEPD N)-IYAEEX\©téyul8AE(-BEP] N}-ITg
"0cAUUUUTUF3 PKOYAEE%\OTéyulg
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Windows Defender
Exploit Guard

Prevencion de ejecucion avanzada
(HIPS)

Mitiga vulnerabilidades al hacerlas menos explotables con
Exploit Protection

Bloguea intrusiones al reducir superficie de ataque con
surface area reduction (ASR)

Protege carpetas sensibles de procesos no autorizados
con controlled folder access

Extiende la proteccion de la red de SmartScreen a
cualquier otra aplicacion con network protection

|9| Control de ejecucion

Permite a los equipos de seguridad establecer
mitigaciones anti-exploit personalizadas WWW . CCn-




Exploit Protection Mitigations

- Arbitrary Code Guard (ACG)

+ Block Low Integrity Images

- Block Remaote Images

+ Block Untrusted Fonts

+ Control Flow Guard (CFG)

- Code Integrity Guard

+ Data Execution Prevention (DEP)
+ Disable Extension Points

- Disable Win32k System Calls

+ Do Not Allow Child Processes

- Export Address Filtering (EAF and EAF+)
- Import Address Filtering (IAF)

- Force Randomization for Images

(Mandatory ASLR)

- Randomize Memory Allocations (Bottom-

Up ASLR)

- Simulate Execution (SimExec)

- Validate API Invocation (CallerCheck)
- Validate Exception Chains (SEHOP)

- Validate Handle Usage

- Validate Heap Integrity

- Validate Image Dependency Integrity
- Validate Stack Integrity (StackPivot)

Block executable content from email client and webmail

Block Office applications from creating child processes

Block Office applications from creating executable content

Block Office applications from injecting into other processes

Impede JavaScript and VBScript to launch executables

Block execution of potentially obfuscated scripts

Block Win32 imports from Macro code in Office

<« Windows Defender Security Center

Controlled folder access

Protect your files and folders from unauthorized changed by unfriendly
(Y applications.
O @ on
< Protected folders

Allow an app through Controlled folder access

= Exclusions
Windows Defender Antivirus won't scan items that you've excluded.
g=a Excluded items could contain threats that make yvour device vulnerable.

Add or remove exclusions
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Demo:
Control de la ejecucion

Bloqueando ataques “sin ficheros” con Windows Defender Exploit
Guard

www.ccn-cert.cni.es
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Drive Tools USB DRIVE (D)

Home Share View Manage
1 <. > USBDRIVE (D)) v ® | Search USB DRIVE (D)

Name Date modified
s Quick access

[@°] European Expansion 9/14/2017 1:51 AM
@ International Marketing Strategy 9/14/2017 1:51 AM
@=| Pricing Guidelines for XT1000 9/14/2017 1:51 AM
XE Projected Revenues Northwest and California 9/14/2017 1:51 AM
@=| Proseware Project Budget Audit 9/14/2017 1:51 AM

IgniteDemo [@°] Q3 Sales and Marketing Expense Report Audit 9/14/2017 1:51 AM
D Music @ RD And Engineering Costs Q1 9/14/2017 1:51 AM

Screenshots ﬁf] RD Expense Report 9/14/2017 1:51 AM
B Videos @: RD Expenses Q1 to Q3 9/14/2017 1:51 AM

m Desktop
# Downloads
Documents

= Pictures

@@ OneDrive
= This PC
. USB DRIVE (D:)

¥ Network

9 items




+ | USB DRIVE (D

Home Share View o File Home Share View

T~ > UsB = - International Marketing Strategy - Word

s Quick access Home Insert Design Layout References Mailings Review View Q Tell me what you want to do... Sign in 8_ Share plified Type

- a—
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B < | 8 c\demo\help_decryptt X | 4+ v~ — O X n B [ Demo = O

O @ O o= L e o

Share View

File Home

&« v » This PC » Windows (C) » Demo v O | Search Demo P

Name ) Date modified 7
3 Quick access

| All Japan Revenues By City.xIsx.encrypted! 9/17/2017 10:18 PM EN

@ OneDrive | Annual Financial Report (DRAFT).docx.encrypted!  9/17/2017 10:18 PM EN

& This PC | Audit of Small Business Sales.xlsx.encrypted! 9/17/2017 10:18 PM EN

| Contoso Patent App 150219a.docx.encrypted! 9/17/2017 10:18 PM EN

& Network | Contoso Patent Template.docx.encrypted! 9/17/2017 10:18 PM EN

| Contoso Purchasing Data - Q1 - Copy.xlsx.encr...  9/17/2017 10:18 PM EN

| Contoso Purchasing Permissions - Confidential....  9/17/2017 10:18 PM EN

| Contoso Purchasing Permissions - Q1.docx.encr...  9/17/2017 10:18 PM EN

| Contoso Purchasing Permissions.docx.encrypted!  9/17/2017 10:18 PM EN

| Employee Data - Q1 KJ copy.xlsx.encrypted! 9/17/2017 10:18 PM EN

| Employee Health Accounts - Q3.xIsx.encrypted! 9/17/2017 10:18 PM EN

| Employee Health Accounts.xlsx.encrypted! 9/17/2017 10:18 PM EN

| Employee Travel - Q1.xIsx.encrypted! 9/17/2017 10:18 PM EN

| Employee Travel - Q3.xlsx.encrypted! 9/17/2017 10:18 EN

| European Expansion.pptx.encrypted! 9/17/2017 10:1 EN

e help_decrypt 9/17 H1

help_decrypt 9/17/2017 Di

; help_decrypt 9/17/2017 10:1 VB

| Pricing Guidelines for XT1000.docx.encrypted! 9/17/2017 EN

| Projected Revenues Northwest and Californiaxls... 9/17/2017 10:18 EN

| Proseware Project Budget Audit.docx.encrypted!  9/17/2017 10:1 EN

| Q3 Sales and Marketing Expense Report Audit....  9/17/2017 EN

| RD And Engineering Costs Q1.xIsx.encrypted! 9/17/2017 10:18 EN
| RD Expense Report.pptx.encrypted! 9/17/2017 10:1 ENG
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Microsoft Azure « Create profile > Endpoint protection > Windows Defender Exploit Guard /O f? D @ © @ admin@ci‘:}ﬁiﬂ?ﬂga& &

— Endpoint protection O X Windows Defender Exploit Guard O X

Windows 10 and later Windows 10 and later

New Select a category to configure settings.

Attack Surface Reduction
Dashboard Application Guard 8 settings available

7 settings available

All resources
Windows Defender Firewall Controlled Folder Access
Intune 43 settings available 3 settings available

Azure Active Directory Windows Defender SmartScreen

2 settings available Network Filtering

Resource groups 1 setting available

Windows Encryption

App Services 10 settings available _ ,
Exploit Protection

2 settings available

Function Apps Windows Defender Exploit Guard
14 settings available

SQL databases
Windows Defender Application Co...
Azure Cosmos DB 1 setting available

Virtual machines
Load balancers
Storage accounts
Virtual networks

e Monitor

More services >




Microsoft Azure

Ny

e

New

Dashboard

All resources

Intune

Azure Active Directory

Resource groups
App Services
Function Apps
SQL databases
Azure Cosmos DB
Virtual machines
Load balancers
Storage accounts
Virtual networks

Monitor

More services >

«

Endpoint protection > Windows Defender Exploit Guard » Attack Surface Reduction

Attack Surface Reduction

Create rules to reduce the attack surface on the managed devices. You can block
running of suspicious executables in macros, scripts and emails or you can allow them

while still auditing.

Learn more about Attack Surface Reduction
Attack Surface Reduction rules

Rules to prevent Office Macro threats

Office apps injecting into other processes @

Office apps/macros creating executable content @
Office apps launching child processes @

Win32 imports from Office macro code @

Rules to prevent script threats

Obfuscated js/vbs/ps/macro code @

js/vbs executing payload downloaded from Internet ®
Rules to prevent email threats

Execution of executable content (exe, dll, ps, js, vbs, etc.)
dropped from email (webmail/mail client) @

Block

Block

Audit only

Block

Block

X

P P> & O O

admin@contosobuild...
CONTOSO CLOUD
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Message () Tell me what you want to do... Home Share View

v > This PC » Windows (C:) * Demo v O | Search Demo
Jeff Low <jefflow@live.com> Jeff Low (Xtreme Consulting Group Inc) 11:19 AM

For Review: International Marketing Strategy # Quick access mE: mE: mE:

— . . m Desktop
m_:' International Marketing Strategy.docx All Japan Annual Audit of Contoso Contoso Contoso

.docx File 4 Downloads Revenues Financial Small Patent App Patent Purchasing
Documents By City Report Business 150219a Template Data - Q1 -

Please review the attached Marketing Plan for our International Expansion. & Pictures (DRAFT) Sales Copy

IgniteDemo " E: E:
Megan Bowen J mE mE mE

Strategy Analyst b Music
@ Contoso Contoso Contoso Employee Employee Employee

Screenshots Purchasing  Purchasing  Purchasing  Data - Q1 Health Health

COI][OSO Screenshots Permission ~ Permission  Permission KJ copy Accounts - Accounts
s - Confid... s-Q1 s Q3

7@ OneDrive

i & O ©

Employee Employee European Pricing Projected Proseware
Travel - Q1  Travel - Q3  Expansion Guidelines Revenues Project
for XT1000  Northwest Budget
and Calif... Audit

Q3 Sales RD And RD RD Sales Sales

and Engineerin Expenses Invoice Invoice
Marketing g Costs Q1 Q1to Q3 March Template
Expense ...

@ This PC

ﬁ Network
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cantrs criptoldglos macional

Blogueando el dcceso de procesos no confiables a ficheros
mediante Windows Defender controlled-folder access
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w




<& Windows Defender Security Center — O X [ || ] ||

File Home Share View

&« v > This PC * Windows (C:) * Demo v Search Demo y o]
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U—— } Defensas para contener a los atacantes

4 Everyone 1. Eliminar accesos excesivos en carpetas compartidas
- Full Control * Tanto por SMB como Sharepoint u otros a grupos extensos (todos...)
Modify
-
4 = 2. Roadmap Securing Privileged Access (SPA)
7 Estaciones de administracion, LAPS, JIT usando PAM, + MFA, ATA, JEA, Hardening, ESAE, Device
E— 4 Guard, Shielded VMs
\http://aka.ms/sparoadmap/
Wi Operaciones de seguridad: Deteccion y limpieza rapida
fiF e ' Kol e Usa deteccion basada en la nube como Defender ATP + Hexadite
Detect Respond Recover : Sy 5 .
* Asegura la disponibilidad de investigadores 24*7

www.ccn-cert.cni.es
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)~ Backup en caso de emergencia

* Buenas practicas de recuperacion de desastres

Los backups deben incluir todos los datos criticos
Los backups deben ser probados peridodicamente

* Los backups deben ser inaccesibles a los atacantes
* Backup Offline

Evitar que las cuentas de administracion puedan borrar o sobrescribir las copias online

* La nube ofrece capacidades de backup offsite nativas

Resistencia natural al ransomware

www.ccn-cert.cni.es
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Demo:
Recuperacion de desastres

Recuperando ficheros.en caso de ransomware con OneDrive for
BuUsinNess e

www.ccn-cert.cni.es
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Office 365 OneDrive

£ Search .
Restore my OneDrive

If something went wrong
a date with unusual activ

you can restore your OneDrive to a previous time. Select a date preset or use the slider to find
y in the chart. Then select the changes that you want to undo.
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Office 365 OneDrive

L Search .
Restore my OneDrive

If something went wrong, you can restore your OneDrive to a previous time. Select a date preset or use the slider to find
Rob Lefferts a date with unusual activity in the chart. Then select the changes that you want to undo.

Files

- Date presets
Recent Custom date and time Restore
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Contoso T
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== Office 365 OneDrive

Are you sure you want to restore your OneDrive?
Restoring your OneDrive to 8/12/2017 3:49:02 PM will revert 2300 changes.

Restore Cancel



== Office 365 OneDrive

/O Search Your OneDrive is being restored to how it existed on 8/12/2017, 3:45:01 PM C |
You can view your files but are set to read only until this process completes. =l

Rob Lefferts

Restore my OneDrive

Files
25
If something went wrong, you can restore your OneDrive to a previous time. Select a date preset or use the slider to find
a date with unusual activity in the chart. Then select the changes that you want to undo.
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Return to classic OneDrive



== Office 365 OneDrive

|
©

£ Search -+ New . 4 Upload »» o Flow -~ & Sync <> Restoring your OneDrive  |= Sort

@ Your OneDrive is being restored to how it existed on 8/12/2017, 3:45:01 PM

You can view your files but are set to read only until this process completes. Cancel
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== Office 365 OneDrive

£ Search -+ New . 4 Upload »» o Flow -~ & Sync <> Restoring your OneDrive  |= Sort ~» = ©)
@ Your OneDrive is being restored to how it existed on 8/12/2017, 3:45:01 PM 4
You can view your files but are set to read only until this process completes.
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Office 365 OneDrive

£ Search -+ New . 4 Upload »» o Flow -~ & Sync <> Restoring your OneDrive  |= Sort ~» = ©)
+/ Your OneDrive has been restored to how it existed on 8/12/2017, 3:45:01 PM bt
You can view the report here.
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Una estrategia pragmatica de tres pasos

1. Bloguear los ataques en la primera linea

* Subir el coste de comprometer los endpoints

e Servidores cara a internet

* Estaciones de trabajo y usuarios

2. Defensas para contener a los atacantes

- | 1’?@ * Asumir que las defensas fallaran
H—'. :’Q * Subir el coste de moverse por el entorno para el atacante
® e Respuesta rapida para detectar las amenazas y bloquear el ataque

3. Backup en caso de emergencia

e Asumir que todas las defensas pueden fallar

* Restaurar datos desde backups que no estan accesibles a los atacantes
www.ccn-cert.cni.es
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© E-Mails

> Iinfo@ccn-cert.cni.es cuh:cm

centro eriptaldgico naciona

> ccn@cni.es
> sat-inet@ccn-cert.cni.es
> sat-sara@ccn-cert.cni.es

> organismo.certificacion@cni.es

© Websites

>  WWW.CCN.Ccni.es
>  www.ccn-cert.cni.es

>  WWW.0OC.CCN.Cni.es
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in A9l
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