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Hybrid data = new normal  

It is harder to protect 
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 IT admin sets policies,  

templates, and rules  

PERSONAL 

Classify data based on sensitivity

Start with the data that is most 
sensitive 

IT can set automatic rules; users can 
complement it  

Associate actions such as visual 
markings and protection  





Reclassificatio
n 

You can override a 

classification and 

optionally be required 

to provide a justification 

Automatic 
 

Policies can be set by IT 

Admins for automatically  

applying classification and 

protection to data 

Recommende
d 

Based on the content you’re 

working on, you can be 

prompted with suggested 

classification 

User set 

Users can choose to apply a 

sensitivity label to the email 

or file they are working on 

with a single click  
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Persistent labels that travel with the document 

Labels are metadata written to 

documents  

Labels are in clear text so that other 

systems such as a DLP engine can read 

it
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Protect data needing protection by: 

Encrypting data 

Including authentication requirement and a 

definition of use rights (permissions) to the data 

Providing protection that is persistent and travels 

with the data 

Personal apps 

Corporate apps 
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PROTECT 

Usage rights and symmetric  

key stored in file as “license” 

 

Each file is protected by  

a unique AES symmetric  

License protected  

by customer-owned 

RSA key 
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Authentication & collaboration BYO Key 

RMS connector 

Authorization 
requests go to  
a federation 
service 

Data protection for 

organizations at different 

stages of cloud adoption 

Ensures security because  

sensitive data is never  

sent to the RMS server  

Integration with on-premises 

assets with minimal effort 

AAD Connect 

ADFS 
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Hold your key on premises 

(roadmap) 

AAD Connect 

ADFS 

HYO Key – roadmap 



Follow @ https://twitter.com/TheRMSGuy  

 
Technical Documentation @ https://docs.microsoft.com 
 

For questions email AskIPteam@Microsoft.com 

IT Pro Blog @ https://blogs.technet.microsoft.com/enterprisemobility/ 

 
Download @ https://www.microsoft.com/en-us/download/details.aspx?id=53018 
 
 
Product page @ https://www.microsoft.com/en-us/cloud-platform/azure-information-protection 
 

https://twitter.com/TheRMSGuy
https://docs.microsoft.com/
mailto:askipteam@Microsoft.com
https://blogs.technet.microsoft.com/enterprisemobility/
https://www.microsoft.com/en-us/download/details.aspx?id=53018
https://www.microsoft.com/en-us/download/details.aspx?id=53018
https://www.microsoft.com/en-us/download/details.aspx?id=53018
https://www.microsoft.com/en-us/cloud-platform/azure-information-protection
https://www.microsoft.com/en-us/cloud-platform/azure-information-protection
https://www.microsoft.com/en-us/cloud-platform/azure-information-protection
https://www.microsoft.com/en-us/cloud-platform/azure-information-protection
https://www.microsoft.com/en-us/cloud-platform/azure-information-protection
https://www.microsoft.com/en-us/cloud-platform/azure-information-protection
https://www.microsoft.com/en-us/cloud-platform/azure-information-protection
https://www.microsoft.com/en-us/cloud-platform/azure-information-protection
https://www.microsoft.com/en-us/cloud-platform/azure-information-protection



