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¢,Por qué Android?
Por qué un laboratorio para Android

Period Android 05 Windows Phone BlackBerry 0§ Others
201502 82.8% 13.9% 2.6% 0.3% 0.4%
201402 84 8% 11.6% 2 5% 0.5% 0.7%
201342 79.8% 12.9% 3.4% 2.8% 1.2%
201202 69.3% 16.6% 3.1% 4.9% 6.1%

Source: IDC, Aug 2015
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¢,Por qué Android?
Por qué un laboratorio para Android

Worldwide Smartphone OS Market Share Embed
(Share in Unit Shipments)
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Problematica
Primeros problemas
« Decenas de herramientas
« Desactualizadas / Abandonadas
* Rapida evolucion de Android
* Nuevo malware, misma finalidad

WWW.ccn-cert.cni.es 6



¢Qué atacar en un pentesting?
« Superficie de ataque o funcionalidad

Interaccion con otros componentes
 Interaccién con los componentes IPC
* Permisos
« Funcionalidades expuestas

Comunicaciones
* Secure channel

Datos

Interaccion con el navegador — Get, Post

Vulnerabilidades
« Java o vulnerabilidades del lenguaje
» Dependencias externas vulnerables/desactualizadas

WWW.ccn-cert.cni.es
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¢Qué atacar en un pentesting?
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Posibles problemas de seguridad

Security Issue

Description

Authentication

Issues related to user identification

Access Control

Issues related to user rights after authentication

Auditing and Logging

Issues related to logs and auditing

Cryptography

Issues related to encryption and securing
communications

Credential Handling

Issues related to the handling of user passwords
and other credentials

Data Handling

Issues related to the handling of data vis-a-vis its
sensitivity

Data Leakage

Issues related to accidental or unintended leakage
of information

Error Checking

Issues related to reporting errors without providing
too much data

Input Validation

Issues related to validating untrusted user input

Session Management

Issues related to best practices for user session
management

Resource Handling

Issues related to the handling of resources,
including memory

Patching

Issues related to timely patching/upgrade of
software

WWW.ccn-cert.cni.es
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Tipos de herramientas
Vista previa

( * APK Tools

e AndroGuard
e AndroWarn

APK
instalada

® Drozer
e Introspy

e Enjarify
e Dex2jar
e JD-GUI

WWW.ccn-cert.cni.es 10
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Tipos de herramientas
Tipologias de herramientas necesarias

« Analisis Estatico
* Analisis Dinamico
* Reversing

WWW.ccn-cert.cni.es 11
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Herramientas Analisis Estatico
AndroGuard

o

o

d.

=Py iy w Ry w
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Herramientas Analisis Estatico
AndroWarn

Basado en AndrOGuard :~/Herramientas/Androwarn# python androwarn.py -i HolaMundo.apk -r html

successfully completed and HTML file report available './Report/com.exampl
e.mirojo.holamundo.html'

File List

Androwarn Report

Application Name Activities

File List

Application Version Permissions

Certificate Information

Main Activity

Package Name

Description
Classes List

Internal Classes List

Device Settings N
. External Classes List

Connection Interfaces Intermal Packages List

Exfiltration External Packages List
Pim Data Leakage Intents Sent
File Mame

WWW.ccn-cert.cni.es 13
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Tipos de herramientas
Tipologias de herramientas necesarias

« Analisis Estatico
e Analisis Dinamico
* Reversing

WWW.ccn-cert.cni.es 14
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Herramientas Analisis Dinamico

S8 =

Genymotion for personal use - Google Nexus 7 - 5.1.0 - API 22 - ...

Drozer

:\Progran Files\drozerdrozer console connect
eéeiging 34h@85achl8feddé {(Genymotion Google Mexus 7 - 5.1.8 — API 22 - BPA@x128

1dunene01uand..pr
.otectopandroidsneme.
..sisandprotectorandroids+.
nemesisandprotectorandroidsn:.
esisandprotectorandroidsnemes
rotectorandeo, ... idsne
otectorandroi i
sandprotectorandroidsnemi:
.torandroidsnenesisandprotectorandm
.snenisisandprotectorandroidsnenesisa
.dprotectorandroidsnemesisandprotector.
rozer Console (v2.3.4>

dz> run app.package.list

con.example .android. livecubes (Exanple Wallpapers)
con.android.providers . telephony (Mohile Network Configuration)
con.android.providers.calendar (Calendar Storaged
con.android.providers .media (Media Storage)
con.android.wallpapercropper (con.android.vallpapercropper?
eg.passion.blockgram {(Free fAntivirus)

com.android.voicedialer (Yoice Dialer)
com.android.documentsui (Documents)

con.android.galaxyd (Black Hole)

dz> list
app.activity.forintent Find activities that can handle the given intent

app.activity.info Gets information ahout exported activities.
app.activity.start Start an Activity
app.bhroadcast.info Get information about hroadcast veceivers

app.broadcast.send Send hroadcast using an intent

WWW.ccn-cert.cni.es



- CEﬂ' IX JORNADAS STIC CCN-CERT

centro cnpto\oglcu nacional

Herramientas Analisis Dinamico
Introspy

Contacts Custom Loc. Dev Settings Dev Tools

D:~Androidssdksplatform—tools>adh install “"Introspy—Android Config.apk" ‘a
887 KBrs (28915 hytes in B_.B23s)

pkg: sdataslocalstmpsIntrospy—Android Config.apk ) )
Buccess Downloads drozer Agent Email Gallery

D:vAndroidssdksplatform—tools>adb install “Introspy—Android Core.apk"
784 KBz (241983 hytes in @_248:z) —
pkg: sdataslocal/tmpsIntrospy—Android Core.apk

5 ~
WCCEess q/lli

D:sAndroidssdksplatform—tools>adb install com.saurik.substrate.apk
795 KBz (1573498 bytez in 1.544s)

pkg: sdataslocalstmpscom.saurik.substrate.apk Gestures Bui. Introspy Con. Mi primer M. Music
Buccess
D'\Hnd}*n1d\.,dk\p1atf01-m—tuulo)adh logcat —s “Introspy" .
— bheginning of main
— bheginning of system . -
— bheginning of crash
Phone Search Settings Substrate
[ J—
4+
. 4
Ir‘\'iEQEt Previ.

WWW.ccn-cert.cni.es 16
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Herramientas Analisis Dinamico

Introspy

A Potential Findings

® Show / Hide Show All Hide All DataStorage =~ PG |~ Misc | ~ Crypto ™ Network ™
61: NSURLConnection intwithF
Arguments:
{
“"request”: {
“URL": {
“parameterString”: "nil”,

"absoluteString": "http://conf.3g.qq.com/newConf/n",
"host": "conf.3g.qq.com”,
"path”: "/newConf/n",

3,
"HTTPMethod": "POST",
"HTTPBody": "AGMAAAELYczhNKVFMjhGNzY3RUQ30UNDRGMAAWAWAAA \7 AARMAA M="
"cachePolicy": 1

1

"delegate": [
“connection:didFailWithError: "

1

¥

Return Value:

“Introspy - Not supported”

91: NSURLConnection initWithF

Arguments:

{

"request”’: {
"URL": {

"parameterString”: "nil",
"absoluteString”: "http://monitor.uu.qq.com/analytics/upload”,
“host": "monitor.uu.qq.com”,
"path": "/analytics/upload”,
"query": "nil"

WWW.ccn-cert.cni.es 17
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Tipos de herramientas
Tipologias de herramientas necesarias

* Analisis Estatico
* Analisis Dinamico
* Reversing

WWW.ccn-cert.cni.es 18
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Herramientas Reversing
Ciclo de reversing para archivos java

Java files SRR .class files

S0

: resource
files

.apk files K Builder dex files

WWW.ccn-cert.cni.es 19
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Herramientas Reversing
Enjarify o dex2jar

D:sAndroidsdex2 jar>d2 j-dex2jar fhi.apk D:~Android-~enjarif y~enjarify—masterXenjarifyv._bat fhi.apk

1800 classe=s processed

dexZ2jar fhi.apk —» .~fhi—dex2jar.jar

Output written to fhi-—enjarify.jar
1115 classe=s transzlated successfully, B classes had errors

|E] fhi-dex?jar 18/11/201511:12 Executable Jar File 1.100 KB
|| fhi-enjarify 18/11/201511:08 Executable Jar File J66 KB

Why not dex2jar?

Dex2jar is an older tool that also tries to translate Dalvik to Java bytecode. It works reasonable well
most of the time, but a lot of obscure features or edge cases will cause it to fail or even silently
produce incorrect results. By contrast, Enjarify is designed to work in as many cases as possible, even
for code where Dex2jar would fail. Among other things, Enjarify correctly handles unicode class
names, constants used as multiple types, implicit casts, exception handlers jumping into normal control
flow, classes that reference too many constants, very long methods, exception handlers after a catchall
handler, and static initial values of the wrong type.

WWW.ccn-cert.cni.es 20
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Herramientas Reversing
JD-GUI

- tstadtecortsz o e e T T N - =

File] Edit Navigation Search Help
&P P

fbi-enjarify.jar % |

D'" gﬂmld'tﬁ]ﬂmt ActionBarDrawerToggle $ActionBarDrawerToggleImplJellybeanMR 2. dass £2 | ActivityManagerCompat. dass &3 BundleUti.dass £3 Shar allback.class =
&+ HY annotation
NavUtis.dass §3 ActivityOptionsCompat.dass £ BackStackRecord$3.dass 1 BackStackRecord$2.dass £3
= va
3 accessibiltyservice package android.support.vd.app; -
H3 content = import android.support.v4.util.ArravMap;
H3 database import android.view.View;
import android.view.ViewTreeObserver;
H araphics
B hardware.display import android.view.ViewTreeObserver.OnPreDrawlistener;
o import java.util.Arraylist;
H internal. view : 3 11 Colieett
H media import java.util.Collection;
t
% i class BackStackRecords2
1 os . implements ViewTreeObserver.OnPreDraulistener
print - E
@D’”‘”E‘j:’ BackStackRecord$2(BackStackRecord paramBackStackRecord, View paramView, Object paramObject, ArrayList paramArraylList, BackStackRecord.TransitionState para
speech, tts
B text public boolean onPreDraw()
B utl a
B view this.val$sceneRoot.getVienTreeObserver(). removeOnPreDranListener(this);
3 widget Object localObjectl = this.val%sharedElementTransition;
fuy BuildConfig. dass Object localObject2;
=~ com Eragment localFragmentl;

Hi adobe videoprayer ArrayMap localArrayMap;

1 android.volley if (localObjectl != null)

£ google.gson e { . L

localObjectl = this.val$sharedElementTransition;

WWW.ccn-cert.cni.es 21
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Herramientas Reversing
Ciclo de reversing para archivos smali

Static analysis/
Code Injection

— b
- 1

m— Disassemble L \/ Reassemble
SR (baksmali) - (smali) SR
> .smali ma

WWW.ccn-cert.cni.es 22
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Herramientas Reversing
APKTool

D:~Android~APKToo0l1282 *apktool_2082_jar d fhi.apk

assets 18/11/2015 11:20 Carpeta de archivos

ariginal 18/11,/2015 11:20 Carpeta de archivos

res 18/11/201511:20 Carpeta de archivos

srmali 18/11/2015 11:20 Carpeta de archivos
| AndroidManifest 18/11/2015 11:20 Archivo XML 3 KB
|| apktoolyml 18/11/2015 11:20 Archivo YML 1KE

WWW.ccn-cert.cni.es 23
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Tipos de herramientas
Resumen

( * APK Tools

e AndroGuard
e AndroWarn

APK
instalada

® Drozer
e Introspy

e Enjarify
e Dex2jar
e JD-GUI

WWW.ccn-cert.cni.es 24
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Otras Herramientas
Otras herramientas de interés
« Genymotion

Burp Proxy
WireShark

Android Studio
e Lint

Agnitio

WWW.ccn-cert.cni.es 25
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Otras Herramientas
Otras herramientas de interés. Genymotion

- Genymation for personal use - Custom Phone - 44.4 - API 19 .. (s oEl| e S|

@ Genymotion for personal use o

OQ Genymotion

> + o

Settings

Your virtual devices

D Google Nexus 7 - 5.1.0 - AP122 - 800x1280

D Custom Phone - 4.4.4 - API 19 - Navaja \

D Weblnspect - 5.1.0 - API1 22 - 768x1280

WWW.ccn-cert.cni.es 26
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Otras Herramientas
Otras herramientas de interés. Burp Proxy

#D Siite: Free Ed V1.0 - o % = Genymotion for personal use - Custom Phone - 4.4.4 - APT 19
Burp Intruder Repeater Window Hep
Target [ Prosy Scanner [ Intuder | Repeater | Sequencer | Decoder [ Comparer | Extender | Options | Alerts
| | | 1 | |
[ intercept | iatory, | wiebSocksts history | Options |
Filter: Hiding ¢SS, Image and general binary content
# A Host Method | URL Params | Edtec Status Length
Jimobike twitter. com contig?clientwandrold <] 4147
Jopi. twitter. com @ 1183
apl.twitter.com 1&iaclude_media_features €] 3830
itwitter_com ] 863
api twitter com 1rimelina/homa jecr 8615 pemtrue Laarnedmtny @ 902 on
s://ap1 twitter. com accourtpush_d: 2€0166a¢d6866126enable ]
api.twitter com s Letimezone~Africa% 2fohanne sbur @
Itwitter com <]
apl. twitter com /
Jlapt twitter com = r
api twitter com @
Japi. twitter. com @ Connecte
@ -
ani tmittar ~am @ y Excellent
— i OMbps
| Request | Fespense | None
N’ Raw | Paramz | Headers | Hex | 10.0.3.15
ent=android HTTP/1.1 A aw advanced cptions
: ~
Manual
Auth realm="http//apt
73115068021382C0%
31)
f
v
- + - 0 matches

WWW.ccn-cert.cni.es 27
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Otras Herramientas

Otras herramientas de interés. WireShark

Capturing from Virtual hark

Fie it View Go Copture Anabze Guatistcs Telephomy Iols [memsls Help .

Ty XE Qe ®TFE a8 ——— [— The World's Most Popular Netwo
— T —— WIRESHARK  version 1127 (v1.12.7-0-976c8978 from
No. T Source Destination Protocol Length Info -

85144 3/.812495000 192.168.80.1 192.168.80.101 TCP 58 5U286-22408 |PSH, ACK] Seq=544/9 ACK=43042056 Win=255 Len=4

85145 37.813093000 192.168.80.101 192.168.80.1 TCP 327 22468-50286 [PSH, ACK] Seq=43042056 Ack-84483 win-380 Len=273
85146 37.813229000 192.168.80.1 192.168.80.101 TCP 58 50286-22468 [PsH, ACK] Seq=84483 Ack=43042329 win=254 Len=4 capture
85147 37.813774000 192.168.80.101 192.168.80.1 TCP

102 22468+50286 [PSH, ACK] Seq=43042329 Ack=B4487 Win=380 Len=48

5148 37.813906000 192.168.80.1 192.168.80.101 TP 58 50286-22468 [PSH, ACK] Seq=84487 Ack=43042377 Win=254 Len=4

85149 37.814425000 192.168.80.101 192.168.80.1 TcP 321 22468-50286 [PSH, ACK] 5eq=43042377 Ack=84491 Win=380 Len=267 Interf List

85150 37. 814565000 192.168.80.1 192.168.80.101 TCP 58 50286-22468 [PSH, ACK] Seq=84491 Ack=43042644 Win=253 Len=4 nierrace Lis

85151 37. 815065000 192.168.80.101 192.168.80.1 Tcp 74 22468-50286 [PSH, ACK] Seq=43042644 Ack=84495 win=380 Len=20 @ - §

85152 37.815175000 192.168.80.1 192.168.80.101 TCP 58 50286-22468 [PSH, ACK] Seq=84495 Ack=43042664 Win=253 Len=4 Live list ?f the fEP’thE interfaces
85153 37. 815690000 192.168.80.101 192.168.80.1 Tcp 303 22468-50286 [PSH, ACK] Seq=43042664 Ack=84499 win=380 Len=249 {counts incoming packets)
85154 37.815799000 192.168.80.1 192.168.80.101 Tcp 58 50286-22468 [PSH, ACK] Seq=84499 Ack=43042913 win=252 Len=4 =

85155 37.816331000 192.168.80.101 192.168.80.1 Tcp 102 22468~50286 [PSH, ACK] seq=43042913 Ack=B4503 Win=380 Len=48 -

Frame 78347: 1454 bytes on wire (11632 bits), 1454 byres captured (11632 bits) on interface 0 ‘ Start

Ethernet II, src: cadmusco_c2:dd:23 (08:00:27:c2:dd:23), Dst: cadmusco_00:84:ed (08:00:27:00:84:ed)

Internet Protocol Version 4, Src: 192.168.80.101 (192.168.80.101), Dst: 192.168.80.1 (192.168.80.1) Choose one or more interfaces to capture from, then Start

Transmissien Control Protocol, Src Port: 22468 (22468), Dst Port: 30286 (50286), Seq: 42656398, Ack: 72697, Len: 1400

© Data (1400 bytes) - -
Data: 0408000010000000408d000000000000000800000€000000. . . E‘ Conexidn de drea local 3 it
[Length: 1400] . . - .
E‘ Conexion de red inalambrica 2
VirtualBox Host-Only Network
E‘ Conexidn de red inalambrica
E‘Conexién de red inalambrica 3 1
0000 08 00 27 00 84 ed 08 00 27 c2 - & VMware Metwork Adapter VMnetd
0010 05 a0 58 92 40 00 40 06 bb Oe 1
0020 50 01 57 c4 c4 6e 4d 58 b7 d6 b e -
0030 01 7c d0 de 00 00 04 08 00 00 E‘ Conexidon de area local
0040 00 00 00 00 OO 00 00 08 00 00
0050 00 00 06 08 00 00 10 00 00 00 T - # -
0060 00 00 06 08 00 00 10 00 00 00 @ VirtualBox Host-Only Netwaork #2
0071 00 00 00 08 00 00 Oc 00 00 00 -

BB Uhhware Metwnrl &danter Vhnet]

@ ™7 VirtualBox Host-Only Network £2: <(ive cas...

Profile: Default

WWW.ccn-cert.cni.es 28
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Otras Herramientas
Otras herramientas de interés. Lint

® Settings =
(Qi ) Edi ; e :
S inspec °)  Editor » Inspections For current project
Keymap
Editor Profile: | [55 Project Defaultn | Manage - ‘
e
File and Code Templates B - N - | T X
A L (¢ JY. = T IR
Plugins §
Android Description
Android Resources Validation .
Android XML element is not allowed Validates using resource IDs in a switch statement in Android library

Constant and Resource Type Mismatches module.

Resource IDs are non final in the library projects since SOK tools r14
onClick handler is missing in the related activity means that the library code cannot treat these IDs as constants.
Unknown Android XML attribute

Android Lint

General

Google Cloud Endpoints [ ]
Gradle

Groovy

HTML

Internationalization issues

Java

JavaFX

JSON [ ]
JUnit issues

Language Injection

Manifest

Maven

Pattern Validation

Properties Files

RELAX NG | ]
Spelling

TestNG

XML

Severity: | [l Error = | | In All Scopes +

(<[] < (o] <[ <] <[ <Im <[ <[] <0 <[ < [OMN <[] < [«

WWW.ccn-cert.cni.es 29
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Otras Herramientas
Otras herramientas de interés. Agnitio

J. Checklist Editor . — |
The cheddist questions shown below can be modified and saved
Number Principle/s Questions Type
62 Auditing and Are logs correctly sanitised to ensure that sensitive data is not logged in clear text by the Both
Logging application? o
Auditing and _— .
63 Logging Are all application errors logged to a central log server? Both
Auditing and Does the design identify the level of auditing & logging needed and identify key
64 ; : Both
Logging parameters to be logged & audited?
65 Auditing and Does the design ensure that successful and unsuccessful attempts to execute privileged Both
Logging actions are logged?
Auditing and Does the design ensure that the content of audit logs meet the requirements of
66 - . Both
Logging company/regulatory standards?
78 ﬁ:;;':gg and Does the application have non-repudiable logs for users access to paid resources? Mobile
15 Authentication Are application trust boundaries identified on the data flow diagrams in the design Both
document?
16 Authentication Doesthe.deygn identify the identities that are used to access resources across all trust Both
boundaries?
17 Authentication Doe;the appllc.atlon require authentication for all resource access attempts except for Both
publicly accessible resources?
18 Authentication  Does the design identify the mechanisms used to protect user credentials whilst in transit?  Both
10 Authentication Doesth_e ap_pllcat_lon ensure that minimal error information is returned in the event of Both
authentication failure?
20 Authentication  Does the application use authentication controls that fail in a secure manner? Both
L e Tttt B e S L B B B L e )

WWW.ccn-cert.cni.es 30
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Distribuciones
Distribuciones especializadas en Android

* Appie — 02/2015 https://manifestsecurity.com/appie/

« Santoku — 2014 https://santoku-linux.com/

* MobiSec — 05/2015 http://mobisec.professionallyevil.com/

* Vezir — 06/2015 https://github.com/oguzhantopqgul/Vezir-Project

WWW.ccn-cert.cni.es
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Referencias
Herramientas

« APKTool http://ibotpeaches.qgithub.io/Apktool/

« Enjarify https://github.com/google/enjarify

» Dex2Jar https://github.com/pxb1988/dex2jar

« JD-GUI http://jd.benow.ca/

« AndroGuard https://github.com/androguard/androguard

 Androwarn https://qgithub.com/maaaaz/androwarn

 Introspy https://github.com/ISECPartners/Introspy-Android

 Drozer https://www.mwrinfosecurity.com/products/drozer/
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