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FOREWORD

The current national and international scenario is dominated by developments in
Information and Communication Technologies (ICT) and by risks emerging from their
use. The Administration is fully aware of this scenario and it is necessary for this body
to develop, acquire, conserve and secure use of ICTs to guarantee that its services
run effectively for the citizen's and the country's best interests.

Working from the Centre's knowledge and experience on threats and vulnerabilities
in terms of emerging risks, Law 11/2002, dated 6" May, regulating the National
Intelligence Centre, entrusts the National Intelligence Centre the functions related to
information technology security, according to the Article 4.e), and to the protection
of classified information, according to the Article 4.f). It also gives, through the Article
9.2.f), its Secretary of State-Director the responsibility of managing the National
Cryptologic Centre.

One of the most outstanding functions that it assigns to it, in Royal Decree 421/2004,
dated 12" March, regulating the National Cryptologic Centre is to draw up and
disseminate standards, instructions, guides and recommendations to guarantee
security for the Administration's information and communication technologies.

Royal Decree 3/2010, dated 8" January, develops the National Security Framework
(hereinafter called ENS) in the field of Electronic Administration which is also referred
in the second section of Article 156 of Law 40/2015, dated 1* October, of the Public
Sector Legal System. The National Security Framework establishes the security policy,
in matters of use of electronic means, which ensures the protection of information.

Indeed, Royal Decree 3/2010, dated gt January, updated by Royal Decree 951/2015,
dated 23" October, sets the basic principles and minimum requirements as well as
any protection measures to be introduced in Administration systems. In article 29, it
authorises the CCN to develop CIS guidelines to ease the fulfilment of these minimum
requirements.

The CCN-STIC documents series was drawn up to comply with this function and the
ENS, aware of the importance of establishing a frame of reference on this matter that
can be used as support so that Administration staff can carry out their difficult and
occasionally thankless task of providing security for ICT systems within their
responsibility.

July 2019

Felix Sanz Roldan
Secretary of State
Director of the National Cryptologic Centre
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1. Azure Kubernetes Services Secure Configuration Guide
1.1 DESCRIPTION OF THE USE OF THIS GUIDE

The purpose of this guide is to indicate the steps to follow for the secure
configuration of Kubernetes in compliance with the security requirements for the
container orchestrator.

This guide will address the essential configuration of kubernetes, it should be
consulted together with the CCN-STIC 884A - Azure Secure Configuration Guide.
1.2 SERVICE DEFINITION

Azure Kubernetes is a rapidly evolving platform for managing container-based
applications and their associated network and storage components. The focus is on
application workloads.

It provides a declarative approach to implementations, backed by a strong set of
APIls for management operations.

1.3 PREREQUISITES FOR DEPLOYMENT
For the configuration of Kubernetes, through Powershell, the installation of the
Azure CLI module is required.

Azure CLI is designed to facilitate the use of scripts, with query data, support for
long term operations, etc. The installation can be done for several operating
systems.

Minimum system requirements

Use a 64-bit version of Windows. Support for the 32-bit version of Microsoft Azure
Active Directory Module for Windows PowerShell is obsolete since October 2014.

It is necessary to use the PowerShell version 5.1 or later. More information on
platform prerequisites can be found at the following link:

https://docs.microsoft.com/es-es/powershell/azure/azurerm/install-azurerm-
ps?view=azurermps-6.13.0

1.3.1 Windows operating system

1. For Windows operating systems, open a PowerShell console and execute the
following command:

# Invoke-WebRequest -Uri https://aka.ms/installazurecliwindows -OutFile
\AzurecLI.msi; Start-Process msiexec.exe -Wait  -ArgumentList '/I
AzureCLI.msi /quiet

Download and install the latest version of Azure's CLI for Windows If a version is
already installed, update the existing version.
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2. After the installation is completed, you need to reopen a PowerShell console to
use the Azure CLI.
3. Execute the az login command to log in to Azure.

‘# az login

1.3.2 Linux Operating System

If you are executing a distribution with the apt package manager, such as Ubuntu or
Debian, there is an x86_64 package available for Azure's CLI. This package has been
tested and is compatible with:

Ubuntu trusty, xenial, bionic.
To install the prerequisites, execute the following steps:

1. Obtain the necessary packages for the installation process:

=

sudo apt-get update

T+

sudo apt-get install ca-certificates curl apt-transport-https lsb-release gnupg

2. Download and install the Microsoft signature key:

# curl -sL https://packages.microsoft.com/keys/microsoft.asc
# gpg --dearmor \
# sudo tee /etc/apt/trusted.gpg.d/microsoft.asc.gpg > /dev/null

3. Add the Azure CLI software repository:

#  AZ_REPO=$(lsb_release -cs)

# echo "deb [arch=amd64] https://packages.microsoft.com/repos/azure-cli/ $AZ_REPO main" \
# sudo tee /etc/apt/sources.list.d/azure-cli.list

4. To update the information in the repository and install the azure-cli package:

# sudo apt-get update

# sudo apt-get install azure-cli

2. DEPLOYMENT OF Azure Kubernetes Services

1. Search the Kubernetes Service from the Azure portal.
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Microsoft Azure P Senvicio de Kubernetes

Servicios 1

- crear un recurso Servicios de Azure Veriodos (masde100) >  Crearun recurso >

2 Redes virtuales

- _
. )
# Inicio Y] = B % sericereatn
= panel Miguinas App Services Cuentas de SQL Databast [ Cuentas de almacenamiento
virtuzles almacenamiente

= Todos los servicios B Rregistro de actividad

FAVORITOS @ servidores de Azure Database for MysQL

1' Microsoft Leam Azure Monitor ’—[{_} P
Todos los recursos ‘- nrenda 2 uicar Azure unendse |a servicios ge Kubernetes

Microsoft Azure P Buscar recursos, servicios y documentos

« Inicio > Servicios de Kubernetes
+ crearun recurso Servicios de Kubernetes
Tm
A Inicio
Editar columnas £ Actualizar %, Probar la versién preliminar | 4 A
(= panel

_ Suscripciones: CCN-STIC 823
*= Todos los servicios

Filtrar por nombre... | [ Todos los grupos de recurses v
FAVORITOS
1 elementos
Todos los recursos
[] nomere TIPO. GRUPO DE RECURSOS

In this first panel, the required fields for deployment are filled in.
Then each of them is detailed below.

3. Click on [Basic Data].

Crear un clister de Kubernetes

Datos basicos  Escalar  Autenticacion  Redes  Supervision  Etiquetas  Revisar y crear

Azure Kubernates Service (AKS) administra el entorno de Kubernetes hospedado, a la vez que facilita y agiliza 13
implementacién y la administracién de aplicaciones en contenedores sin necesidad de experiencia relativa. También elimina la
carga de |as operaciones en curso y el mantenimiente mediante el aprovisionamiento, |2 actualizacion y el escalado de los
recursos a peticion, sin tener gue desconectar las aplicaciones. Mas informacian sobre Azure Kubernetes Service

Detalles del proyecto

Seleccione una suscripcién para administrar los recursos implementados y los costos. Use los grupos de recursos como
carpetas para organizar y administrar todos los recursos.

* Suscripcién @ |— = ~ ‘
L * Grupo de recursos @ | CCN-RG-Kubemetes hd ‘
Crear nueve

Detalles del cluster

* Nombre dlel cldster de Kubernetes @ [ CCN-CLUSTERWES v]
* Regién @ [ (€uropa) Norte de Europa v
* Version de Kubernetes @ | 1.13.10 (predeterminado) ~ ‘
* Prefijo de nombre DNS @ | CCN-CLUSTERWEB-dns J‘

Grupo de nodos principal

El nimero y el tamario de los nodos en el grupo de nodos principal del clister. Con cargas de trabajo de produccién, se
recomiendan al menos tres nodos para una mayor resistenciz. Con cargas de trabajo de desarrollo o prueba, solo hace falta un
node. No podra cambiar el tamafio del nodo tras la creacidn del cluster, pero si el nimero de nodos del cluster. Si desea
grupos de nodos adicionales, deberd habilitar la caracteristica "X" en la pestafia "Escala”, que le permitird agregar mas grupas
de nodos después de crear el clister. Mas informacién sobre los grupos de nodos en Azure Kubernetes Service

* Tamafio del nodo @ Estindar DS2 v2
2 vepu, 7 GiB de memoria

Cambiar el tamafio

- Subscription: Subscription where the service is created.

- Resource Group: You can choose an already created one or create a new
one.

- Kubernetes cluster name: Kubernetes cluster name.

- Region: It appears USA by default, you must change it to North Europe.

- Kubernetes version: In this first installation it should be left by default.

- DNS Name Prefix: Prefix of the DNS name used with the APl server FQDN.
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Finally, you can choose the number of nodes. When it's deployed by CNI
networks the limit is set by the size of the subnet, as explained in section
[3.2.1.1 Network Segregation] of this guide.

4. Click on the [Scale] tab and enable the virtual nodes. With this option,
balancing and workloads can be quickly implemented in an Azure Kubernetes
Service (AKS) cluster. It also has a fast supply of pods.

Datos basicos  Escalar  Autenticacién  Redes  Supervision  Etiquetas  Revisar y crear

Habilite las caracteristicas de escalado para permitir opcionas flexibles de capacidad y escalado en el clister.

* Nodos virtuales permite el escalado flexible respaldado por Azure Container Instances sin servidor. Mas informacién
sobre los nodos virtuales

* Los Conjuntos de escalado de maquinas virtuales (version preliminar) s requiersn en diversos escenarios, que
incluyen el escalado automatico y varios grupos de nodos Mas informacién sobre los conjuntos de escalado de
maguinas virtuales en AKS

Nodos virtuales @ PEESRTEl, Habilitado )

5. Click on [Authentication].

On the authentication tab, RBAC must be activated as we recommend this
method in this guide when accessing the Kubernetes application.

Datos basicos  Escalar  Autenticacion  Redes  Supervision  Etiquetas  Revisar y crear

El infraestructura del clister entidad de servicio es utilizado por el clister de Kubernetes para administrar recursos de nube
conectados al clister. Mas informacién sobre las entidades de servicio en AKS

Kubernetes icacién y autorizacion s utilizado por el cluster de Kubernetes para controlar el acceso de usuario para el
cluster, asi como lo que el usuano puede hacerlo una vez autenticados. Mas informacion acerca de la autenticacion de
Kubernetes

Infraestructura de claster

* Entidad de servicio @ Entidad de servicio predeterminada (nueva)

Configurar la entidad de servicio

Kubernetes autenticacion y autorizacion

Habilitar RBAC @ No Si

Service Entity: A new one is created by default.

e Enable RBAC: It is recommended to enable RBAC since we mention the
configuration of this guide in the section [3.1.2.2 Segregation of
functions and tasks]

6. Then, on the [networks] tab, perform the following steps:
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Microsoft Azure P Buscar recursos, servicios y documentos

« Inicio > Servicios de Kubernetes > Crear un clUster de Kubernetes
- crear un recurso Crear un clister de Kubernetes
A Inicio
[ eanel Datos bdsicos  Escalar  Autenticacién  Redes  Supervision  Etiquetas  Revisar y crear

i=jiodozliocemtios Puede cambiar la configuracién de red del clister, por ejemplo, habilitar el enrutamiento de aplicaciones HTTP y configurar la

AORITIES red mediante las opciones "Basico” o "Opciones avanzadas":

* Las redes de tipo "bdsico” crean una red virtual para el cldster con los valores predeterminados.

* Las redes de tipo "avanzade” permiten 3 los clisteres usar una red virtual nueva o existente con direcciones que se
pueden personalizar. Los pods de aplicacién se conectan directamente a la red virtual, lo que permite la integracién
nativa con las caracteristicas de esta red.

Todos los recursos
) Grupos de recursos
® i . . \
APPSR Més informacion sobre las redes en Azure Kubernetes Service

<7 Function App

Enrutamiente de solicitudes HTTP @ - - )
& saL Database
Conexion de red @ O Bésico @ Opciones avanzadas
& Azure Cosmos DB
B Maquinas virtuales Configurar redes virtuales
€ Equilibradores de carga * Red virtual @ | Filtrar redes virtuales v ‘
Crear nuevo

3 Cuentas de almacenamiento

* Intervalo de direcciones del servicio de | 10.0.0.0/16 ‘

42 Redes virtuales Kubernetes @

@ Azure Active Directory

* Direccién IP del servicio DNS de | 10.0.0.10 ‘
%) Monitor Kubernetes @

* Direccié e de
, PeET Direccién de puente de Docker @ | 172.17.0.1/16 ‘

B Security Center

e HTTP Request Routing: The HTTP Application Routing Plug-in is
designed to allow you to quickly create an input controller and access
your applications. This plug-in is not recommended for the use in
production. It should be left disabled.

For production environments, the use of an HTTPS input controller is
recommended. For more information: https://docs.microsoft.com/es-
es/azure/aks/ingress-tls

Network connection: Click on advanced options. This will create a CNI
network for the Kubernetes cluster. This is the recommended option.

Note: For more information on networking in Azure, see section [3.2.1.1
Network Segregation] of the [CCN-STIC-884A - Azure Secure Configuration
Guide].

Virtual Networking Configuration
Follow the next steps:

- Virtual Network: Create a new virtual network for this
deployment.

- Kubernetes service address range: Assign the IP addresses of
the service's cluster. It should not overlap with any subnet IP
range.

- Kubernetes DNS Service IP Address: An IP address assigned
to the Kubernetes DNS service. It must be in the address
range of the Kubernetes service.

- Docker Bridge Address: An IP address and netmask assigned
to the Docker Bridge It must not be in a subnet IP range or in
the Kubernetes service address range.

7. Then click on the [monitoring] tab.
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Datos basicos  Escalar  Autenticacién  Redes  Supervision  Etiquetas  Revisary crear

Con Azure Kubernetes Service se obtienen métricas del use de la memoria y de |a CPU para cada nedo. Ademas, puede
habilitar capacidades de supervision de contenedores y obtener informacion sobre el rendimiento y el estado de tedo el clister
de Kubernetes. Se facturard en funcién de la cantidad de datos consumidos y de la configuracién de retencién de datos.

Mas informacién acerca de la supervision del rendimiento y del estado de contenedores
Obtenga mas informacion sobre precios

Azure Monitor

Habilitar la supervision de contenedores Mo

Area de trabajo de Log Analytics @ | (nuevo) DefaultWorkspace-865¢73098-00c7-dedf-87ee-35744843042b-NEU hY
Crear nuevo

It is recommended to enable Azure Monitor for containers, since it is a tool
designed to monitor the performance of the workloads of the containers
implemented in Azure.

Container monitoring is critical, especially when executing a production cluster,
at scale, with multiple applications. More information can be found in the
section [3.1.5 System Monitoring] this guide.

8. Then click on the [Labels] tab.

« Inicio > Servicios de Kubernetes > Crear un clister de Kubernetes
—+ crear un recurso Crear un cluster de Kubernetes
& Inicio
(& penel Datos basicos  Escalar  Autenticacién  Redes  Supervision  Etiquetas  Revisar y crear

= Todos los servicios Las etiquetas son pares nombre-valor que permiten categorizar los recursos y ver una facturacion consolidada mediante la

FAVORITOS aplicacion de la misma etiqueta en varios recursos y grupos de recurses. Mas informacion sobre las etiquetas

Tenga en cuenta que si crea etiguetas y, después, cambia |z configuracion de los recursos en otras pestafias, las etiguetas se

foucsllo=eauscs actualizan automéaticamente.

() Grupes de recursos
NOMBRE @ VALOR @

<+ Redes virtuales

[ kubsmetes ~ |+ [ Produccion ~ | e

('._;7 App Services

Azure's resources must be tagged to provide metadata and to organize them in a
logical way. Each tag consists of a name and a value.

For example, the name "Kubernetes" and the value "Production" can be applied to
all the resources in production.

After applying the tags, all the subscription resources with that name and tag value
can be retrieved.

This approach can be useful if resources need to be organized for management.

Note: For more information on Azure labels, see section [3.2.2.1 Rating] of the [CCN-STIC-
884A - Azure Secure Configuration Guide].

9. Finally, click on [review and create].

| < Anterior | | Siguiente: Supervision >
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== La implementacién esta en curso

Nombre de implementacién: microsoft.aks-20190828111814 Hora de inicio:  28/8/2019 12:30:12
Suscripcion:  CCN-STIC 823 Id. de correlacion: 8a9a53ad-b882-4be5-8297-38820c30ce33]
Grupo de recursos: CCN-RG-Kubernetes

~  Detalles de implementacion (Descargar)

RECURSO TIFO ESTADO DETALLES DE LA OPERACION

@ workspaceDeployment-2( Microsoft.Resources/de... Created Detalles de la operacién

~ Pasos siguientes

10. To check the new cluster from the Azure’s portal, click on [all resources] to find
the new Kubernetes cluster.

Microsoft Azure P Busear recursos, servicios y documentos (G+

«© Inicio > Todos los recursos
—+ crear un recurso Todos los recursos
(3 es o Agregar B Editar columnas @) Actuslizar & ExportaraCsv | @ Asignaretiguetss @ Eliminer | WP ¢
[E panel
T o Filrar por nombre.. | (" suscripcion == con-sTIC823 ) [ Grupo de recursos == todo @) ( Tipo == todo @) [ ]
FAVORITOS o Mostrando de 13 33 de 33 registros. [ Mostrar tipos ocultes @
&) Grupos de recursos 63! agentpool-availabilityset-13867773 Conjunto de disponibilidad
(2 App Services I aks-agentpool-13867773-0 Méquina virtual
7 Function App £ aks-agentpool-13867773-0_OsDisk_1_{74aeff7300141851dcc02d1723fc Disco
@ sq. atabase I aks-agentpool-13867773-1 Maquina virtuzl
&7 Azure Cosmos DB £ aks-agentpool-13867773-1.OsDisk 1 f499a3ebae574231bbce79d0047badsc Disco
K3 maquinas virtuales I aks-agentpool-13867773-2 Méquina virtual
4 Equilibradores de carga £ aks-agentpool-13867773-2_0sDisk_1_s1bacec2c5284568bbecf7a711c637b1 Disco
= Cuentas de B 13867773-nic-0 Interfaz de red
€ Redes virtuzles B aks-agentpool-13867773-nic-1 Interfaz de red
& azure active Directory B aks-agentpool-13867773-nic-2 Interfaz de red
© Monitor @ aks-agentpool-13867773-nsg Grupo de seguridzd de red
R nsesor % aks-agentpool-13867773-routetable Tabla de rutas
O security Center G aks-vnet-13867773 Red virtual
© Administracin de costos ... () Amacencen e Almacén de claves
@ Ayuday soporte técnico W Servicio de Kubemetes

2.1 AKS cluster settings

2.1.1 Cluster node scaling.

2.1.1.1 From the portal of Azure

Once the Kubernetes service has been deployed, the nodes that form the cluster
can be expanded if necessary.

To do this, the following steps are taken:

1. Search Azure Kubernetes Service
2. Click on the desired cluster and click on the [Scale] menu.

National Cryptologic Centre




Sequridac

CCN-STIC-884B Secure Configuration Guide for Azure Kubernetes Services

Inicio > Monitor - Contenedores > CCN-KUBERM
S CCN-KUBERM # X

“« = Mover W Eiminar &) Actualizar

11310
4 Informacién genera

Succeeded

.+ cen-kuberm-dns-OdBeet3e hep.nartheurope.azmkis.io
B Registro de actividad

Norte de Europa . tND
&l Control de acces (IAM) N
& tuquetss scibr
Configuracion ambiar laga
. =
Z Grupos de nodos (vista pre.
@ Actualizar
@ Contenedores de Monitor i Ver registros < Ver el panel de Kubernetes
e = Obtener infarmacién de estada y de ***" Buscar y analizar los registros con consultas ad Mas informacion sobre cbmo conectarse al
2 Redes rendimiento hoc panel de Kubernetes
3 los dutalles de Azurs Monitor 3 los registras de Azure Monitor jr los pasos de conaxién

& Devipaces

% Centro de implementacién (.
(& Directivas (vista previa)

1} Propiedades

& Bioqueos

B Exportar planilla

Suparvision

3. Add as many nodes as necessary. The size of the cluster before updating and the
resources to be added are also shown.

[/ CCN-KUBERM - Escalar X

“ H Guardar

X Descartar  {) Actualizar

4 Informacién general Puede escalar &l ni

e nodos del clister para aumentar la cantidad total de ndcleos y la memoria disponible para las aplicacionss del contenedor. Se recomienda tener al menes

B Registro de actividad

i Control de acceso (1AM)

# Etiquetas O 2 | xEstindar D52 v2 (2 vepu, 7 GIB de memoria)
Configuracian Capacidad total del cldster

E Grupos de nodos (vista pre... Niicleos WCPU = 4vCPU (nuevas)

Actualizar Memoria 35 GiB =3  14GiB [nueva)

@ Escalar

& Redes

s DevSpaces

il Centro de implementacidn |
= Directivas [vista previa)

1} Propiedades

& Blogueos

EX Exportar plantilla
Supervision

@ Conclusiones

i dscica nisr )

2.1.1.2 From Powershell
To scale the nodes via powershell, perform the following steps:

1. Get the cluster information.

# az aks show --resource-group Name_Resource_Group --name Name_Service_AKS --query
agentPoolProfiles

All the cluster information is displayed, the count field indicates the number of
nodes in the cluster.

“availahilityZones": null,
“count™: 5,
“enableAutoScaling”: null,

"orchestratorVersion™:
"osDisksizeGb™: 108,

"provisioningState

- "virtualMachineScalesets™,

"vmSize": "Standard DS2 v2",

"vnetsubnetId": "/subscriptions/ /resourceGroups/CCN-RG-M/providers/Microsoft.Network/virtualNetworks/(
CN-RG-M-vnet/subnets/default™

il
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2. The cluster is scaled to the number of nodes required. The number may be
higher or lower. In the example we will reduce it from 5 to 3 nodes.

# az aks scale Nombre_Grupo_Recursos Nombre_Servicio_AKS
3 "Nombre_grupo_nodos

3. Verify that the cluster now has three nodes, using the same command as in step
1.

"availahilityZones": null,
“count™: 3,

“enableAutoScaling™: null,
"maxCount” :

"maxPods™ :

"minCount’

"name”: "agentpool”,
"orchestratorversion™: "1.14.6",

virtualMachineScaleSets™,
: "Standard DS2 v2",
"vnetSubnetId”: "/subscriptions/ /resourceGroups/CCN-RG-M/providers/Microsoft.Network/virtualNetworks
H-RG-M-vnet/subnets/default”

2.1.2 Update Cluster

2.1.2.1 From the portal of Azure
To upgrade the AKS cluster to a more recent version, the following steps must be
taken:

1. Search Azure Kubernetes Service
2. Select the desired cluster and click on the [Update] menu.

io > Monitor - Contenedores > CCN-KUBERM
# X

2% CCN-KUBERM

11370

cen-kuberm-dns-9diestle hep.northeurope.azmkisio

D

sl Control de acceso (IAM)
= f Grupos de nodas 1 grupos de nodos

& triquetas

Configuracion
E Grupos de nodos (vista pre.

5= Ver el panel de Kubernetes
Mis informacién sobre cémo conectarse al

@ Contenedores de Monitor - Ver registros
¥ Obtener informacién de estado y de ®**  Buscar y analizar los registros con consultas ad
ren hac

3. Select the version of AKS to be implemented in the cluster.
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Inicic > Monitor - Contenedores > CCMN-KUBERM - Actualizar
CCN-KUBERM - Actualizar

Servicio de Kubernetes

|)CJ Buscar (Ctrl+/) | « A Guardar X Descartar

. ry
4% Informacion general Puede actualizar el clister a una versién de Kubernetes mas reciente. La a

. . seguir ejecutandose sin problemas mientras se realiza. La actualizacion de
=] Registro de actividad

Mas informacién acerca de como actualizar el clister de AKS

o
i Control de acceso (IAM) Ver el registro de cambios de Kubernetes

& Etiquetas Version de Kubernetes

Configuracion 1.13.10 (actual) ~

1.14.6

e Grupos de nodos (vista pre...

1.14.5

© Actualizar
1.13.10 (actual)

[ Escalar

Note: This operation takes time depending on the number of nodes in the cluster. It can
take up to 10 minutes per node.

2.1.2.2 Update cluster from Powershell
To update the cluster from Powershell perform the following steps:

1. Check the cluster updates, it will return the output in table format.

# az aks get-upgrades --resource-group Recursos_Grupo_Number --name AKS_Servicio_Number
--output table

Note: If no update is available, it will display the following error: "ERROR: Table output
unavailable. Use the --query option to specify an appropriate query. Use --debug for
more info. ”

2. The cluster is updated with the desired version, which is shown with the
previous step.

| # az aks upgrade --resource-group CCN-RG-M --name CCN-KUBERM --kubernetes-version 1.14.6 |

3. Check that the cluster has been updated.

| # az aks show --resource-group Name_Resource-group --name Name_Service_AKS --output table |

3. CONFIGURATION OF Azure Kubernetes Services
3.1 OPERATING FRAMEWORK

3.1.1 Planning

3.1.1.1 Security architecture

Kubernetes' environments, both at AKS and elsewhere, are not completely secure
from the use of multiple hostile tenants. In a multi-tenant environment, several
tenants work on a common shared infrastructure. As a result, if all tenants cannot
be trusted, you should make additional planning to prevent one tenant from
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affecting the security and service of another. Using additional security features,
such as the pod security policy, and more specific role-based access controls (RBAC)
can make security vulnerabilities more difficult. However, for security to be
effective when executing hostile multi-tenant workloads, the hypervisor is the only
level of security you should rely on. Kubernetes' security domain becomes the
entire cluster, not a specific node.

For these types of hostile multi-tenant workloads, you should use clusters that are
physically isolated.

Dev and 5taging Cluster Prod Cluster
Node0 Nodel Node0 Nodel
Pod Pod | Pod Il Pod |
DevTleam1 — — Team1
Pod Pod |_Pod PO Pod
 Pd  Pod | Pod [l Pod |
.~ Pd  Pod | Pod NN Pod |
Staging —| Node2 Node3 Node2 Node3 — Team2
.~ Pd  Pod | Pod I Pod |
. Pd  Pod Il
etz || R Il
| _Pod I Pod | |_Pod M Pod |

Physical isolation is recommended for each separate piece of equipment. In this
isolation model, equipment or workloads are assigned to their own AKS cluster. It
entails additional financial and management burden due to the maintenance that
must be performed on each node of the clusters.

3.1.2 Access Control

3.1.2.1 Identification

Azure AD provides cloud-based identity management and allows a single identity to
be used across all Tenant and access applications in Azure.

Note: For more information on Azure identities, see section [3.1.1 Identification] of the
[CCN-STIC-884A - Azure Secure Configuration Guide].

As a recommendation, an Azure Kubernetes service cluster manager RBAC role
should be assigned to a group already defined for APl managers.

Then, from the Azure CLI console follow these instructions:

1. Obtain the Kubernetes cluster resource ID. To do this, use the Azure CLI console
execute.
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#  AKS_CLUSTER=$(az aks show --resource-group myResourceGroup --name myAKSCluster --query
id -0 tsv)

2. Obtain the ID of the group to which the Cluster Manager role is assigned.

| # az ad group show --group UsuariosADM_AKS --query objectId -o tsv

3. Finally, assign the role to the group.

# az role assignment create \

# --assign $GROUP_ID

# --scope $AKS_CLUSTER \

# --"Azure Kubernetes Service Cluster Admin Role"

Note: For more information on Azure roles, see section [3.1.1.1 Access Requirements] of the
[CCN-STIC-884A - Azure Secure Configuration Guide] guide.
3.1.2.2 Segregation of functions and tasks

Azure Kubernetes Service (AKS) can be configured to use Azure Active Directory
(AD) for user authentication. In this configuration, you are logged into an AKS
cluster using an Azure AD authentication token. Kubernetes' role-based access
control (RBAC) can also be configured to limit access to cluster resources based on
the user identity or the group membership.

Customized roles must be created for the management and administration of the
Kubernetes cluster.

There are different roles to be employed.
e Kubernetes Cluster Manager Role
Used to manage the Kubernetes cluster, it consists of the following permission:
Microsoft.ContainerService/managedClusters/listClusterAdminCredential/action
e Kubernetes Cluster User Role

Used for reading permissions on the Kubernetes cluster, it consists of the following
permission:

Microsoft.ContainerService/managedClusters/listClusterUserCredential/action
e Networks

To use advanced networks where the virtual network and subnet or public IP
addresses are in another resource group. Assign the following role permissions:

Microsoft.Network/virtualNetworks/subnets/join/action
Microsoft.Network/virtualNetworks/subnets/read
Microsoft.Network/virtualNetworks/subnets/write
Microsoft.Network/publiclPAddresses/join/action
Microsoft.Network/publiclPAddresses/read
Microsoft.Network/publiclPAddresses/write
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Or, assign the integrated role of the Network Contributor in the subnet within the
virtual network.

e Storage

It may be necessary to access the existing disk resources in another resource group.
Assign the following role permissions:

Microsoft.Compute/disks/read
Microsoft.Compute/disks/write
Or, assign the integrated role Storage Account Contributor in the resource group.

Note: Also, follow the link: https://docs.microsoft.com/es-es/azure/aks/operator-best-
practices-cluster-security#app-armor where more protection recommendations such as
AppArmor, seccomp (secure computing) and Pod Security Policies are added.

Note: For more information on Azure roles, see section [3.1.1.1 Access Requirements] of the
[CCN-STIC-884A - Azure Secure Configuration Guide] guide.

3.1.2.3 Authentication mechanisms

In the authentication mechanisms it is recommended to create a new political
condition that will be integrated in the authentication mechanisms.

To do this, the following instructions must be carried out.

1. Inthe search engine of the Azure’s portal search for Active Directory.

B Active directory

Microsoft Azure

Servicios

+ T (TR ED Servicios de Azure \Vertodos (masde 100) > Crear un recurso >
ﬁ| Registro de actividad

3 »"a —
oo ® = ®

[ panel MEnina: Ann Servi Cuentac da Ol Datahace

2. Next, [conditional access].

« Inicio > MRt - Inf
+ Crear un recurso 0 (= S SR P
Azure Active Directory

M Inicio

‘}3 Buscar (Ctri+, |
& panel

ez mmm e e
*= Todos los servicios ! propiedades

EEVORIIGS) B Configuracién de notificacio...

Todos los recursos
Seguridad
-
(@) Grupos de recursos
© nformacién general (versién...

@ Redes virtuales )
“F Puntuacion segura de identi...

‘L\‘. App Services
U Acceso condicional

< Function App Py
MFA

B oo il

3. Click on [new policy].
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Microsoft Azure P Buscar recursos, servicios y documer]

« Inicio > = » Acceso condicional - Directivas

—+ Crear un recurso Y= Acceso condicional - Directivas

Ve Aizure Active Directory

M Inicio
« aa What If | W ;Tiene algiin comentario?
= parel °= Directivas
o ;Le interesa comprender el impacto de las directivas en un inicio de sesidn|
*= Todos los servicios
Administrar

4. Next, a name must be defined for the policy.

« Inicio > = > Acceso condicio
—+ Crear un recurso Administradores Kuberne... 0O X
& Inicio _
@ informacién @ Eliminar

= panel
_ . # Nombre
Sl H LR | Administradores Kubemetes |I

FAVORITOS -

Todos los recursos Tareas
(] Grupos de recursos Usuarios y grupos @ 5

Usuarios especificos incluidos
2 Redes virtuales

Aplicaciones en la nube o acciones @ N
0 aplicaciones en la nube selecci...

i:(‘ App Services

<> Function App

Condiciones @ 5

B} SOL Database 3 .
0 condiciones seleccionadas

& Azure Cosmos DB

Maquinas virtuales
5 g Controles de acceso

® Equilibradores de carga Conceder @

= Cuentas de almacenamiento 1 control seleccicnado

@ Azure Active Directory Sesion @
3 Monitor 0 controles seleccionados
* Asesor

U Security Center
£ dcimi &nda costac

Habilitar directiva

5. Then choose the administrators group to which this authentication method
applies.

Microsoft Azure P Buscar recursos, servi

« Inicio > ~ =1 » Acceso condicional - Directivas »> Administradores Kubernetes >

+ crear un recurso Administradores Kubernetes X Usuarios y grupos [

ﬁ Inicio o ~
Informacién [ Eliminar B
o Incluir | Excluir
[ Panel

* Nombre X
| O Ninguno
O Todos los usuarios

= Todos los servicios —
| Administradores Kubemetes

FAVORITOS -
@ Seleccionar usuarios y grupos
Todos los recursos Jarea )
D Todos los usuarios externos e
[#) Grupos de recursos Usuarios y grupes @ > invitados (versién preliminar) @
Usuarios especificos incluidos
@ Redes virtuales [] Roles de directorio {versian

preliminar) @

(2 App Services Apl\:éciangs en la nube o acciones @ 5 e
0 aplicaciones en la nube selecci... Usuarios y pos
<F> Function App

Condi -
g SQL Database - Clmrne' o . > Seleccionar
0 condiciones seleccionadas >
&7 Azure Cosmos DB
g Maquinas virtuales Controles de acceso . Administraderes_Kub...
4} Equilibradores de carga

Conceder @

>
B cuentas de almacenamiento 1 contrel seleccicnado
@ Azure Active Directory Sesion @ X
5\ Monitar 0 controles seleccionados

* Asesor

B Security Center

Habilitar directiva

£ admi iAn de costas
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6. Click on [Access Controls], then [grant access/MFA checks].

«
+ Crear un recurso
A Inicio
= panal
= Todos los servicios
FAVORITOS
Todos los recursos
] Grupos de recursos
@ Redes virtuales
"S‘ App Services
<¥> Function App
SQL Database
& Azure Cosmos DB
@ Maquinas virtuales
® Equilibradores de carga
E Cuentas de almacenamiento
@ Azure Active Directory
= Meonitor
* Asesor

B Security Center

% Adminictrarian de eactac

Inicio > &

Administradores Kubernetes

@ informacion @ Eliminar

* Nombre

| Administradores Kubernetes

Tareas

Usuarios y grupos @
Usuarios especificos incluidos

Aplicaciones en la nube o accio.. @
0 aplicaciones en |z nube selec...

Condiciones @
0 condicicnes seleccionadas

[Controles de acceso

Conceder @
1 control seleccionado

Sesidn @
0 controles seleccionados

Habilitar directiva

Microsoft Azure A2 Buscar recursos, servi

» Acceso condicional - Directivas > Administradores Kubernetes > C|

O X

Conceder

Seleccione los controles que deben
exigirse,

() Bloguear acceso o
| Comprobacién con MFA @ | e

I:‘ Requerir que el dispositivo esté
marcado coma compatible @

I:‘ Requerir dispositivo unido a Azure AD
hibride @

I:‘ Requerir aplicacion cliente aprobada

Ver la lista de aplicaciones cliente
aprobadas

I:‘ Requerir directiva de proteccion de
aplicaciones {versin preliminar) @
Ver la lista de aplicaciones cliente
protegidas por directivas

Para varios controles

O Requerir todos los controles

seleccionados

@ Requerir uno de los controles
seleccionados

7. Enable the policy and click on [create].

At the end you will have created the new policy that will apply multi-factor

authentication for Kubernetes administrators.

3.1.2.4 Local access (local logon)

For local access, a conditional access policy is recommended. Where you can define which
ranges of IPs have access to your applications as from the geographic location from which
they connect.

Note: For more information on conditional access in Azure see section [3.1.1.1 Access
Requirements] of the [CCN-STIC-884A - Azure Secure Configuration Guide] guide.
3.1.2.5 Remote access (remote login)
Kubernetes is a cloud solution accessible by the end user through the Internet.
It is recommended for all physical devices to be attached Azure AD, MFA.
Note: For more information on Azure MFA, please refer to section [3.1.1.4 Authentication
Mechanisms] of the [CCN-STIC-884A - Azure Secure Configuration Guide] guide.
3.1.3 Exploitation

3.1.3.1 Recording user activity
Using the activity logs, you can determine:

e What operations were performed on the resources in the subscription.
e Who initiated the operation.
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e When the operation took place.
e The state of the operation.

e The values of other properties that could help in the investigation of the
operation.

To do this, follow the steps below:

1. From the Azure’s portal, click on [all resources].

Microsoft Azure L Buscar recurso

« Inicio » Todos los recursos
- Crear un recurso Todos los recursos
M Inicio
o Agregar S Editar columnas ) Actualizar b Exportar a csv ‘ # Asignar etiquetas
[ Panel
L N — Filtrar por nombre.. | (" suscripcion == todo ) (_ Grupa de recursos == todo @) ( Tipo == 1o

FAVORITOS Mostrando de 1a 57 de 57 registros. [] Mostrar tipos ocultos @

55 Todos los recursos D NOMERE + TiFo.

)
) Grupos de recursos g actividad Cuenta de

<> Redes virtuales

gentpool-availabilitySet-33086301 Conjunto ¢

2. The Kubernetes’ cluster must be found.

Microsoft Azure A Buscar recursos, servicios y dof

« Inicio > Todos los recursos
- crearun recurso Todos los recursos
A& Inicio
+Agrsgar ditar columnas 0 Actualizar i Exportar a CSV | [ signar etiquetas [ Eliminar
[ Panel

Filtrar por nombre.. | (" suscripeis

= Todos los servicios ==toda )  Grupaderecursos == todo @) [ Tipo == tado @) [ U

FAVORITOS Mostrando de 12 57 de 57 registros. ] Mostrar tipos ocultos @

Todos los recursos [ ] Momere © TIPO
[i®) Grupes de recursos - vatkup ATTECEIT U NECOVETy Ser
5 Redes virtuales | | 4 con-cLusTer Servicio de Kubemetes

(3 App Senvices & con-rw-001 Firewall

3. From the Kubernetes’ cluster, click on [Activity Log].

L guscor recursos, servicios y documentos (G+/)

® Inicio > Todos las recursos » CCN-CLUSTER - Registro de actividad
~+ crear un recurso Todos los recursos ® X ﬁ CCN-CLUSTER - Registro de actividad
# o .
o agregar wer Mis 8 editar columnas &) Actualizar |1 exportar a Centro de eventos & Descargarcomo Csv @ Registras 57 Anclar os fifros actusles N Restablecer
[ Panel
= Todos s senidios i x 4 Conlusiones ripidns
FRvORITOS Wamaks + Suscrpeion : G A intenalo e tamps - Gitimas 6 horas Gravecad del varta < Todos | Grupo de recursos - CCN-RG-KUBERNETES @
Todes los recussos - sacnay o <t a s Control e scceso M) Rece CNCLSTER ©) (g Agregar e
@) Grupos de recurscs CON-CLUSTER st Etiquetas R
o o con-pw-om
redesusles = Comfiguracién [rrr——, wwoo o MASCADE TR SUSCRPCION evero iAo sox
@ o conp2 .
{2 app services = E Grupos de nodos (ista previa) I
[ p——— No hay resultados para mastras

% Aphcacion de funciones O actualizar

4. From this panel you can filter the logs. For example, in [Resource] select the
cluster.

& BT S e e S _

«  Inicio > Todos los recursos > CCN-CLUSTER - Registro de actividad
—+ crear un recurso Todos los recursos « X ﬂ CCN-CLUSTER - Registro de actividad
Servicio de Kubsrnstes
& Inicio «
== agregar EEERVES | B Buscar (Ctri+A) ‘ =2 editar columnas §) Actuslizar 1) Exportar 2 Centro de eventos

& renel
o8 s e Filtrar por nombre.. | & Informacién general |P Buscar x | ¢ Condlusiy

FAVORITOS NOMBRE * & registro de actividad (| Suscripcién : CCN-STIC823 ) [ Intenvalo de tiempo : Ditimas 2 semana

- — & ~ \

Todos los recursos - oacKup ~ il Control de acces (IAM) | Recurse : CCN-RG-KUBERNETES-vnet @ | T Agregarfitrs )

() Grupos de recursos A con-cLusTer T & Eriquetas e

5. The search results are displayed.
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£ (e Sl ()

«  Inicio » Todos los recursos » CCN-CLUSTER - Registro de actividad
H- crear un recurso Todos los recursos « X ﬁ‘ CCN-CLUSTER - Registro de actividad
Sarao o Kubsmates
& Inicio «
=+ Agregar - Mas == Editer columnas &) Actualizar  |B] Exportar a Centro de eventos - Descargar como €SV f® Regil

= Panel
S a——— [ Fittrar por nambre.. | Informacien general [o_Buscar % | Conclusiones rapidas

FAVORITOS NOMERE © & Registro de actividad ) suscripeion : CCN-STIC823 ) |(( Intenvalo de tiempo : Ultimas 2 semanas || Gravedad del evento : Todos

- . ° B N

Todos los recursos - pacrup A sl Control de acceso (IAM) [ Recurso : CCN-RG-KUBERNETES-vnet @ )| Fy Agregar filtro )
e % CCN-CLUSTER & Etiquetas
) Grupos de recursos q 45 elementos, o
&> Redes virtuales & covrwoon Configuracion

NOMBRE DE LA OPERACION ESTADO TIEMPO MARCA DE TIE... SUSCRIPCIGN
= CCN-IP-2 —
&0 App Services E Z= Grupos de nodos (vista previa) -
s Action taken s a result of Azure Policy eve Comecto  Hace 7horas  Wed Sep 25.. CCN-STICJE23

" plicacién de funciones 58 convierusuic

|: SQL Database e CCN-NSG-Backend

e CCN-NsG1

© Actualizar
” & Action taken as a result of Azure Policy evi Correcto  Hace 7 horas  Wed Sep 25.. CCN-STIC[g23
s

Escalar

4 Action taken as a result of Azure Policy evi Corecto  Hace 7 horas  Wed Sep 25.. CCN-STiC[g23
? Azure Cosmos DB Redes

12

6. In addition, a search can be customized from the Workspace. To do so, click on
[log].

[—— P e e e ]

« Inicio > CCN-CLUSTER - Registro de actividad
—+ crearun recurso ﬂ CCN-CLUSTER - Registro de actividad
Servicio de Kubemnetes

A Inicio « i
ditar columnas  {) Actualizar 1] Exportar a Centro de eventos L Descargar como CSV 57 Anclar los filtros actuale:
(& panel
| e # Informacién general [p Buscar x | % Conclusiones répidas
FAVORITOS H Registro de actividad { Suscripcion : @< ® 88 ) ( Intervalo de tiempo : Ultimas 6 horas | [ Gravedad del evento : Tados ) ( Grupo de recursos : CCN-RG-KUBERN|
.
Todos los recursos za Control de acceso (1AM) 0 elementos,
& Etiquetas . .
(%) Grupos de recursos # =i NOMBRE DE LA OPERACION oo Tiemeo MARCA DETIE... SUSCRIFCION
<> Redes virtuales C

7. You can execute the following query to see all users who performed an action
on Kubernetes.
Copy the content and click on execute.

o0

let startTimestamp = ago(1d);
let ContainerIDs = KubePodInventory

| where TimeGenerated > startTimestamp

H OH FH H*

where Clusterld =~ "/subscriptions/965c¢7398-06c7-4edf-87ee-
35744843942b/resourceGroups/CCN-RG-
KUBERNETES/providers/Microsoft.ContainerService/managedClusters/CCN-CLUSTER"

| distinct ContainerID;

ContainerLog

| where ContainerID in (ContainerIDs)

| project LogEntrySource, LogEntry, TimeGenerated, Computer, Image, Name, ContainerID

| order by TimeGenerated desc

#
#
#
#
#
#

| 1imit 200

icrosoft Azure P Buscar recursos, servicios y documentos (G+/) B

« Inicio > Servicios de Kubernetes > CCN-CLUSTER - Registros
M CCN-CLUSTER - Registros

Servicio d Kubernetes

& Inicio «
. Orvencons -+ ] D sy contgurasen
Panel

—+ crear unrecurso

B oEEeTee s # Informacién general DefaultWorkspace-965c7398-06c... 35 Intervalo de tiempo : Establecer en laco... | Guardar @ Copiar [ £
FAVORITOS H Registro de actividad Eoquema i ¢ let startTimestamp - ago(1d);
. Esquema let ContainerIDs - KubePodInventory
Fodns| c T OS] = Control de acceso (IAM)

| where TimeGenerated > startTimestamp

® # Etiquet: Filrar por nombre o tp | uhere ClusterId =~ "/subscriptions/965c7398-86c7-4edf-87ee-35744843042b/ resourceGroups/CCN-RG
@) Grupos de recursos. iquetas . | distinct ContainerID;

Contraertodo ~ COMtainerlog

> Redes virtuales Configuracién - | where ContainerID in (ContainerIDs)
= Activo | project LogEntrysource, LogEntry, TimeGenerated, Computer, Image, Name, ContainerID
(50 app serices Grupos de nodos (vista previa) | order by TimeGenerated desc

~ [ DefaultWorkspace-965c73... ¢ | limit 200
<% Functi

RN O Actualizar » Containerinsights

SQL Database 2 escaler » Loghtanagement Completado
& Azure Cosmos DB & Redes » ¢ Funciones B | GRAFICO
K Maquinas virtusles £ Devspace Areas de trabajo favoritas
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Note: For more information about the user activity log in Azure. See section [3.1.2.1 User
Activity Log] of the [CCN-STIC-884A - Azure Secure Configuration Guide] guide.

3.1.3.2 Protection of cryptographic keys

To improve security and compliance of virtual machines, virtual disks must be
encrypted in Azure. Disks are encrypted using cryptographic keys that are protected
in Azure Key Vault. This can be applied to Kubernetes virtual disks as well as any
other Tenant disk.

In this first step, an Azure Key Vault must be created to store the cryptographic
keys. In Azure Key Vault you can store keys, secrets or passwords that allow the
secure deployment in applications and services.

For virtual disk encryption, create an Azure Key Vault storage to store a
cryptographic key that is used to encrypt or decrypt the virtual disks.

1.

From the PowerShell module create a cryptographic key in Azure Key Vault.

HOFH FHF H

$rgName = "myResourceGroup"

$location = "North Europe"

Register-AzResourceProvider -ProviderNamespace "Microsoft.KeyVault

New-AzResourceGroup -Location $location -Name $rgName

The Azure Key Vault containing the cryptographic keys and associated processing
resources, such as storage and the virtual machine itself, must be in the same

region.

2. An Azure Key Vault instance must be created with New-AzKeyVault and enable
Key Vault for use it with the disk encryption.

#  $keyVaultName = "myKeyVault$(Get-Random)"

#  New-AzKeyVault -Location $location °

# -ResourceGroupName $rgName

# -VaultName $keyVaultName

# -EnabledForDiskEncryption

3. You must have access to request the cryptographic keys when the virtual

machine boots up to decrypt the virtual disks. To do this, create a cryptographic
key in the Key Vault instance with Add-AzureKeyVaultKey.
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#  Add-AzKeyVaultKey -VaultName $keyVaultName

# -Name "myKey" 'n

# -Destination "Software"

Encryption of a virtual machine

1. The virtual machine must be encrypted with Set-AzVMDiskEncryptionExtension
through the Azure Key Vault.

PowerShell Console

$keyVault = Get-AzKeyVault -VaultName $keyVaultName -ResourceGroupName $rgName;
$diskEncryptionKeyVaultUrl = $keyVault.VaultUri;
$keyvaultResourceId = $keyvVault.ResourcelId;

$keyEncryptionKeyUrl = (Get-AzKeyVaultKey -VaultName $keyVaultName -Name myKey).Key.kid;

Set-AzVMDiskEncryptionExtension -ResourceGroupName $rgName ~
-VMName "myVvM" °
-DiskEncryptionKeyVaultUrl $diskEncryptionKeyVaulturl °
-DiskEncryptionKeyVaultId $keyVaultResourceId ~

-KeyEncryptionKeyUrl $keyEncryptionKeyUrl °

HOHF OH H= H FH H H H FH H*

-KeyEncryptionKeyVaultId $keyVaultResourceld

Note: The virtual machine is restarted during the process.

2. After the encryption process is completed and the virtual machine is restarted,
check the status of the encryption with the following PowerShell command
Get-AzVmDiskEncryptionStatus.

# Get-AzVmDiskEncryptionStatus -ResourceGroupName $rgName -VMName
"myVM

Note: The same configuration can be applied on Linux servers. To do this, follow the steps in
this link:

https://docs.microsoft.com/es-es/azure/virtual-machines/linux/encrypt-disks

Note: For more information on Azure Key Vault see section [3.2.2.2 Encryption] of the [CCN-
STIC-884A - Azure Secure Configuration Guide] guide.

3.1.4 Continuity of service

3.1.4.1 Continuity plan

As clusters in Azure Kubernetes Service (AKS) are managed, application uptime
becomes important.

Kubernetes provides high availability by using several nodes in one availability set.
But these multiple nodes do not protect the system from a regional error.

The application can be implemented in several AKS clusters in different regions.

There are two services:
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e Availability by AKS region: You can choose regions near the users. AKS is
continually expanding into new regions.

e Azure Paired Regions: For the geographical area, you can choose two regions
that are paired with each other. Paired regions coordinate platform updates
and prioritize recovery efforts when necessary.

Note: For more information on the continuity plan, see section [3.1.4 Continuity Plan] of the
[CCN-STIC-884A - Azure Secure Configuration Guide] guide.

3.1.5 System monitoring

3.1.5.1 Intrusion detection

To maintain the protected environment, suspicious users should be blocked from
logging in. You need to create a new authentication policy.

Note: For more information on Intrusion Detection see section [3.1.6.1 Intrusion Detection]
of the [CCN-STIC-884A - Azure Secure Configuration Guide] guide.
3.1.5.2 Metric system

To obtain performance metrics and control of Kubernetes’ containers, a new
workspace must be created in Log Analytics.

The ability to monitor performance is based on a Log Analytics agent in containers
for Linux, developed specifically for Azure Monitor. This specialized agent collects
performance and event data from all the nodes in the cluster, and the agent is
automatically implemented and logged in the Log Analytics workspace.

Note: For more information on log analytics see section [3.1.2.2 Protection of Activity
Records] of the [CCN-STIC-884A - Azure Secure Configuration Guide] guide.

To view Kubernetes' metrics follow the steps below:

1. From Azure's portal search engine search for Monitor.
2. Click on [Containers].

nicio > Monitor - Informacin general
“) Monitor - Informacion general
> wrouoh

‘ — ] Novedades _iniroducdn Tutorisesy demostraciones

* Informacién general

B Registo de ctividad
Alertas

il Métricas

® Registros

@ Service Health

B Ubros (vista previa)

Condlusiones

@ Apicaciones

@ Maquinas virtuales (versién

& Cuentas de almacenamient

B red

e Més

Supervisar las aplicaciones y la infraestructura

Obtenga visibilidad de la pila completa, busque y corrija problemas, of

comprenda el comportamiento del cliente desde el mismo sitio.

ML I o]

Supervisar y visualizar métricas

tizadas de
n los desencadenadores de

y e rendimiento de sus sistemas.

ayudan con l solucién de problemas y las
visualizaciones.

métricas o registros.

> Inicios rapidos

3. All the existing clusters are displayed with an overview of each one, for more

information select the cluster to see its monitoring.
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Inicic > Monitor - Contenedores

&ilp Monitor - Contenedores
« O oaculizr | [[B comeatarios -

3 Informacién general -
Resumen de estado del clister

@ Registro de actividad
1 0o 04 0o 12 0

. Total  Ciicl  Waming  Unknown  Heslthy  Non-monitored
i Méticas

® Regit i .
5t Clisteres supervisados (1) Clisteres no supervisados (0) Forums [} s informacion [
% Service Health

& Ubros (vista previa)

Canclusiones

fausTER  veRsion EsTaDo T wooos PODS DEL USUARID POOS DFLS!

1145 @ tesmny [ @i @z

@ Aplicaciones

B ndquinas vintusles (versin

& Cuentas de almacenamient

& Contenedores

4. Once inside the cluster the metrics are divided into several fields:

Cluster: General cluster metrics, such as CPU, RAM of the nodes, number of
nodes in the cluster and number of active pods.

@ CEMN UBERM - Comcusianss

i 1

T s e e e | e o |

(bl e [ Pl P P

Nodes: It shows metrics of each node and of the processes that are being
executed. To display the processes of a node, you only have to click on the
node you want to display.

@ CCN-KUBERM - Conclusiones
T Sevico oo Kubametes

1€ O Actualizar | & Ver todos los clisteres [A comentsrios ~

@ Informacién general nteralo de tiempo = Last 30 days | | "y Agregar filtro

H registro de actividad
Clister Nodos  Controladores  Contenedores

2l Control de acceso (1AM)

’ Mitrics: | Uso de CPU (millares de nucleas) ¥ Min. | Prom. 50 90 | 95 | Max
& Etiquetas

Configuracién
E Grupos de nodos (vista previ) NOMBRE ESTADD  PORCEN. 4 MAX. CONTENEDORES  TIEMFO DE... CONTROLADOR TENDENCIA FORCENTAJE MAXIMO (1...
li
9 actualizer » B sks-agentpool-3327535... @) Acept.. 37T% 735 millares... 2 21 horas
1 Escalar
» W sks-agentpool-3327535. @ Acept.. 25% 234 millares... 22 21 horas
& Redes
» B sks-agentpool-3327535.. @) Acept. 22% 430 millsres... 21 21 horas
#a DevSpaces
@ Centro de implementacian (ver... > B sks-agentooot 3327535 @ 0ese.. - . "
G Directivas (vista previa) » B sks-agentpool-3327535.. @ Desc.. - - 15
11t Propiedades » B8 aks-agentpool-3327535.. @ Dese.. - - 2
& Bioquecs » B sks-agentponl-2327535.. @ Desc.. - - 15
B2 Exportar plantilla
Pt » B virtualnode-sciiowe @) Acept -

Supervision

®? Conclusiones

Controllers: As with the nodes, you can see the metrics of the Kubernetes
controllers.

If you click on the button View live data, in case you are executing any
operation, the information will be displayed immediately, in real time.
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«

# Informacién general -

& Registro de actividsd
s Control de acceso (IAM)

& Etiquetas

Configuracién

Pa—— U Actualizar

enedores > CCN-KUBERM - Conclusiones

ERM - Conclusicnes

imtsrvalo 44 fempa = Last & haurs

Claster  Nodos  Controladores  Contenedores Forums

i v todos les clisteres [Z comentarios ~

¢ Agragar fitro B view worktooks v ” ‘ omsagent
[« "

2 mis informacién [F)

Metrica: | Usa de CPU [millares de nucleas) ¥ Min. | Prom. | 50| 90| 95 | M.

Nombre del controlador

WomgRE £staD0 .l MAX  CONIE. REM.. TEM.. MODO TENDENCIA PORCENTAJE MAXING (1
- omsagent
E Grupos de nodos (vista pre...
+ @ omsagent (Daem... 3@ 3%  S8mi. 3 L] 3 dias Espacio de nombres
O Actuslizar kube-system
- + @ omsagentrs-659.. 1@ 7% 1imi 3 di
Escalar Tipo de controlador
B Redes + @ wnelront 75T 1@ 6% 6. 1 a Daemonset
£ DevSpaces > @ mersmssi. 1@ = Amil 1 ai Nimero de pods
3
@ Centro dei @ 1] 0% 06 3diss
R Nimero de contenedores
(& Directivas (vista previal » @ kube-progy Ose.. 3@ 03% Smil. 3 3diss - 3
UI! Propiedades ol
+ @ coredns-745c571d.. 3@ 0% amil. 3 o 3des - Hombre del servicio
@ Blogueos
g asa-ag- 3@ 0% 08m- 3 3 dias
B Exportar plantilla
+ @ ac-connector-in.. 1@ 02% 3 mill. 1 3dias - -

Containers: Shows which containers are executing, which container image
they are executing and where the containers are executing.

@ CCN-KUBERM - Conclusiones
€ U acusliza | ver todos los disteres 2 comentarcs -
# Informacion general - Intarvaio de vempo = Last 6 hours | | *y Agragar fitro B view workbooks v
B Registro de actividad N
Clister Nodos Confroladores  Contemedores ~ foums e n[2
i Control de acceso (JAM) _—
M m —— Min. | Prom 0| o5 | m
# criquetas =
Configuracion oo romcwi. mAx oo oo REMSCL. i TIEMPODE. TENDENCIA PORCENTAJE MAXIMO (1.
E Grupos de nodos [vista pre. N
Q Acep &% 3diss
O Actualizar
@ aczo % 300
& Escalar
2 [T e 3
& DevSpaces @ 2 e 3
@ Centro de implementacion ( © e ~ 3o
= Directivas (vista previa) © 2 - .
I} Propiedades
© 2es: 195
& Blogueos
[ &% 3o
B Exportar plantills
e 3a
Superision
§ s % 3o
® Conclusiones =
il Métrica (vista previa) - L4

3.2 PROTECTIVE MEASURES

3.2.1 Protection of communications

3.2.1.1 Network Segregation

With Azure Container Networking Interface (CNI) each pod gets an IP address from
the subnet, being able to access it directly. In this way we avoid the translation of
network addresses that is performed with classic networks.

This addressing must be unique and requires planification, as there is a possibility of
running out of IP addresses as applications grow.

Requirements

e The virtual network of the cluster must allow outgoing connectivity to the
Internet.

e You cannot create more than one cluster per subnet.

e C(Clusters cannot use address ranges 169.254.0.0/16, 172.31.0.0/16,

172.30.0.0/16, 192.0.2.0/24
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e The service entity used by the cluster must have network contributor
permissions.

"Microsoft.Network/virtualNetworks/subnets/join/action"

"Microsoft.Network/virtualNetworks/subnets/read"
CNI network deployment

When deploying the network, the number of pods to be executed must be taken
into account, as well as the number of nodes (maximum) that the cluster can have,
since an IP address of the network is assigned to both the nodes and the pods.

The following parameters are required for deployment.

e Virtual Networking

e Subnet

e Kubernetes service address range: Set of IP addresses that Kubernetes
assigns to internal services in the cluster.

You mustn't:
o Be within the IP address range of the cluster's virtual network.
o Overlap with any other virtual network.
o Overlay with no local IP address.
o Be within the ranges 169.254.0.0/16, 172.30.0.0/16, 172.31.0.0/16

and 192.0.2.0/24

e Kubernetes DNS Service IP Address: The IP address of the cluster's DNS
service. This address must be within the address range of the Kubernetes
service. Do not use the first IP address in the address range. The first address
of the subnet range is used for the address
kubernetes.default.svc.cluster.local.

e Docker Bridge Address: The Docker bridge network address represents the

default docker0 bridge network address present in all Docker installations.
While docker0 bridge is not used by AKS clusters or the pods themselves,
you must set this address to continue to support scenarios such as docker
build within the AKS cluster.
It is required to select a CIDR for the Docker bridge network address because
otherwise Docker will pick a subnet automatically which could conflict with
other CIDRs. You must pick an address space that does not collide with the
rest of the CIDRs on your networks, including the cluster's service CIDR and
pod CIDR.
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Limitations

Azure Resource

Limit

Virtual Network

The size can be up to /8, limited to
65536 IP addresses.

Subnet

It must be large enough to
accommodate nodes, pods and all
Kubernetes and Azure resources that can
be provisioned on the cluster, within the
limits of the Virtual Network.

Kubernetes address range

This range must not be used by any
network element in this virtual network
or connected to it. The CIDR of the
service address must be less than /12.

Kubernetes DNS service IP address

IP address of the Kubernetes service
address range to be used in cluster
service detection. Do not use the first IP
address in the address range, such as .1.
The first address of the subnet range is
used for the address
kubernetes.default.svc.cluster.local.

Docker's bridge address

The Docker bridge network address
represents the default dockerO bridge
network address present in all Docker
installations. While docker0 bridge is not
used by AKS clusters or the pods
themselves, you must set this address to
continue to support scenarios such
as docker build within the AKS cluster.

3.2.1.2 Secure perimeter

AKS clusters have unlimited outbound Internet access. This level of network access
allows the nodes and services it executes to access external resources as needed. As
a recommendation, outbound traffic should be restricted, access to a limited
number of ports and addresses is necessary to keep the cluster in good condition.

Then perform the following steps.

1. Click on [resource group] in the Azure’s portal.
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Microsoft Azure

« Inicio > Grupos de recursos
+ Crear un recurso
A& Inicio
[E Panel

Grupos de recursos
P

+Agregar Editar columnas 0 Actualizar i Exportar a CSV ‘ & asi

Suscripciones: =

= Todos los sel

Filtrar por nombre...

12 elementos

[ womere

Todos los recursos 1

&) Grupos de recursos

4+> Redes virtuales

CCN-RG-CloudShell
- CCN-RG-KEYV
(& App Services

. N - CCN-RG-KUBERNETES
<¥> Aplicacion de funciones

CCN-RG-NSGs

SQL Database

. CCN-RG-5QL
&7 Azure Cosmos DB

L . CCN-RG-VMs
ﬂ Maquinas virtuales

R CCN-RG-VNETS
@ Equilibradores de carga

B CCN-RG-VPN
E Cuentas de almacenamiento

R R cloud-shell-storage-westeurope
@ Azure Active Directory

)
)
)
)
)
)
)
)
)
)

Qg
W
02
Qg
02
Qg
0g
02
Qg
W

= DefaultResourceGroup-NEU
(3 Monitor P

’ Asesar |

G Security Center

(] MC_CCN-RG-KUBERNETES_CCN-CLUSTER northeurope

G

)

] NetworkWatcherRG

2. Click on the Kubernetes network security resources group.

£ Buscar recursos, servicios y documentas (G+/)

& Inicio > Grupos de recursas > MC_CON-RG-KUBERNETES_CON-CLUSTER northeurope

—+ Crear un recurso Grupos de recursos « X [ ] MC_CCN-RG-KUBERNETES_CCN-CLUSTER northeurope
w23 o agregar T <] o accoumnss W Giminar grupo d
3 e [

_ Fillror por nombre Suscripeion (cambiar)

= Todos los senvicios 1€ informacién general

d. de suscripcion 965C7308-08c7-ded-B7ee- 3574454

favonnos 7] mowese B Registro de actvidad

N Etiquetas (cambian)  : | kubemetes : Produccion
i Control de acceso IAM)

Todos los recursos () cen-RG-Cloudshell

] Grupos de recursos () con-RG-KEVY # stiquetas

4> Redes virtuales (i) CCN-RG KUBERNETES Eventos Filtrar poe nombre. Tedor los tipes
& App Services () con-RG-NSGs Configuracion 11 wlementos || Mestrar tipos ocultos @

<F> Aplicacién de funciones CCh-RG-SQL & Inicio rapigo [ wossee

B saL Database @) CCN-RG-VMs @ Costos de los recursos 1 agentpool-avallabilitySet- 13086301

& kaure Cosmos DB () con-RG-VNETS s Implementaciones I sks-agentpool-33085301-0

E3 nsquinas viruales () cen-rRG-veN Directivas 8 ks-agentpool-33086301-0_04Disk_1_c600CTe3.

<& equiibradores de carga () cloud-shell-storage-westeur.

Fropiedades I aks-agentpool 330863011

=

[ Cuentas de @

U & eoqueos £ aks-agentpool-33085301-1 OsDisk_1_fbe47815—

@b saure Active Directory Il aks-agentpool 330853012

S Monitor
B nsesor
O security Center
© administracion de costos

3 ayuda y soporte téenice

(§%) MC_CCN-RG-KUBERNETES C- * | B exportar plantill

(@] MetworkWatcherRG

Supervision

@ Conclusiones (versién preliminar)

B nlertas

B configuracién de diagnéstico

W0 aks-agentpool-13086301-nsg

&8 sks-agentpool-33086301-2_OsDisk_1_e567e2d6.
[ ss-agentpooi-a30ss201-nic-0

B == agentpool-23006301-nic-1

2]

B s¥s-agentpool-33086301-n

3. Click on [Secure Exit rules].
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Microsoft Azure

—+ crearunrecursa

FavoRITos

Todos los recursos
) Grupes de recursas
@9 Redes virtuales

3 App Senvces

@ Administracién de costos ..

2 Ayuda y soporte técnico

Inicio > Grupos de recursos > MC_CCN-RG-KUBERNETES_CCN-CLUSTER northeurope > aks-agentpool-33086301-nsg

P Buscar recursos,

servicios y documentos (G+/)

e aks-agentpool-33086301-nsg

Grupo e seguridad de red

E registro de actividad
& Control de acceso 1AM)

& Etiquetas

XK Diagnosticar y solucionar probl...

Configuracién

Registro de flujos de NSG

& Inicio « _
=> Mover @ Eliminar ) Actualizar
(& panel
. Grupo de recursos. : MC_CCN-RG-KUBERNETES_CCN-CLUSTER_northeurope
+= Todos los senvicios @ Informacién general
Ubicacién  North Europe

Suscripcion (cambiar)

Id. de suscripcién : 965CT398-06c7-4edl-87ee-35744843042b

Etiquetzs (cambiar) : Haga dlic aqui para agregar etiquetas.

Reglas de sequridad de entrada

<> aplicacién de funciones * Reglas de seguridad de entrada PRIORIDAD NowmERE FuERTo
SQL Database . Reglas de seguridad de salida 65000 AllowVnetinBound Cualquiera

& Azure Cosmos DB B interfaces de red 65001 AllowazureLoadBalancerinBound Cualquiera

Maquinas virtuales <

o Subredes 65500 DenyAllinBound Cualquiera

&P equilibradores de carga 11} propiedades

O et & soaseos Reglas de sequridad de salida

@ Azure Active Directory B exportar plentile PRIORIDAD Nomsse pueRTo

@

@ Monitor i
] Supension 65000 AllowvnetoutBound Cualquiera

R Asesor Configuracion de disgnéstico 65001 AllowinternetOutBound Cualquiera
O security Center 3

#® Registros 65500 DenyAlloutBound Cualquiera

4. Click on [add].

Microsoft Azure P Buscar recursos, servicios y doj

Inicio > Grupos de recursos > MC_CCN-RG-KUBERNETES_CCN-CLUSTER northeurope > aks-agentpool-330263

«

+ Crear un recurso

1 aks-agentpool-33086301-nsg - Reglas de seguridad de salida

= Grupo de sequridad de red

# Inicio «
‘P Buscar (Ctri+/) ‘ + Agregar | & Reglas predeterminadas
& panel - -
4 s e o CTEEs @ Informacién general FRIORIDAD NOMERE
Registro de actividad
TOIETS B Registro de activida 65000 AllowVnetoutBound
.
M Control de acceso (JAM)
Todos los recursos 65001 Allowinternetout8ound
@] Grupos de recursos & Etiquetas
65500 DenyAlloutBound
&> Redes virtuales K Diagnosticar y solucionar prebl...
(& App services Configuracién

<7 Aplicacion de funciones Y Reglas de seguridad de entrada

SQL Database

Reglas de seguridad de salida [

Note: Azure creates the rules 65000, 65501 and 65500 by default in each network
security group.

Then add the recommended output ports for Kubernetes.
5. Click on [add].

A Buscar ry

Microsoft Azure

Inicio > Grupos de recursos > MC_CCN-RG-KUBERNETES_CCN-CLUSTER_northeurope > aks-agg

+ crear un recurso 1 aks-agentpool-33086301-nsg - Reglas de seguridad de salida

—— Grupo de seguridad de red

M Inicio «
= | O Buscar (Ctri+/) ‘ == Agregar | & Reglas predeterminadas
Panel

83 Trils S ooaeas @ Informacién general PRIORIDAD NOMBRE

6. Add the following ports.

e TCP port443

e TCP 9000 port and TCP 22 port for the pod at the front of the tunnel to
communicate with the tunnel end on the API server.

National Cryptologic Centre




CCN-STIC-884B Secure Configuration Guide for Azure Kubernetes Services

e Agregar regla de seguridad de salida

sks-3gentpool-33036301-nsg

J’ Basica

* Origen @

[[Any v

* Intervalos de puertos de origen @

* Destino @
[[any v

* Intervalos de puertos de destine @
[43 ]

* Protocolo
(" any TCP uDP Iove )

* Accidn
D o)

* Prioridad @
[0 V]

* Nombre
[422 ]

Descripcion

At the end, the new rules will appear.

o2 S O A S
« Inicio > Grupos de recursos > MC_CCN-RG-KUBERNETES_CCN-CLUSTER northeurope > aks-agentpool-33086301-nsg - Reglas de seguridad de s:
—+ crear unrecurse 1 aks-agentpool-33086301-nsg - Reglas de seguridad de salida
—  Grupo de seguridad de red
A Inicio «
= Agregar & Reglas predeterminadas
[ panel
= Todos los servicios @ Informacién general PRIORIDAD NOMERE FUERTO
FAVORITOS & Registra de actividad 100 s .
.
w Control de acceso (IAM)
Todos los recursos 110 2000 9000
() Grupos de recursos # Etiquetas
120 22 22
49 Redes virtuales K Diagnosticar y solucionar probl...

Note: For more information on NSG rules see section [3.2.1.2 Secure Perimeter] of the [CCN-
STIC-884A - Azure Secure Configuration Guide] guide.

Application Gateway

For connection to kubernetes clusters it is recommended to not expose the
connectivity of AKS nodes. To do this, it is recommended to create an application
gateway from an administration network.

Most operations in AKS can be performed with Azure's management tools or using
the Kubernetes API server.

The nodes would be connected to a private network and to connect to them or to
perform maintenance tasks must be done from a jump host in a management
network.

Here is a graph of the architecture:
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At the same time, in order to connect to the administration network, it is advisable
to create a VPN connection and control the access with network security groups
(NSG).

Perform the following steps to configure the gateway (once the AKS cluster and the
management network have been created):

1. Create the VPN with the management network.
2. Protect communications with a network security group.
3. Perform a peering between the administration network and the node network.

Note: For more information on congifuring a network, see section [3.2.1.1 Network
Segregation] of the [CCN-STIC-884A - Azure Secure Configuration Guide].

Note: For more information on network security groups, see section [3.2.1.2 Secure
Perimeter] of the [CCN-STIC-884A - Azure Secure Configuration Guide].

Note: For more information on creating a VPN, see section [3.2.1.3 Protecting Privacy] in
the [CCN-STIC-884A - Azure Secure Configuration Guide].

Network Policies

By default, all the pods in an AKS cluster can send and receive traffic without
limitations. To improve security, you can define rules that control the flow of traffic.

You can see the network policies in action by creating and expanding a policy that
defines the traffic flow for:

e Deny all the traffic to the pod.
o Allow the traffic based on pod tags
e Allow the traffic by name space

It is recommended to follow the instructions on this link:
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https://docs.microsoft.com/es-es/azure/aks/use-network-policies
3.2.2 Protection of information

3.2.2.1 Rating of information

Applying labels to Azure's resources facilitates the organization of Kubernetes'
services. Each label consists of a name and a pair of values.

Labels allow you to retrieve related resources that are in different resource groups.
This approach can be useful if you need to organize resources for management.

« Inicio > Servicios de Kubernetes > CCN-CLUSTER
- crear un recurso Servicios de Kubernetes « X p= CCN-CLUSTER
e ubernetes
M Inicio « _ .
=+ Agregar =er Més = Mover @ Eliminar  {) Actualizar
[E panel
_ Filtrar por nombre.. . Grupo de recursos... : CCN-RG-KUBERNETES
g Estado  Succeeded
NOMERE Registro de actividad
FAVORITOS U J Ubicacion : North Europe
o
Todos los recursos 28 CON-CLUSTER sk Control de acceso (1AM) Suseripcion (cambiar)
(@) Grupos de recursos # Etiquetas 1d. de suscripcién | e L e e TS
2 Redes virtuales Configuracién Etiquetas (cambian) * kubernetes : Produccion
(& App Services . Grupos de nados (vista previa)
<> Aplicacién de funciones O Actualizar
SOL Database 4 Escalar @ Contenedores de Monitor
= Obtener informacion de estado y de rendimiento
& Azure Cosmos DB 2
& Redes Ir a los detalles de Azure Monitor
i = BV rtal 2

Note: For more information on labels, see section [3.2.2.1 Qualification of Information] of
the [CCN-STIC-884A - Azure Secure Configuration Guide].

3.2.2.2 Backup

Azure Backup organizes the backups of the machines and manages the
configuration of the restoration procedures. It also has two ways of backing up data
for operational recovery.

The Azure Backup service executes in the cloud and maintains recovery points,
enforces policy compliance, and allows to manage the application and the data
protection.

Note: For more information on Azure Backup, see section [3.2.2.3 Backup] of the [CCN-STIC-
884A - Azure Secure Configuration Guide].

4. GLOSSARY AND ABBREVIATIONS

4.1 GLOSSARY AND ABBREVIATIONS

The following describes several security terms, acronyms and abbreviations used in

this guide:
Term Definition
Cluster These are physical or virtual resources, and storage

resources used by Kubernetes where pods are deployed,
managed and replicated. Kubernetes can be used in
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Pods

Replication
Controllers

Services

FQDN

Labels

National Cryptologic Centre

different systems such as: Windows Azure, Debian, Ubuntu,
RedaHat, among others.

They are the smallest unit comprising one or more Docker
containers operating under one unit. In many cases a Pod
consists of a single container, but its ability to hold several
containers in close proximity to each other is a very powerful
feature of Kubernetes.

They manage the life cycle of the pod, ensuring that the
number of automatic replicas of the pod are executing,
creating and destroying the pods, as required.

The services allow access to the containers with a unique
DNS name and stable IP addresses.

An FQDN (fully qualified domain name) is a name that
includes the name of the server and the domain name
associated to that computer.

They are fundamental and are used to organize and select a
group of objects in pairs of the type key:value. They help to
get the lists of the servers where the traffic should go.
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5. SUMMARY TABLE OF SECURITY MEASURES

The following is a summary table of configurations to be applied for the protection of the service, where the organization will be able
to evaluate which measures of the proposals are fulfilled.

ENS Configuration Status
Control

op Operational Framework

op.acc Access Control

op.acc.1 Identification
For the correct management of AKS, Azure Active directory accounts and It applies: It complies:
groups have been configured.
Section [3.1.1 Identification] the of [CCN-STIC-884A - Azure Secure ] Yes [ No [0 Yes [ No
Configuration Guide] guide has been consulted.

Evidence collected: Comments:
[0 VYes [0 No

op.acc.2 Entry Requirements
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op.acc.3

National

Secure Configuration Guide for Azure Kubernetes Services

The access requirement has been configured according to sections 3.1.2.4 It applies:
"Local access" and "3.1.2.5

] VYes [J No

Evidence collected:

O Yes [ No

Segregation of functions and tasks
Roles have been designed, created and applied to user groups. At least the It applies:

Administrator and user roles for cluster, storage and networking should

be applied.
O Yes [ No

Evidence collected:

O Yes [ No

Cryptological Centre

It applies:

] Yes

Comments:

It complies:

[0 Yes

Comments:

[J No

[J No
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op.acc.5 Authentication mechanism
Multi-Factor Authentication (MFA) has been enabled on the Tenant. It applies: It complies:
[ VYes ] No O Yes [ No
Evidence collected: Comments:
[0 VYes 1 No
op.acc.5 Authentication mechanism
A Multi-Factor Authentication policy has been created for administrators. It applies: It complies
[0 VYes [ No [0 Yes [ No
Evidence collected: Comments:
[ VYes [0 No
op.acc.6 Local access
Conditional access has been configured. Taking into account a source IP It applies: It applies:

address/devices among others.

[0 VYes [ No O Yes [ No
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Evidence collected: Comments:
O Yes [ No
op.acc.6 Remote Access
The conditional access policy was enabled by delimiting geographical It applies: It applies:

areas and IPS ranges for remote accesses.

[0 VYes [J No O Yes [ No

It applies: Comments:
O VYes 1 No
op.exp Exploitation
op.exp. 8 Recording user activity
It has been verified that the Audit log is activated and capturing events. It applies: It complies:

[0 VYes ] No O Yes [ No

Evidence collected: Comments:

O VYes 0 No
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op.exp. 10

Op-exp.11

Op.cont.2
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Protection of activity logs

The user activity log has been enabled.

See section [3.1.2.1 User Activity Log] of the [CCN-STIC-884A - Azure Secure
Configuration Guide] guide.

Protection of cryptographic keys

The Key Vault has been configured, limiting access to administrative users
only. Following the instructions of the guide CCN-STIC-884A Safe
configuration for Azure, section. 3.2.2.2 Encryption

Continuity plan

Azure Site Recovery has been configured replicating the virtual machines
and database in order to create a recovery plan.

Cryptological Centre

It applies:

O VYes [0 No

Evidence collected:

O VYes [ No
It applies:
[ VYes [ No

Evidence collected:

[ VYes [ No
It applies:
O VYes [0 No

It complies:

] Yes

[ No

Comments:

It complies:

[0 Yes

[J No

Comments:

It complies:

[0 VYes

O
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Evidence collected:

[ VYes [ No
Op.cont.3 Periodic testing
For the virtual machines a failover has been performed. It applies:
O VYes [ No

Evience collected:

O VYes ] No
Op.mon.1 Intrusion detection
Azure monitor and Azure Security Center have been configured following It applies:
the recommendations of the guide CCN-STIC-884A Secure Configuration
for Azure, section. [3.1.6 System Monitoring]
[ VYes [ No

Evidence collected:

[ VYes [ No

Op.mon.2 Metric system

Cryptological Centre
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No

Comments:

It complies:

O Yes [ No

Comments:

It complies:

O Yes [ No

Comments:
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Azure monitor has been configured applying the popular logs and It applies: It applies:
Network Watcher display.

[0 VYes ] No [0 Yes [ No

Evidence collected: Comments:
O VYes [0 No
Mp.com.1 Secure perimeter
The NSG / Azure Firewall deployment has been configured applying the It applies: It complies:

recommended rules for Kubernetes.

[0 VYes [ No O Yes [ No

Evidence collected: Comments:
[0 VYes [0 No
Mp.com.1 Secure perimeter
The application gateway has been configured. It applies: It complies:

O Yes [ No 0 Yes [] No
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Evidence collected: Comments:
O VYes [0 No
Mp.com.2 Protection of confidentiality
High availability VPN services connected to the management vnet have It applies: It complies:
been deployed.
[ VYes [ No [0 Yes [] No
Evidence collected: Comments:
[ VYes [ No
Mp.com.3 Protection of authenticity and integrity
To cover this measure it is necessary to apply the services of: It applies: It complies:
Azure Security Center
Azure Multi-Factor Authentication L1 Yes 1 No O vYes [ No
Azure DDos Protection Evidence collected: Comments:
O VYes [0 No
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Mp.com.4 Network Segregation
The recommendations in section 3.2.1.1 have been configured. It applies: It complies:
[0 VYes ] No O Yes [ No
Evidence collected: Comments:
O VYes 0] No
Mp.info.2 Rating of information
Azure labels have been configured in the installed services. It applies: It complies:
O VYes ] No O Yes [ No
Evidence collected: Comments:
[ VYes [ No
Mp.info.3 Encryption
Encryption has been configured for the nodes in the cluster. It applies: It complies:
[
Yes No Yes No
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Mp.s.8
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] [

Evidence collected:

O VYes [0 No

Backup

A backup plan has been configured for the nodes in the Kubernetes It applies:
cluster.

O VYes ] No

Evidence collected:

] VYes [ No
Protection against denial of service
DDOS have been configured and enabled on all the VNETs. It applies:

[0 VYes [ No

Cryptological Centre

]

Comments:

It complies:

0 Yes [ No

Comments:

It complies:

[0 VYes

[0 No
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