#XIVJORNADASCCNCERT
/

Principios y mitos de la
Innovacion




CoN-cert

centro criptolégica nacional

Luis Suarez

Kaspersky

Luisjavier.Suarez@Kaspersky.com




centro criptolégica nacional




CoN-cert

centro cripto olégico nacional

B 1/EVOLUCION

AT S <y




CoN-cert

centro criptolégico naciona |

/RECONOCIMIENTO







CoN-cert

Las ideas nuevas necesitanapoyo e

H Kaspersky Jd i ©
I u b Innovation Hub ﬂ E:A o P
' 2

Future . Growth
technologies ¢ Center

Kaspersky Open

Innovations D




CoN-cert

centro criptolégica nacional

Polys Voting System

by Kaspersky Innovation Hub
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Cualquiera puede comprar un dron

THE INDEPENDENT
euronews. I Walt Disney World security catches

Four suspects who flew drugs via drone pilot flying illegal drone over closed

GERMANY

Drone sighting causes flight chaos at Frankfurt airport  petween Kra nji and JB nabbed
Qcommzms park
By Alastair Jamieson - last updated: 02/03/2020

The drone was found in the area of the Kranji Reservoir Park carrying a black bag containing around 278 grams of

methamphetamines
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Flights at Frankfurt, home base of Lufthansa, were grounded after a drone was seen




Solution overview

Kaspersky
Antidrone

Provides drone protection
at sites of all sizes

Industrial Airport Public Private
event property
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User footprint cov-cert

83% OF PEOPLE USE THE SAME PASSWORD
FOR MORE THAN ONE ACCOUNT ONLINE

JOHN x JANUARY 28, 2016

Collection #1 : In January 2019, a large collection of credential stuffing lists (combinations of email
addresses and passwords used to hijack accounts on other services) was discovered being distributed on a

I .
. T h a Ve I b e e n W n e d ? popular hacking forum. The data contained almost 2.7 billion records including 773 million unique email
’ [ ] addresses alongside passwords those addresses had used on other breached services. Full details on the
incident and how to search the breached passwords are provided in the blog post The 773 Million Record
"Collection #1" Data Breach.
Check if you have an account that has been compromised in a data breach Compromised data: Email addresses, Passwords

Dropbox: In mid-2012, Dropbox suffered a data breach which exposed the stored credentials of tens of millions
of their customers. In August 2016, they forced password resets for customers they believed may be at risk. A

@ hOtm a | | com large volume of data totalling over 68 million records was subsequently traded online and included email
. addresses and salted hashes of passwords (half of them SHA1, half of them bcrypt).

Compromised data: Email addresses, Passwords

Patreon: In October 2015, the crowdfunding site Patreon was hacked and over 16GB of data was released
publicly. The dump included almost 14GB of database records with more than 2.3M unique email addresses
and millions of personal messages.

Compromised data: Email addresses, Payment histories, Physical addresses, Private messages, Website activity




El anillo de identidades




Soluciones
Kaspersk NN Kaspersky
Advanced 7/ /) Cybersecurity
Authentication 7 Services

Threat Intelligence

Security Assesment

Threat Hunting

Incident Response

Security Training
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EE Yo creo mucho en la suertey
he descubierto que, cuanto
mas trabajo, mas suerte tengo.

Thomas Jefferson
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