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Security (Seguro)
Protección contra ataques

Safety (Inofensivo)
Libre de pérdidas o accidentes

Taxonomía de propiedades de Seguridad

q Confidencialidad 

q Integridad

q Disponibilidad   
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• ¿Qué es la seguridad?  
• Todos queremos tener sistemas seguros (safety & security)
• Pocas personas definen qué es exactamente, ni siquiera vagamente. 

• Confidencialidad, integridad, disponibilidad (CIA).
• Seguridad en la red 

• Proteger la infraestructura de redes, routers, switches y servidores de dominio.
• Múltiples capas de defensa, cada una con sus políticas y controles.

• Controles de acceso, malware, firewalls, web security.
• Seguridad Informática (IT Security)

• Protegiendo sistemas que manejan datos sobre ciudadanos, corporaciones, gobiernos, etc.
• Evaluando requisitos, políticas, mecanismos y componentes.

• Seguridad de la información

• Accesos no autorizados, divulgación, interrupción, modificación o eliminación de los datos.
• Ciberseguridad

• Protegiendo datos en formato electrónico. Sistemas ciberfísicos (entornos industriales)

• Security by Design (Diseño Seguro)

• Ingeniería Software. Seguridad demostrable. Criptografía. Protocolos de seguridad
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Protocolo TLS
• El protocolo criptográfico “Transport Layer Security” 

(TLS) ha prometido ser más seguro, veloz y privado que 
su predecesor SSL

• Aplicaciones web actuales siempre usan una web segura.
• HTTP da el paso a HTTPS, siendo el protocolo de 

seguridad TLS el responsable actualmente.
• Los navegadores más importantes (p.ej. Google Chrome) 

dan el paso a mayor seguridad para sus usuarios
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Protocolo TLS
• “Internet Engineering Task Force” (IETF) define las distintas versiones

• TLS 1.0 definido en Enero 1999 en RFC 2246
• TLS 1.1 definido en Abril 2006 en RFC 4346
• TLS 1.2 definido en Agosto 2008 en RFC 5246
• TLS 1.3 definido en Agosto 2018 en RFC 8446

• La versión TLS 1.2 tiene un ataque (CVE-2015-7575)
• Security Losses from Obsolete and Truncated Transcript Hashes (SLOTH)

• IETF decide seguir una aproximación “Analysis-before-deployment” en para TLS 1.3
• Se han encontrado varios ataques y problemas durante el diseño de TLS 1.3
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Protocolo TLS
• Draft versión 10 TLS 1.3

– Equipo de investigación compuesto por University of Oxford & University of London
– Uso de la herramienta Tamarin prover (ETH Zurich)
– Man-in-the-middle attack
– “Automated Analysis and Verification of TLS 1.3: 0-RTT, Resumption and Delayed Authentication”

2016 IEEE Symposium on Security and Privacy

• Draft versión 21 TLS 1.3

– Mismo equipo de University of Oxford & University of London
– Verifican ataque versión 10 está resuelto
– Detectan nuevos fallos de autenticación
– “A Comprehensive Symbolic Analysis of TLS 1.3”

2017 ACM SIGSAC Conference on Computer and Communications Security
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Protocolo TLS
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• TLS 1.3 se encuentra en nuestros navegadores desde octubre del 2018 

Protocolo TLS

Google Chrome v.63

Mozilla Firefox v.61
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Yubikey & YubiHSM
• Dispositivo USB de autentificación con soporte:

– One-Time-Password (OTP), cifrado y autentificación de clave pública, FIDO U2F, Open Source.

• Características complejas:

1. Contadores (tiempo discreto en forma de Lamport clocks)

2. Almacena claves y “nonces”

3. Propiedades basadas en eventos

3. We show in Section 4 how we implemented (i) Lamport clocks, (ii) mutable
memory, and (iii) event-based properties in Maude-NPA, even though the
tool does not support these natively, by making use of Maude-NPA’s capa-
bilities for protocol composition and reasoning modulo associativity. These
techniques should be applicable to other protocols with similar properties.

2 The YubiKey Device

The YubiKey USB device [24] is an authentication device capable of generat-
ing One Time Passwords (OTPs). The YubiKey connects to a USB port and
identifies itself as a standard USB keyboard, which allows it to be used in most
computing environments using the system’s native drivers.

We will focus on the YubiKey OTP mode, a mode that uses a button phys-
ically located on the YubiKey. When this button is pressed, it emits a string
that can be verified only once against a server in order to receive the permis-
sion to access a service. Furthermore, a request for a new authentication token
is triggered also by touching the YubiKey button. As a result of this request,
some counters that are stored on the device are incremented and some random
values are generated in order to create a fresh 16-byte plaintext. An OTP has
the following concatenated fields [23]:

The YubiKey authentication server accepts an OTP only if it decrypts under
the correct AES key into a valid secret value containing a counter larger than
the last accepted counter. The token counter is used as a Lamport clock [16] to
determine the order of events in a distributed concurrent system.

The authentication protocol of YubiKey involves three roles: (i) the user,
(ii) the service, and (iii) the verification server. The user can have access to the
service if it provides its own valid OTP generated by the YubiKey; its validity
is verified by the verification server as explained before. Figure 1 [18] is a simple
example of a YubiKey API execution, where the three roles are as follows: the
user (Browser), the service (YubiCloud), and the verification server running the
YubiKey API.

The YubiKey OTP generation scheme can be described by the following
interaction sequence.

1. The initialization of the YubiKey device takes place. A fresh public ID (pid),
secret ID (sid) and YubiKey key (k) are generated. Any interaction be-
tween the YubiKey and the server will involve all three elements pid, sid
and k. There are also two token counters, one stored on the Server and
another stored on the YubiKey. The server saves information using the no-
tation SharedKey(pid,k) and Server(pid,sid,token counter), whereas

3

Fig. 1. YubiKey OTP Validation Flow

the YubiKey saves information using Y(pid,sid) and YubiCounter(pid,token
counter).

2. The YubiKey is plugged in. Every time the YubiKey is plugged in, the Yu-
biKey token counter must be increased. However, we consider a compromised
scenario in which the intruder could produce all counter values as in [14],
thus adding a new token counter as an input to the command and checking
that it must be bigger than the old stored token counter. Figure 2 shows
a graphical representation of the plugin event, including the input, output,
and saved information.

Fig. 2. YubiKey Plugin API Command

3. The user pushes the YubiKey OTP generation button and generates a byte
string formed by the sid, the YubiKey token counter, and a random number.
The byte string is encrypted using a symmetric encryption operator and
the saved key k. The YubiKey token counter is also increased. According
to the compromised scenario, the YubiKey token counter must be provided
as input. Figure 3 shows a graphical representation of the button-pressing
event, including the input, output, and saved information.

4. Upon reception of the generated OTP string, the basic verification steps are:
4.1 The byte string is decrypted, and if it is not valid the OTP is rejected.
4.2 The token counter stored in the OTP is compared with the server token

counter. If smaller than or equal to the server token counter, the received
OTP is rejected as a replay. According to the compromised scenario, the
server token counter must be provided as input.

4

Yubikey



#XIIJornadasCCNCERT www.ccn-cert.cni.eswww.ccn-cert.cni.es#XIIJornadasCCNCERT

• Módulo hardware de seguridad (HSM) para proteger claves AES YubiKey

• Utiliza "Authenticated Encryption with Associated Data” (AEAD)

• Utiliza ó-exclusivo para cifrado criptográfico.

YubiHSM

Yubikey & YubiHSM
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Yubikey & YubiHSM
• Modelados y analizados usando Tamarin Prover en “YubiSecure? Formal Security Analysis Results for 

the Yubikey and YubiHSM” 8th International Workshop on Security and Trust Management (STM 2012)
• (a) Ausencia de “replay attack” en YubiKey
• (b) Correspondencia entre presionar el botón de YubiKey y un login con éxito.
• (c) Contadores asociados a login en YubiKey son diferentes en el tiempo 
• (d) Si un intruso tiene acceso a YubiKey, donde se generan las claves AES, puede descifrar mensajes 
• (e) Si un intruso no tiene acceso a YubiKey, puede utilizar ”nonces” de sesiones anteriores para obtener claves AES

Attack Pattern
Depth

1 2 3 4 5 6 7 8 9

YubiKey (a) 4 4 9 21 88 160 0
YubiKey (b) 4 7 16 14 2 2 5 0
YubiKey (c) 4 4 6 18 55 80 0
YubiKey Login 1 1 2 1 1 1 1 1 1(1)

YubiHSM (d) 1 2 3 4 7 13 24 40 76(1)
YubiHSM (e) 4 6 11 26(1)

Table 1. Output YubiKey and YubiHSM Experiments

step. The notation “(1)” represents that the tool found 1 solution to the question
asked by the attack pattern. When the number of generated nodes is 0, the attack
pattern is unreachable.

Appendix A provides the specific attack patterns. All the details on how
the attack patterns are specified and which was the output returned by Maude-
NPA are available at http://safe-tools.dsic.upv.es/9TCvkSDp. The anal-
yses were completely automatic and we obtained finite search graphs for all
the attack patterns. This was achieved thanks to the use of event list expres-
sions within the attack patterns and the variant-based SMT solving for Lam-
port clocks. Note that Maude-NPA uses a full specification of exclusive-or, an
unbounded session model, and an active Dolev-Yao intruder model. Moreover,
it does not perform any data abstraction such as a bounded number of nonces,
so there are no false positives or negatives.

7 Related Work

There is a vast amount of research on the formal analysis of APIs, so in this
related work section we will concentrate on the work that is closest to ours,
namely, the formal analysis of the YubiKey and YubiKey-like systems. Further
related work on APIs and exclusive-or can be found in [12,13].

Besides the work on formalizing and verifying YubiKey that we have already
discussed, there has been further work focused on building tools for analyzing
policies for YubiKey and YubiKey-like systems.

In [2], Yubico presents some security arguments on their website. An inde-
pendent analysis was given by blogger Fredrik Björck in 2009 [6,7], raising issues
that Yubico responded to in a subsequent post. Oswald, Richter, et al. [21] an-
alyze the YubiKey, generation 2, for side-channel attacks. They show that non-
invasive measurements of the power consumption of the device allow retrieving
the AES-key within approximately one hour of access. The authors mentioned a
more recent version of the YubiKey, the YubiKey Neo which employs a certified
smart-card controller that was designed with regard to implementation attacks
and is supposed to be more resilient to power consumption analysis.
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• Modelados y analizados en Maude-NPA
• Probamos propiedades de seguridad (a,b,c) 
• Encontramos ataques (d,e)
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Maude-NPA
• Herramienta de análisis para protocolos criptográficos (15 años de experiencia) 

Santiago Escobar          Catherine Meadows             Jose Meseguer

• Caracteristicas principales: sesiones ilimitadas, teorías criptográficas avanzadas, 
Dolev-Yao activo, propiedades de secreto, autenticación e indistinguibilidad.

• Herramientas similares:
OFMC (DTU, Denmark) Tamarin (ETH Zurich, Switzerland)
Proverif (INRIA, France) CPSA (The MITRE Corporation, USA)
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Maude-NPA

“Soy Alice y he elegido un nonce NA.”

“Aquí tienes tu nonce NA. Ya que he podido leerlo, 
debo ser Bob. Aquí tienes mi nonce NB.”

“Me has enviado NB. Como solo Alice podía leerlo, 
y yo te lo he devuelto, tú debes de ser Alice.”

Objetivo: autenticación mutua. Traducción:

Protocolo Needham-Schroeder Public Key (NSPK)
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Maude-NPAMan-in-the-middle attack

¡Bob piensa que está hablando con Alice!
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Maude-NPA

TSM 1 - Tecnoloǵıa Software para la Seguridad de la Información ( 20 )

Protocol Analysis

Interleaving Trace Models

Modeling idea: model possible communication events.

A 7! B : M1

B 7! A : M2

C 7! D : P1

A 7! B : M1

B 7! A : M2

C 7! D : P2

A 7! B : M1 A 7! i : M1

C 7! D : P1 i 7! A : M2

i 7! A : M2 A 7! i : M3

C 7! D : P2

A trace is a sequence of events.

Trace-based interleaving semantics:
A protocol denotes a set of traces.
Interleavings of (partial) protocol runs and intruder messages.

Also: state-based models.

Properties correspond to sets of traces/states, e.g. secret(NA,
A, B).

B

B

BB

Modelo de ejecución: eventos de comunicación

Una traza es una secuencia de eventos.
Análisis basado en entrelazado de sesiones del protocolo y acciones del 
intruso
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How Maude-NPA works

Basic Structure of Maude-NPA
• Honest principal and intruder actions are modeled as a strand space
(Thayer, Herzog, and Guttman)

Santiago Escobar (UPV) ISR 2015 Advanced Track 22 / 73

Maude-NPA
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Maude-NPA
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Gracias!
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