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• Principal Offensive Security Engineer at 

• After this presentation, you will:

– Understand that FlashDrives are not the only threat within the ICS realm.

– Be (even) more suspicious of USB devices and gadgets.

– Learn about new tools for conducting Red Team engagements & scare 
CISOs.

@lucabongiorni
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USB devices are still the #1 
source of malware in 

Industrial Control Systems!
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Common Misconception

USB devices are NOT ONLY Flash Drives!

≠
X X
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Human Interface Devices

“A human interface device or HID is a type of computer device 
usually used by humans and takes input and gives output to 

humans.” – Wikipedia

• Keyboards, Mice, Game Controllers, Drawing tablets, 

etc.

• Most of the times don’t need external drivers to 

operate

• Usually ignored by DLP tools

• Not under Antiviruses’ scope
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Offensive Devices – 1st
& 2nd Generations 

• Teensy – (PHUKD 2009 & Kautilya 2011)

• Rubberducky (2010)

• BadUSB (2014)

• TURNIPSCHOOL (2015)
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Offensive Devices – 3rd Generation 

• WHID Injector (2017) – A Rubberducky on Steroids
– Dedicated Hardware OpenSource

– Multiplatform (Win, *nix, OSX)

– Changeable VID/PID

– Has WiFi

– Cheap (11 €)

• P4wnP1 (2017) (by Marcus Mengs) – A Bash Bunny on Steroids
– Based on RPi Zero W (~15 €)

– Has WiFi and USB to ETH

– It can emulate USB Key FileSystem

– Autocall Back to C2

– Changeable VID/PID

– NexMon WiFi Drivers ► Karma Attacks FTW

– Next Gen AirGap bypass ► https://youtu.be/fbUBQeD0JtA

https://twitter.com/mame82
https://youtu.be/fbUBQeD0JtA
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Weaponizing USB Gadgets

X X
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Weaponizing USB Gadgets

• Test for Social Engineering weaknesses 

• Bypass physical access restrictions to a target’s device

• OR… You are Kim Jong-Un and wanna have fun pwning

international delegates.
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Software Frameworks – ESPloitV2 GUI

• Evolution of WHID GUI

• Shipped w/ WHID Injector

• Hidden SSID (if needed)

• ESPortal Creds Harvester + Karma

• Multi OS & Multi KB Language

• AutoStart Function

• Change settings on-the-fly

• Live Payloads

• Duckyscript to WHID Converter

• OTA Update of ESP firmware

• Changeable VID/PID

• Reset ESP from Serial

• AirGap Bypass through Serial
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Spoofing VID & PID

• Edit boards.txt in 
Arduino configuration 
directory

• Linux: 
/root/.arduino15/packa

ges/arduino/hardware/a

vr/1.6.19/

• Windows: 
C:\Users\USER\AppData\

Local\Arduino15\packag

es\arduino\hardware\av

r\1.6.19\
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Software Frameworks – USaBuse

• Developed by @RoganDawes

• Bypass Air-Gapped restrictions

• Once connected to a PC:
– Creates a WiFi AP

– Stealthy Screensaver Killer

– Injects PoSH scripts that creates a HID 
RAW as exfil channel to transfer data back.

– Returns a CMD shell to the attacker

– GAME OVER

• Video Demo 
https://youtu.be/5gMvtUq30fA

https://twitter.com/RoganDawes
https://youtu.be/5gMvtUq30fA
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WHID Elite



16 |   WWW.WHID.NINJA | @LucaBongiorni | 2018-12-13

WHID Elite

▪ Atmega 32u4

▪ USB2422 Controller

▪ sed 's/ESP/SIMxxxx/’

▪ Microphone

▪ NRF24L01+
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WHID Elite

▪ Atmega 32u4

▪ USB2422 Controller

▪ sed 's/ESP/SIMxxxx/’

▪ Microphone

▪ NRF24L01+

V.1.0 – 2G V.2.0 – NB-IoT
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2G/NB-IoT C&C Workflow

SMS(“DoAirGap:whoami”)

HID Injection(PoSH Payload)

COM_Port(“SerialExfil:contoso\Alice”)

SMS(“contoso\Alice”)
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Air-Gapped Machines Vs. Threat Actors

• An Air-Gapped machine is a computer that is so heavily secured
that it has no physical or digital connections to any networks.

• They are usually also heavily physically secured in datacenters
and server rooms with carefully monitored physical access.

• Typically a cybercriminal would have to physically breach the
facility that it’s in and use some sort of external or removable
media for their attack.

• Air-Gapped machines are really inconvenient to maintain, so
computers are usually only Air-Gapped if they handle very,
very sensitive data.
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Acoustic Surveillance
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WHID Elite

Mousejacking Wireless 

Keyboards & Mice
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Remote Radio Hacking

• Embedded cheap 315/433MHz transmitters to:

– Replay Attacks

– Fuzzing

– Bruteforcing

– Jamming
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Mitigations 101

• Do Not Trust unknown USB Devices!

• At Most, Use an USB Condom!

– Or Create your own DIY version

• https://github.com/robertfisk/USG

https://github.com/robertfisk/USG
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Mitigation Tools – Linux

• https://github.com/trpt/usbdeath

– Anti-forensic tool that writes udev rules for known usb devices and do some 
things at unknown usb insertion or specific usb device removal 

• https://github.com/USBGuard/usbguard

– Software framework for implementing USB device authorization policies 

https://github.com/trpt/usbdeath
https://github.com/USBGuard/usbguard
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Mitigation Tools – Windows

• https://github.com/pmsosa/duckhunt

– Four Operational Modes:

• Paranoid: KB input is disallowed until a password is input. Attack will also be logged.

• Normal: KB input will temporarily be disallowed. Attack will also be logged.

• Sneaky: A few keys will be dropped. Attack will also be logged.

• LogOnly: Simply log the attack.

• https://github.com/JLospinoso/beamgun

– When a malicious HID is inserted it blocks keystrokes injection by continuously 
stealing focus (and eventually locking the workstation)

https://github.com/pmsosa/duckhunt
https://github.com/JLospinoso/beamgun
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Fin
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