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@ - Environment




* Principal Offensive Security Engineer at 'Be ntle U®

AppSec Team
* After this presentation, you will:

— Understand that FlashDrives are not the only threat within the ICS realm.
— Be (even) more suspicious of USB devices and gadgets.

— Learn about new tools for conducting Red Team engagements & scare
CISOs.
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USB devices are still the #1
source of malware In
Industrial Control Systems!




> Tick Groug Weagomzed Secure USB Drives to Target Air- Gagged Critical sttem

Tick Group Weaponized Secure USB Drives to

wn

Target Air-Gapped Critical Systems

~| ICS Alert: USB Malware Attack |

Wednesday| December 20, 2017/@ 02:12

DHS: USB Drives Spread Malware in Control
System Environment at Two Power Plants

By Gregory Hale
Security provider Nyotron found an advanced malw

01/17/2013 | POWERNews

Middle Eastern critical infrastructure clients.

“On December 11, 2017 at 01:21 a.m., a night-shift employee working at an around-the-clock
critical infrastructure facility located in the Middle East plugged a USB drive into a shared
workstation that dozens of the company’s employees use on a daily basis,” said researchers at
Nyotron. “The employee was watching the movie La La Land that he had recently downloaded to
his USB during his break. After about 30 minutes, (the operator) was interrupted by a call and had
to cut his break short. He didn’t know that his actions had initiated a sequence of events that could
have been disastrous for his organization. Along with the movie, he had launched a well-crafted
attack now known as Operation Copperfield.”

TECHNOLOGY NEWS Ir’-.PF?lL 27, 2016 I 12:05 AM / 2 YEARS AGO

computer viruses, operator says

German nuclear plant infected with
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Common Misconception

USB devices are NOT ONLY Flash Drives!
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luman Interface Devices

“A human interface device or HID Is a type of computer device
usually used by humans and takes input and gives output to
humans.” — wikipedia

- dvanced seuo [ - W
» Keyboards, Mice, Game Controllers, Drawing tablets, | A« ?
etc.
* Most of the times don’t need external drivers to
0O p e I’ate :':: type Disk Storage w

« Usually ignored by DLP tools
* Not under Antiviruses’ scope

USE Printer
FireWire Storage

Bluetooth Device

Model Smart card reader

Serial Imaging Device
Modem

Logging severity LPT/COM port
Portable Device

User list

All device types
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Offensive Devices — 15t ¢ 2"d Generations

* Teensy — (PHUKD 2009 & Kautilya 2011)/

* Rubberducky (2010) =y
- BadUSB (2014)
» TURNIPSCHOOL (2015)
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Offensive Devices — 39 Generation

* WHID Injector (2017) — A Rubberducky on Steroids
— Dedicated Hardware OpenSource
— Multiplatform (Win, *nix, OSX)
— Changeable VID/PID
— Has WiFi
— Cheap (11 €)

* PAwnP1 (2017) (by Marcus Mengs) — A Bash Bunny on Steroids
— Based on RPi Zero W (~15 €)
— Has WiFi and USB to ETH
— It can emulate USB Key FileSystem
— Autocall Back to C2
— Changeable VID/PID
— NexMon WiFi Drivers » Karma Attacks FTW
— Next Gen AirGap bypass » https://youtu.be/foUBQeDOJtA
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https://twitter.com/mame82
https://youtu.be/fbUBQeD0JtA

Weaponizing USB Gadgets

A ; ~ = :
“USB Fan, USB Firdge, USB Cup Heater, USB Dildo, USB y

Breast Pump...
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e Mariko Oi AHEREF @ 7~

X
) i \ Follow | v
@BBCMarikoOi 23 J/

Weapon |Z|ng USB Gadgets Inside press kit at #TrumpKimSummit:

= not wasting the opportunity to
promote e'thing fr its manufacturing

« Test for Social Engineering weaknesses sector to zoo & @SingaporeUss. And
- B hysical access restrictions to a target’s device ah. 10erets & iRl USBiip for fjose not
ypass phy ) 9 _ used to tropical weatherzZ i Pe =
 OR... You are Kim Jong-Un and wanna have fun pwning g ll xgpem  rra5 (P&
international delegates. =—RR D

@ Translate Tweet

We've offered the fwew |
: - P22y |
companies budget-saving | | 754 |

solutions for the past 10

a1

Piazza La Bomba e Sca
Rome, 10100 Italy

John Smith, CPO

USB PLASMA BALL

Leader in Office

=3 -
% Supplies
“We recommend Contoso to anyone who E E
will listen to us because they're the best!” g n 8
tF
S : S ¥
- Mike Simms, CPO Microsoft 5 5 z con [OSO
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Weaponizing USB Gadgets

« Test for Social Engineering weaknesses

« Bypass physical access restrictions to a target’s device!
 OR... You are Kim Jong-Un and wanna have fun pwning

international delegates.

We've offered the fwew |
: - P22y |
companies budget-saving | | 754 |

solutions for the past 10

a1

Piazza La Bomba e Sca
Rome, 10100 Italy

John Smith, CPO

USB PLASMA BALL

Leader in Office

=3 -
% Supplies
“We recommend Contoso to anyone who E E
will listen to us because they're the best!” g n 8
tF
S : S ¥
- Mike Simms, CPO Microsoft 5 5 z con [OSO
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Inside press kit at #TrumpKimSummit:
= not wasting the opportunity to
promote e'thing fr its manufacturing
sector to zoo & @SingaporeUSS. And
oh, there’s a mini USB fan for those not
used to tropical weather(Z FZw
horhg lagpem REOnSEN&
BRI

& Translate Tweet

g INGAPOR!




Software Frameworks — ESPloitvV2 GUI

e Evolution of WHID GUI ESPloit v2.7.41 - WiFi controlled HID Keyboard Emulator
» Shipped w/ WHID Injector ﬁ
* Hidden SSID (if needed)

- ESPortal Creds Harvester + Karma |2 Sorey Harding

www.LegacySecurityGroup.com / www.Exploit. Agency

* Multi OS & Multi KB Language |

File System Info Calculated in Bytes

° AutOStart FunC'“On Total: 2949250 Free: 2935947 Used: 13303

* Ch ange settings on-the-fly Live Payload Mode - Input Mode - Duckuino Mode
e | Ve Payk)ads Choose Payload - Upload Payload

* Duckyscript to WHID Converter List Exfiltrated Data - Format File System

- OTA Update of ESP firmware Configure ESPloit

* Changeable VID/PID Upgrade ESPloit Firmware

- Reset ESP from Serial Help

* AirGap Bypass through Serial
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Spoofing VID & PID

* Edit boards.txt In
Arduino configuration
directory

* LInux:
/root/.arduinol5/packa

ges/arduino/hardware/a
vr/1l.6.19/

* Windows:
C:\Users\USER\AppData\
Local\Arduinol5\packag

es\arduino\hardwarel\av
r\1.6.19\
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CactusWHID.
CactusWHID.
CactusWHID.
CactusWHID.
CactusWHID.

CactusWHID.
CactusWHID.
CactusWHID.

CactusWHID
CactusWHID
CactusWHID
CactuskWHID

CactusWHID.
CactusWHID.
CactusWHID.
CactusWHID.
CactusWHID.
CactusWHID.
CactusWHID.

CactuskWHID
CactusWHID

name=Cactus WHID
vid.@=0x1B4F
pid.B@=8x9287
vid.1=0x1B4F
pid.1=8x9283

upload.tool=avrdude

upload.protocol=avrl@9

upload.maximum_size=28672

.upload.use_
CactusWHID.

.upload.maximum_data_size=2568
.upload.speed=57600
.upload.disable flushing=true

1288@bps_touch=true

upload.wait_for_upload port=true

bootloader.
bootloader.
bootloader.
bootloader.
bootloader.
bootloader.

bootloader.

tool=avrdude

low_fuses=Bxff

high fuses=Bxda

extended_fuses=Bxce
file=caterina-LilyPadUSB/Caterina-LilyPadUSE. hex
unlock bits=8x3F

lock_bits=x2F

Lbuild.mcu=atmegal2ud
.build.f cpu=30086888L

CactusWHID.
CactusWHID.
CactusWHID.
CactusWHID.

build.vid=0x8008

build.pid=BxFFFF
build.usb_product="Cactus WHID"
build.usb_manufacturer="April Brother"

LactusWHLD.
CactusWHID.
CactusWHID.
CactusWHID.

Bulld.Doard=AVR LILVPAD UoB

build.core=

arduino

build.variant=lecnardo
build.extra_flags={build.usb flags}



TOP SECRET//COMINT//REL TO USA, FVEY
CUR}7

COTTONMOUTH-I

ANT Product Data

Software Frameworks — USaBuse

I t (TS/ISIIREL) COTTONMOUTH-I (CM-I) is a Universal Serial Bus (USB) hardware implant
® D eve I O p e d by @ O q a n D a.W e S which will provide a wireless bridge into a target network as well as the ability to load exploit 08/05/08

software onto target PCs. |

* Bypass Air-Gapped restrictions orroweum-1 |

* Once connected to a PC: (TSHENREL) M| B peode g tning solhusrs persiatence copshy: i e
— Creates a WIiFI AP
— Stealthy Screensaver Killer

— Injects PoSH scripts that creates a HID
RAW as exfil channel to transfer data back.

— Returns a CMD shell to the attacker
— GAME OVER

* Video Demo
https://youtu.be/5gMvtUqg30fA
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https://twitter.com/RoganDawes
https://youtu.be/5gMvtUq30fA
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[COMING SOON]
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WHID Elite

= Atmega 32u4
= USB2422 Controller

3.7v 600mAR

m

o

|

= sed 's/IESP/SIMxxxx/’

= Microphone
= NRF24L01+
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(ORI XCXCXCRCKCROXOIOXO}

m SIMseaL

IME] 860719024922050 |
FCC ID: UDU-2013072402 |

52-105HE %
B
(€0678 @




| .
WHID Elite 3.7v 600mAh

= Atmega 32u4

= USB2422 Controller
= sed 'S/ESP/SIMxxxx/’
* Microphone .; e
= NRF24L01+

- N

|

(AENNREY

m SIMseaL

IME] 860719024922050 |
FCC ID: UDU-2013072402

52-105HE %
B
(€0678 @
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WHID Elite

3.7v 600mAR

= Atmega 32u4

= USB2422 Controller
= sed 'S/ESP/SIMxxxx/’
= Microphone vio-26  v2o0-nBaoT . _JFCEIOR
= NRF24L01+ | swseen

IMEL 8629350021 173258 | P/N:S2-187G3
FCCID UDLU-20130872401 ] SN:D18666600080004
IMEL:268334631173250

[=] 3= [s]
3

|

(AENNREY

IME] 860719024922050 |
FCC ID: UDU-2013072402 |

52-105HE %
R
L (€0678

18 | WWW.WHID.NINJA | @LucaBongiomi | 2018-12-13



2G/NB-loT C&C Workflow

&

SMS(“DoAirGap:whoami”)

HID Injection(PoSH Payload)

COM_Port(“SerialExfil:contoso\Alice”)

—

SMS(“contoso\Alice”)
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Air-Gapped Machines Vs. Threat Actors

* An Air-Gapped machine is a computer that is so heavily secured
that it has no physical or digital connections to any networks.

* They are usually also heavily physically secured in datacenters
and server rooms with carefully monitored physical access.

* Typically a cybercriminal would have to physically breach the

facility that it's in and use some sort of external or removable
media for their attack.

« Air-Gapped machines are really inconvenient to maintain, SO

computers are usually only Air-Gapped if they handle very,
very sensitive data.
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Bypassing AirGapped Environments
with
WHID Elite




WHID Elite

= Atmega 32u4

= USB2422 Controller
= sed 's/ESP/SIMxxxx/’

= Microphone
= NRF24L01+
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3.7v 600mAR

m

O

(AENNREY

|

(CXCACXCXCACXCACICXCICXC)

(ORI XCXCXCRCKCROXOIOXO}

m SIMseaL

IME] 860719024922050 |
FCC ID: UDU-2013072402 |

52-105HE %
R
| (€0678




Acoustic Survelllance

all Telia LT LTE 17:49 7% 31%@ )

Send all Telia LT 3G 17:50 73 30%@
4 WHID Elite © = .
WHID Elit

Command Recelved and slot: 5 I e

-——> AT+CMGF=1 . . .
Executed! g whid.ninja

---> AT+CSDH=1

<--- OK

AT+CMGR=5
+cier: "REC UNREAD", "+3 T "I, ~12/06/09,17:49:514127, 145, 4, 0,0, "+ NN, 145, 22
rrov: +3

——-> AT+CMGF=1

<-— OK
---> AT+CSDH=1
<--- OK

AT+CMGR=5

", "I, "18/06/09,17:49:51+12", 145, 4,0,0, "+3 [ - 145 22

taxeCall: 003 NNG_

---> AT+CHFA=1

Mic Enabled!

---> AT+(CMIC=1,10 ﬁ .

<--- 0K

Calling: Remind Me Message
---> aTooo 3 I
<--- OK

Calling succesful!
### STARTING ACOQUSTIC SURVEILLANCE ##3#
Sending reponse...

all ksi §d ay i

--=> AT+CMGF=1 ﬁ
<--- OK
< EREE R < > amsacs—
<=-== > i
> Command Received and Executed! Decline

173 @ Y "z
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WHID Elite

= Atmega 32u4
= USB2422 Controller

= sed 's/[ESP/SIMxxxx/’
= Microphone
= NRF24L01+
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3.7v 600mAR

m

(L

0|

(CXCICXCXCXCXCACICXCICKC)

m SIMseaL

IME] 860719024922050 |
FCC ID: UDU-2013072402

$2-105HE
| 2140K
(€0678 @




WHID Elite

3.7v 600mAR

Mousejacking Wireless
Keyboards & Mice

WIIY‘IHIG'I'ING KEYSTROKES

m

O

(L

|

(CXCACXCXCACXCACICXCICXC)

(ORI XCXCXCRCKCROXOIOXO}

m SIMseaL

IME] 860719024922050 |
FCC ID: UDU-2013072402 |

52-105HE %
| -Zi0x 3
| (€0678 @

st ¥

WHEN WE CAN'PWN
ALSO ITS COLLEAGUES?!

imgflip.com
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whid.ninja

SOON...

SL0O-MO VIDEO PHOTO SQUARE PANO




Remote Radio Hacking

 Embedded cheap 315/433MHz transmitters to:
— Replay Attacks
— Fuzzing
— Bruteforcing
— Jamming

b,

SL0-MO VIDEO PHOTO SQUARE
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Mitigations 101

* Do Not Trust unknown USB Devices!

At Most, Use an USB Condom!
— Or Create your own DIY version

* https://github.com/robertfisk/USG
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https://github.com/robertfisk/USG

Mitigation Tools — Linux

e https://github.com/trpt/usbdeath

— Anti-forensic tool that writes udev rules for known usb devices and do some
things at unknown usb insertion or specific usb device removal

 https://github.com/USBGuard/usbguard
— Software framework for implementing USB device authorization policies
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https://github.com/trpt/usbdeath
https://github.com/USBGuard/usbguard

Mitigation Tools — Windows

* https://github.com/pmsosa/duckhunt

— Four Operational Modes:
« Paranoid: KB input is disallowed until a password is input. Attack will also be logged.
* Normal: KB input will temporarily be disallowed. Attack will also be logged.
« Sneaky: A few keys will be dropped. Attack will also be logged.
* LogOnly: Simply log the attack.

 https://github.com/JLospinoso/beamgun

— When a malicious HID is inserted it blocks keystrokes injection by continuously
stealing focus (and eventually locking the workstation)
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https://github.com/pmsosa/duckhunt
https://github.com/JLospinoso/beamgun

Fin
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