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;. Qué es UAC?

P
® User Account Control

iﬁ) Do you want to allow the following program tg

¥/ changes to this computer?

@ Program name:  UserAccountControlSettings
Verified publisher: Microsoft Windows
Program location: "C:\Windows\system32\UserAcc
/applySettings
Show information about this publisher's certificate ‘ Microsoft Windows

(A) Hide details ves | [

Verified publisher: Microsoft Corporation
File origin: Hard drive on this computer

Show more details
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;. Como funciona?

Ante elevacion de privilegio:
. Si user pert. grupo admins
. Si proceso esta en integridad media

. Si UAC policy esta por defectb :

Entonces => proceso toma el token SYSTEM == High Integrity

= [=]svchost exe 20,260 K 26244 K 772 Host Proc... Microsoft Com...
[a-|sihost.exe 4456 K 5,752 K 2628 Shell Infra... Microsoft Comp... Medium
[n-|taskhostw exe 6.036 K 5404 K 2544 Host Proc... Microsoft Comp... Medium
o
# conhost.exe 5296 K 3204 K 3592 High

www.ccn-cert.cni.es



CN-CEIT X1 JORNADAS STIC CCN-CERT

;. Como funciona?

Hay mas...

Binarios con manifest:
. Autoelevate True

. Binarios de confianza (firmados Microsoft)

{trustInfo xmlns="urn:schemas-microsoft-com:asm.v3">
{security>
{requestedPrivileges>
{requestedExecutionLevel
level="requireAdministrator"”
P uiAccess="false"
{/requestedPrivileges>
{/security>
{/trustlInfo>
{asmv3:application>
{asmv3:windowsSettings xmlns="http://schemas.microsoft.com/SMI/2005/lindo
wsSettings">
{autoElevate>truel/autoElevate>
{/asmv3:windowsSettings>
{/asmv3:application>
{/assembly>
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. Qué es un bypass de UAC?

Via para lograr ejecutar un proceso en un contexto de integridad ALTA

(System) evitando que la pantalla de UAC salte

=) ['n=|svchost .exe 20,260 K 26244 K 772 Host Proc... Microsoft Comp...
1-| sihost.exe 4496 K 5 752K 2628 Shell Infra... Microsoft Comp... Medium
1| taskhostw exe 6,036 K 5404 K 2944 Host Proc... Microsoft Comp... Medium

¥ conhost exe 5296K 3204K 3592 High
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UAC-A-Mola

[+] Starting the console...
Console ready!

uac-a-mola>
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Modulos ‘

Module

Tinit
import module.CustomModule ’

load module

new session

- QO .

Consola interactiva Sesion

CustomModule
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Path: C:\Windows\System32

oS

Windows7

Windows8.1

Windows10

N2 autoelvate binaries Fileless
56 4
60 4
60 3

Binaries Names

eventvwr.exe
CompMgmtLauncher.exe
sdclt.exe

sdclt.exe /kickoffelev

eventvwr.exe
CompMgmtLauncher.exe
slui.exe

sdclt.exe /kickoffelev

sdclt.exe
sdclt.exe /kickoffelev
fodhelper.exe
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Path: C:\Windows\System32

oS N¢ autoelevate binaries

Windows7 56

Windows8.1 60

Windows10 60

DLL Hijacking

12

15

13

Binaries Names

CompMgmtLauncher.exe
ComputerDefaults.exe
eventvwr.exe
hdwwiz.exe

iscsipl.exe
msconfig.exe
MultiDigiMon.exe
Netplwiz.exe
odbcand32.exe
OptionalFeatures.exe
perfmon.exe
tcmsetup.exe

CompMgmtLauncher.exe
ComputerDefaults.exe
hdwwiz.exe

iscsipl.exe
MSchedExe.exe
msconfig.exe
MultiDigiMon.exe
Netplwiz.exe
odbcand32.exe
OptionalFeatures.exe
printui.exe
systemreset.exe
SystemSettingsRemoveDevice.exe
tcmsetup.exe

ComputerDefaults.exe
fodhelper.exe
iscsipl.exe
MSchedExe.exe
msconfig.exe
MultiDigiMon.exe
Netplwiz.exe
odbcad32.exe
OptionalFeatures.exe
printui.exe
systemreset.exe
SystemSettingsRemoveDevice.exe
tcmsetup.exe
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E-Mails

> info@ccn-cert.cni.es

> ccn@cni.es

> sat-inet@ccn-cert.cni.es
> sat-sara@ccn-cert.cni.es

> organismo.certificacion@cni.es

Websites

>  WWW.CCNn.cni.es
>  www.ccn-cert.cni.es

>  WWW.OC.CCch.chi.es

Siguenos en

in Al
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