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cantra criptalégies naclonal

1. Identificacion
2. Contencion
3. Erradicacién
4. Recuperacion

5. Lecciones aprendidas
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cantra criptalégies naclonal
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XI JORNADAS STIC CCN-CERT

1. Identificacion
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/*YARRA*/

XI JORNADAS STIC CCN-CERT

= Alerta de regla YARA
= Regla especial =2 Grupo de interés

" Activacion del Grupo de Respuesta

www.ccn-cert.cni.es



ccccccccccccccccccccccc

XI JORNADAS STIC CCN-CERT

= Correo con adjunto malicioso
" |[nfo. de un evento proximo

" Enviado a un directivo

www.ccn-cert.cni.es
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2. Contencion
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XI JORNADAS STIC CCN-CERT

= Confirmamos grupo de interés
= Extraemos IOC (C2 + Patrones)

= Compartimos |OC

www.ccn-cert.cni.es
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cccccccc proldglos nedclenal

= No hay correo en logs de pasarela

® Senuelo contiene info. interna

" Conclusion: ! Correo interno !

www.ccn-cert.cni.es
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— = 1. Identificacion




coN-cert

cantrs criptoldglos macional

Message Tracking Results

XI JORNADAS STIC CCN-CERT

Selected row will populate parameters for next message hiacking seaich.

Timestamp | Eventld | Source ' SourceConte | Messageld | MessageSubj | Sender
» 2008/10/02 RECEIVE STOREDRIV <5CD27AF76 Hierarchy PublicFolc
2008/10/031 RECEIVE STOREDRIV <SCD27AF76 Status PublicFolc
2008210417 1 RECEIVE STOREDRIV <5CD27AF76 Hierarchy PublicFolc
2008/10/201 RECEIVE STOREDRIV <5CD27AF76 Hierarchy PublicFolc
2008/10/21 1 RECEIVE STOREDRIV <SCD27AF76 Status PublicFolc
2008/10/241 RECEIVE SMTP OSCBOT11EC3 <CI1E4969F2 Hierarchy E2K315@
2008/10/251 RECEIVE SMTP 0SCBO11EC3 <CI1E4969F2 Status E2K3-15C
2008/10/281 RECEIVE STOREDRIV <SCD27AF76 Hierarchy PublicFolc
2008/10/291 RECEIVE STOREDRIV <5CD27AF76 Status PublicFolc
2008/10/31 1 RECEIVE SMTP 08CBO76582 <CI1E4969F2 Hierarchy E2K315@

www.ccn-cert.cni.es

13



XI JORNADAS STIC CCN-CERT

o
cantrs criptoldglos macional

= Capturamos RAM y disco del equipo
= Nuestro correo malicioso NO ESTA

= Usuario no tiene privilegios de Extranet (IOWA)

www.ccn-cert.cni.es
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rrrrrrrr proldgles naconal

Exchange: EventHistoryDB

= Recoge eventos del correo
" Extremadamente minucioso
= Accesible con Powershell

= Por defecto: 7 dias

www.ccn-cert.cni.es
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CENrD -:ru)!:_‘:-h)-c] e Ao lenal

Add-PSSnapin Microsoft.Exchange.Management.Powershell.Support

$db = (get-mailbox <user alias>).database

$mb=(get-mailbox <user alias»).exchangeguid

Get-DatabaseEvent $db -MailboxGuid %mb -resultsize unlimited | ? {$%$ .documentid -ne 8@ -and
$ .CreateTime -ge “<mm/dd/yyyy>”} | fl > c:\temp\EventHistory.txt

Counter : 15328155

CreateTime : 1/28/2813 9:46:16 PM

ItemType : MAPI_ MESSAGE

EventName : ObjectMoved

Flags : None

MailboxGuid : d@5ft83c1-255c-42ae-b74f-1ac3329b306a
ObjectClass : IPM.Note

ItemEntryId

00000000 8CFDF3C2BAS/3648860A1C1/DOEZIF1ABO/00BCSCO9BAA212ACDAFE96EE915CE80EB2BDE0000BB602 7C20000BC9CY
212ACDAFS96EE915CE86B2ED00600A1B6ELS 70000
ParentEntryId

0ldItemEntryId

OldParentEntryId

ItemCount : 8 16



cantrs criptoldglos macional

XI JORNADAS STIC CCN-CERT

Exchange: EventHistoryDB

= MessageTracking nos da el ltemID
" No esta en EventHistoryDB
= iCorreo borrado del Exchange?

= Posible Exchange COMPROMETIDO

www.ccn-cert.cni.es
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o Exchange: Audit log

e Hindows™: :L stemdd >

-Hﬂlnﬂnuf veystem32»Set—Mailbox kala —fAuditEnabled 5True
H '.:'Jr'u:ll:ll.J_."'-.... ystem3d2»Set-Mailbox Mark —-AuditEnahled $True
C:sWindowsssystemd2 >

-Hﬂlndnuf rystenEE}Eet—Hailhnx ifl name.AuditEnahled

3 : Administrator
'l1l.l.1.l.]‘_|mhll d : False

ame : DiscoverySearchMailbox {D?19BABS-46A6—415Ff-BBAD-YER?334BBR523
QuditEnabled = False

ame : Jim
AuditEnabled : False

ame : Mark
AuditEnabled @ Tr»ue

" Auditoria de Exchange
= Alta tasa de eventos =2 Off por defecto
" Desactivada para nuestro usuario

www.ccn-cert.cni.es 18
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B Exchange: Delegaciones

[PS]1 C:\Windows\system32>Search-MailboxAuditLog —Identity User2 —LogonTypes Delegate —StartDate 7/1,/2013 —EndDate 7/6/20
13 —ResultSize 2800

Runspaceld : d48ceead-Bffh—466f—-a928c—-88f5h4c55772
MailboxGuid : 2ff16da9-8eah—4289-h7d2-54h7e@53hec8
MailboxResolvedOunerName : User2

LastAccessed = ?2/5,2813 12:19:54 AM

Identity : Test2.Local/MAIL-USERS/User2

IsUalid : True
ObjectState : New

[PS] C:\Windows\system32>_

" Userl puede acceder al buzon de User2
= Necesita auditoria de Exchange
" No existen en nuestro caso

www.ccn-cert.cni.es
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Exchange: Exportar buzon

XI JORNADAS STIC CCN-CERT

[P5]1 C:swindowsssystem3Z2 *New—MailboxExportRequest —Mailbox two —FilePath “sEXCHZ2B816~Root“two.pst

Hame

MailboxExporth

AlUsersstuo

Queuned

[PE]1 Coswindowsssystem32 >Get—MailboxExportRequest | FT Identity.Mailbox,.Status —AutoSize

Identity

sUzersstuwos~MailboxExport2
slzersstuwosMailboxExporth
sUzersstuwosMailboxExportd
sUsersstwo~MailbhoxExport

sUzersstuwos~MailboxExport3
sUzersstuwos~MailboxExportl

sUszersstwo
Uzersstwo
sUserstwo
sUsersstwo
sUszersstwo
sUszer=stwo

Completed
Completed
Completed
Completed
Completed
Completed

" Exporta el buzon completo

= Se realiza con consentimiento del usuario
" Objetivo: Elementos recuperables

www.ccn-cert.cni.es
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cantrs criptoldglos macional

Exchange: Elementos recuperables

4 || Discovery Search Mailbox

(" 2
B inbox = “Papelera” de Exchange
1 Recovered (1 o .
4 3 RecoverSingleltem = Invisibles al usuario

4 [ Elie B-1/6/2010 2:26:44 PM
4 [ Primary Mailbox
__d Recoverable Items
1 Deletions

= No solo correos (contactos, citas)

£ Purges = Valor por defecto: 14 dias / 30Gb

_ Versions

www.ccn-cert.cni.es 21
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XI JORNADAS STIC CCN-CERT

B Email forensics: .pst analysis

Folder List

=- 'a C:\Documents and Settingsisumank)
[ IPM_COMMON_YIEWS
[ IPM_YIEWS
{1 Search Root
= fj Top of Outlook data file
5] Calendar
:] Contacts

- Action Settings
{_] Deleted Items

{] Junk E-Mail
- News Feed
7] notes
{4 Outbox
- Quick Step Settings
[ RSS Feeds
[ Sent Items
& | Suggested Contacts
= [] Sync Issues
{j Conflicts
1 Local Failures
[ Server Failures
-] Tasks

Kernel Outlook PST Viewer (free)
Il Encontramos el correo !!

El correo ha sido borrado
Encontramos el .doc original

Firma distinta + Cabeceras: en-US

www.ccn-cert.cni.es
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= Andlisis forense = Equipo limpio
= iCOmo se ha enviado el correo?

" Exchange comprometido + posible

Insistimos sobre EventHistoryDB

www.ccn-cert.cni.es
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B CAWindows\system32hcmd. exe
M1crosoft Windows [Version 6.1.7601)
Copyright (c) 2009 Microsoft Corporation. Rese

C:yUsershantonioe-_

~vados todos los

www.ccn-cert.cni.es
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Terminal de Windows

24
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B CAWindows\system32hcmd. exe
Microsoft Windows [Versidn 6.1.760
li:l:lr:l"_-,"r"'i Elh [ 'I 2009 Microsoft Corporation. Reserwvado odo 0 i

www.ccn-cert.cni.es
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Terminal de Windows

80 columnas de ancho

25
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— > - JUSREC X

EM Simbolo del sistema

= Terminal de Windows

= 80 columnas de ancho

= ...y eéstaeslasalida
[ REDACTED]

m

www.ccn-cert.cni.es 26



C(.\‘-CEIT XI JORNADAS STIC CCN-CERT

B Simbolo del sistem ' CE=NCE X

Terminal de Windows

OO T Ty Ul AIILTUOU LTS IUIT UL ITUULrC LT u

7-BA-E9-DA-15-8E-89-05-07-00-6E-EB

80 columnas de ancho

= ...y asieslasalida

= | VARIAS LINEAS !

m

www.ccn-cert.cni.es 27
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" t=0 : Object Created
® t+5min : MailSubmitted

= t+6min : ObjectDeleted

= [T ... via OWA Il

www.ccn-cert.cni.es 28
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CON-CeIT Logs OWA (IIS) X1 JORNADAS STIC CCN-CERT

8] u_ex091229.log - Notepad _ | O] X]
File Edit Format View Help

#5oftware: Microsoft Internet Information Services 7.0 :J
#Version: 1.0

#Date: 2009-12-29 19:223:29

#Fields: date time s-ip cs-method cs-uri-stem cs-uri-query sS-port cs-username c-ip cs(
2009-12-29 19:23:29 ::1 GET /Troublewebapp - 80 - ::1 Mozilla/4.0+(compatible; +MSIE+8.
2009-12-29 19:23:37 ::1 GET /Troublewebapp/ - 80 - ::1 Mozilla/4.0+(compatible; +MSIE+E
2009-12-29 19:23:37 ::1 GET /favicon.ico - 80 - ::1 Mozilla/4.0+(compatible;+MSIE+8.0;
2009-12-29 19:25:34 ::1 POST /Troublewebapp/default.aspx - 80 - ::1 Mozilla/4.0+(compz
2009-12-29 19:39:21 ::1 GET /Troublewebapp/default.aspx - 80 - ::1 Mozilla/4.0+(compat
2009-12-29 19:41:48 ::1 GET /Troublewebapp/default.aspx - 80 - ::1 Mozilla/4.0+(compat
2009-12-29 19:42:37 ::1 POST /Troublewebapp/default.aspx - 80 - ::1 Mozilla/4.0+(compsz
2009-12-29 19:42:37 ::1 GET /favicon.ico - 80 - ::1 Mozilla/4.0+(compatible;+MSIE+8.0;
II2009—12-—29 19:43:39 ::1 POST /TroublewebApp/default.aspx - 80 - ::1 Mozilla/4.0+(compsa
< | Lz

= Varios cientos de Mb
" Detectamos User-Agent : Firefox
= ... no desplegado en |la Organizacion

www.ccn-cert.cni.es
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CON-CeIT Logs OWA (IIS) X1 JORNADAS STIC CCN-CERT

8] u_ex091229.log - Notepad _ O] X]
File Edit Format View Help

#s5oftware: Microsoft Internet Information Services 7.0 :J
#Version: 1.0

#Date: 2009-12-29 19:22:29

#Fields: date time s-ip cs-method cs-uri-stem cs-uri-query sS-port cs-username c-ip cs(
2009-12-29 19:23:29 ::1 GET /Troublewebapp - 80 - ::1 Mozilla/4.0+(compatible; +MSIE+8.
2009-12-29 19:23:37 ::1 GET /Troublewebapp/ - 80 - ::1 Mozilla/4.0+(compatible; +MSIE+E
2009-12-29 19:23:37 ::1 GET /favicon.ico - 80 - ::1 Mozilla/4.0+(compatible;+MSIE+8.0;
2009-12-29 19:25:34 ::1 POST /Troublewebapp/default.aspx - 80 - ::1 Mozilla/4.0+(compz
2009-12-29 19:39:21 ::1 GET /Troublewebapp/default.aspx - 80 - ::1 Mozilla/4.0+(compat
2009-12-29 19:41:48 ::1 GET /Troublewebapp/default.aspx - 80 - ::1 Mozilla/4.0+(compat
2009-12-29 19:42:37 ::1 POST /Troublewebapp/default.aspx - 80 - ::1 Mozilla/4.0+(compsz
2009-12-29 19:42:37 ::1 GET /favicon.ico - 80 - ::1 Mozilla/4.0+(compatible;+MSIE+8.0;
II2009—12-—29 19:43:39 ::1 POST /TroublewebApp/default.aspx - 80 - ::1 Mozilla/4.0+(compsa
< | Lz

= Pivotamos sobre el User-Agent
" Encontramos una IP publica de la Org.
" ...y encontramos lo siguiente

www.ccn-cert.cni.es
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cantrs criptoldglos macional

0] Outiook Web App - Signin %

Outlook Web App

Secunity ( show explanation )
@® This is a public or shared computer
O Thisis a private computer
[0 use the light version of Outlook Web App

User name: |

E-mail Address: I

Password:

Sign n

Connected to Microsoft Exchange
© 2010 Microsoft Corporation. All rights reserved,

. —=4

www.ccn-cert.cni.es
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cantra criptalégies naclonal

6mlook'WebApp . .
= Acceso para los moviles

Security ( show explanation )

@ This is a public or shared computer
O This is a private computer

Lo m ActiveSync + OWA

E-mail Address:

Password:

=m ® TODA la Org. tiene acceso

Connected to Microsoft Exchange
© 2010 Microsoft Corporation, All rights reserved.

www.ccn-cert.cni.es 32
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XI JORNADAS STIC CCN-CERT

Outlook Web App

Secu

User

Pass

- = Pivotamos sobre la IP
Outlook' Web App

Security ( show explanation )

= 3 usuarios comprometidos

() This is a private computer

User name:

= Otra IP (backup moviles)

Password:

Connected to Microsoft Exchange
© 2010 Microsoft Corporation, All rights reserved.

www.ccn-cert.cni.es 33
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2. Contencion

www.ccn-cert.cni.es
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= Cerramos OWA2vy3

= Cambiamos passwords

«
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3. Erradicacion

www.ccn-cert.cni.es
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" Revisamos los logs
" Multiples intentos de login
" Revisamos correo de otros usuarios

= Revisamos equipos

www.ccn-cert.cni.es
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4. Recuperacion

www.ccn-cert.cni.es
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Impacto del incidente

www.ccn-cert.cni.es
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= Auditoria de contrasenas
= Concienciacion de usuarios
" Monitorizacion de logs

= Lista blanca de moviles

www.ccn-cert.cni.es
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5. Lecciones aprendidas
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Atacantes siempre a las puertas

A :‘x

¥

www.ccn-cert.cni.es
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cantrs criptoldglos macional

Usa doble factor de autenticacion
(2FA)

WELCOME!

www.ccn-cert.cni.es
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Conciencia a tus usuarios

www.ccn-cert.cni.es
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Los logs son tus mejores amigos

www.ccn-cert.cni.es
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cantra criptalégies naclonal

106 dias*

dwell time

* FireEye M-Trends 2017 Report

www.ccn-cert.cni.es
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Recoge & Vigila

~afl Logs IIS 2 days ago to 22 minutes ago ~ = # 4 = o
HTTP STATUS e & & P+ = [ - T NAVIGATEURS ® M & 4 x  OCTETS ENVOYES ® 1 & 4 x  OCTETSRECUS ® 1 & <+ x TEMPSDEREPONSE © 3 & 4 x
@ 200 (1093079) @ 500 (289146) LU @ intemet_explorer_6.0 (816222)
@ 404 (5680) @ 400 (5659) ® 304 (1066) @ 443 (982452) @ unknown_ (477908) @ java_14 (84882) 12-3ZGB (total) 10-966B (total) 351 ms (mean)
206 (465) © 302 (448) © 403(19) @ 80 (413120) @ intemet_explorer_7.0 (3673)
413(8) @ 301(2) intemet_explorer_10.0 (3217)
QJE"}‘ min max mean tota OJE"}‘ min max mean tota OJE"}‘ min max mean
* 0.00 3989MB 926KB 12.32GB * 40.00B 175.47MB 823KB 10.96GB * 0ms 3,610219ms 351 ms
0.00 39.89MB 1215KB  11.39GB 40.00B 175.47MB 873KB 8.18GB HTTPS O0ms 3,610219ms 405ms
HTTPS HTTPS HTTP O0ms 833053ms 223ms
0.00 39.89MB 252KB 1017.47TMB 81.00B 14535MB 7.05KB 2.78GB
HTTP HTTP
REQUETES HTTP(S) 0o @& o P x
ewr | @ ZoomOut]  HTTPS(982538) @ HTTP (413131) countper 30m | (1395669 hits)
25000
20000
15000
10000
5000
(]
10:00 1200 14:00 16:00 18:00 20:00 200 00:00 0200 0400 06:00 08:00 10:00 1200 14:00 16:00 1800 20:00 2200 00:00 0200 04:00 06:00 08:00
0225 0225 0225 @25 0225 0225 @25 02-26 0226 @26 02-26 0226 @226 02-26 0226 @226 0226 0226 0226 @27 @227 w27 @27 @227

www.ccn-cert.cni.es




XI JORNADAS STIC CCN-CERT

0
O
&
qu)
e
C
Q
(@
Q
O

50

www.ccn-cert.cni.es



cu_cerl' XI JORNADAS STIC CCN-CERT

cantra criptalégies naclonal

Exchange: Qué tienes que hacer HOY

= \erifica TODOS los accesos

2FA en los accesos externos

" Incrementa logging (EventHistory)

Aumenta Elementos Recuperables

Activa AuditLog para usuarios VIP

Revisa tus logs

www.ccn-cert.cni.es
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cantrs criptoldglos macional

Referencias

EventHistory Table
https://blogs.technet.microsoft.com/exchange/2013/06/24/adventures-in-querying-the-eventhistory-table
Message Tracking

https://technet.microsoft.com/es-es/library/bb124375(v=exchg.141).aspx

Mailbox access audit
https://michaelfirsov.wordpress.com/2012/06/16/exchange-2010-mailbox-access-auditing-part-i/
Mailbox delegations
https://msdn.microsoft.com/en-us/library/office/bb204081(v=exchg.140).aspx

Mailbox export

https://technet.microsoft.com/es-es/library/ff607299(v=exchg.141).aspx

Elementos recuperables
https://technet.microsoft.com/en-us/library/ee364755(v=exchg.141).aspx

Kernel Outlook PST Viewer

https://www.nucleustechnologies.com/pst-viewer.html

lIS Log Format (OWA)

https://msdn.microsoft.com/en-us/library/ms525807(v=vs.90).aspx

FireEye M-Trends 2017 Report
https://www.fireeye.com/current-threats/annual-threat-report/mtrends.html

www.ccn-cert.cni.es
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© E-Mails

> Iinfo@ccn-cert.cni.es cuh:cm

centro eriptaldgico naciona

> ccn@cni.es
> sat-inet@ccn-cert.cni.es
> sat-sara@ccn-cert.cni.es

> organismo.certificacion@cni.es

© Websites

>  WWW.CCN.Ccni.es
>  www.ccn-cert.cni.es

>  WWW.0OC.CCN.Cni.es

© Siguenos en

in A9l

www.ccn-cert.cni.es



