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vivwice ‘y_

Bavn oo (e Qué os contamos el afios pasado

0100128F push
01001290 call ds:1sDebuggerPresent
01001296 test
01001298 jnz loc_100146D
IT_'
|

[~ B
0100129E mov esi, 103n .
910012A3 xor ebx, ebx Normal execution
010012A5 push esi ; Size
01001206 1ea eax, [ebp+Dst]
910012AC push ebx ; val
01001240 push eax ; Dst
010012AE mov [ebpePathNane], D1
91001284 call nenset
01001289 push esi ; Size
01001284 lea eax, [ebpevar_107]
910012C0 push ebx ; Val
010012C1 push eax ; Dst 2
e I e Breaking Sandboxes
#10012C0 mov esi, 3FFh
01001202 push esi ; Size
01001203 lea eax, [ebpevar 608)
01001209 push ebx : v
010017
N
"
01001460
01001460 loc_100146D:
81001460 xor eax, eax
A 4
oo
0100146F

0100146F loc_100146F @

0100146F mov ec:. [ebpevar_ 4]
01001472 pop ed

01001473 pop esi End of the program
1001474 xor ecx, ebp
01001476 pop ebx
01001477 call sub_1001730
0100147C leave

01001470 retn

01001470 sub_1001278 endp
MaN147D

www.ccn-cert.cni.es 11
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Qué os contamos el afilos pasado

* Objetivo: hacer creer a los “bichos” que estan dentro de un entorno
de analisis de malware (virtualizado, debugging o de sandbox)

 Resultado: hemos observado que en diversos casos se desactivan
sin mayores complicaciones.

Este ano.....

« Si combinamos esta idea con otras tecnologias (p.ej. sandboxing), el
ratio de proteccion puede ser alto.

www.ccn-cert.cni.es 13
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Qué os contamos el afilos pasado
Resumen (rapido) de todas las técnicas

= Deteccion de depuracion: isDebbugerPresent,

CheckRemoteDebuggerPresent, OutputDebugString

= Deteccidn de entorno Sandbox/analisis de malware:

= nombres de procesos evidentes (OllyDbg.exe, windbg.exe, immunity,

procexp, wireshark,...)

= Nombres de ventanas (OllyDbg, Immunity Debugger,wireshark...)

www.ccn-cert.cni.es 14
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Qué os contamos el afilos pasado
Resumen (rapido) de todas las técnicas

= Deteccion de entorno virtualizado:

» GlobalMemoryStatusEx memoria < 1G, GetSystemInfo numero de

procesadores < 2, GetDiskFreeSpaceExXA < 60G

= Direcciones MAC : ‘08:00:27, 00:05:69, 00:0c:29, 00:1c:14, 00:50:56

* Nombres de ProcesosS. vboxservice.exe, vboxtray.exe, vmware-authd.exe,

vmnat.exe, vmwaredhcp.exe, vmware-usbarbitrator64.exe, Agent.py
www.ccn-cert.cni.es 15
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Qué os contamos el afilos pasado
Resumen (rapido) de todas las técnicas

= Deteccion de entorno virtualizado:

= Ficheros conocidos en VM C:\WINDOWS\system32\drivers\VBoxMouse.sys,
C:\WINDOWS\system32\drivers\VBoxGuest.sys, C:\WINDOWS\system32\drivers\vmmouse.sys, etc

» Claves de registro de windows: sySTEM\\ControlSet001\\Services\\ VBoxGuest 0 VBoxMouse,

HKEY_LOCAL_MACHINE, "HARDWARE\\Description\\System", "SystemBiosVersion", "VBOX" VBOX -1,
"HARDWARE\Description\\System", "VideoBiosVersion", "VIRTUALBOX?”, etc

= Nombres de equipos: sandbox, trendmicro, xp-sp3-template, maltest, virus, malware, sandbox ;)
= Nombre de unidades de disScO: sandbox.
= |nstrucciones X86: cpuiD, Redpill (SIDT) o NoPill (SGDT, SLDT)

www.ccn-cert.cni.es 16
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ﬁ DebugView on

sdd K

Sl O U e LD D O e

o Qo

10

Tine

0.00000000
0.00004777
0.o0o07ea2
4.11802244
4.118053%1
4.11308348
4.11813118
19.19149%71
19.19160843
19.19170570
19.19179344

PABLO-PC [loca

G| EBT| 9T

Debug Print

Driver Loading

Simlynk created

Callback set

process created hProcess 1572
ConsoleTestleb

get_seszion_id pesb 2147348480
Being debuged 0

process created hProcess 1502
ConsoleTestDeb

get_session_i1d peb 2147348480
Being debuged 1

X JORNADAS STIC CCN-CERT

B C\Windows\system3Z\omd.exe

D LoadDri

DisLoadDriverDebugProcesssDebugConsolelestDebuy.
A Debuggeando? ¥
Dz LoadDriverDebugPr I hong

ggeandot ! Y Debu

www.ccn-cert.cni.es
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K Debughiew on \\PABLO-PC (local) of|&@| R

file Edit Capture Options Lommcager bzl

ZHd Q8-

¥ Time

0 0.00000000
1 0.00004777
2 D.oooorgd
3411802244
4 4.118053%1
5 4.11808344
]
7
8
]
1

feas, e N FEAVE'E 4h N
19.19160843 ‘ ‘ 1 l"’ \
, 131170800 get l’ lA lJ lN Q' l: / 1

&
HOOKING
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Apps de “pega”

= Aplicaciones simulan ser las apps de un analista de malware.
= Tienen el mismo proccessName
= Tienen el mismo WndClass y WndText

= Sise analizan firmas del sw se ve que es diferente

www.ccn-cert.cni.es
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A - - —— | — —
y 7 Process Monitor - Sysinternals: www.sysinternals.com =@ = |
Archivo ‘ Inicio | Insertar Disefio Transiciones
572 File Help E
& S  [&= Disefo v
2ol —
¥ Process Explaer-Sysintemals: www.sysinternals.com I o B X |
I
File Help
=
-
&3 Immunity Debugger - [CPU] | o/ B X |
. Archivo Edicion Ver Ventana Ayuda I_ ][5'][ x|
( |
€® The interactive disassembler lo® =
File Help
] VBoxTrayToolWnd 1 =)
File Help

v« o= B e Emdaze/aala z
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Simulacion de entorno de analisis

Simular ficheros.

Simular claves de registro
Simular interfaces de red
Simular procesos

Simular espacio en Disco
Simular RAM disponible
Simular N° de CPUsg

www.ccn-cert.cni.es
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Bome anti{debugger/UM/sandbox? tricks
uzed by malware for the general public.

Windows version: 6.1 build 7681
CPU: Genuinelntel
CPU brand: Intel<R> Core<TM> i5-3328M CPU @ 2.68GH=z
Debuggers detection

Using IsDebuggerPresent(> ... OK

CPU information based detections
Checking the difference between CPU timestamp counters {(rdtsc) . 0K

Checking the difference hetween CPU timestamp counters (rdtsc) forc1ng UM exit ... OK

Checking hypervisor bit in cpuid feature bits ... OK
Checking cpuid hypervisor vendor for known UM vendors ... OK

Generic sandbhox detection

Using mouse actiwity ...

Checking username ... OK

Checking file path ... OK

Checking common sample names in drives root ... 0K

Checking if disk 3129 <= 6BGB u1a DeviceloControld{) ... OK
Checking if disk size <= 6BGE via GetDiskFreeSpaceExA(> ... 0K
Checking if Sleep{) is patched using GetTickCount(> ... OK
Checking if NumberOfProcessors is < 2 via paw access ... 0K
Checking if NumberOfProcessors is < 2 via GetSystemInfo<(> ... 0K
Checking if pysical memory is < 1Gb ... OK

Checking operating system uptime using GetTickCount<) ... 0K
Checking if operating system IsMativeUhdBoot(> ... OK

Hooks detection
Checking function ShellExecuteExW] method 1 ... OK
Checking function CreateProcessfl method 1 ... OK

Sandboxie detection
Uzing GetModuleHandle(shiedll.d11> ... OK

Wine detection
Using GetProcAddress(wine_get_unix_file_name> from kernel3d2.dll ... OK
Reg key <(HEKCU~SOFTWARE-Wine> ... 0K

VirtualBox detection

Scsi port—>bus—>target id->logical unit id-> B identifier ... OK

Reg key {HELM“HARDUARE“Description“System "SystemBiosUersion"> ... 0K
Reg key (HELM~SOFTUARE:“Oracle‘UirtualBox Guest Additionsz)> ... OK

Reg key ¢HEKLM~HARDUARE:Description“System "UideoBioslersion'") ... OK
Reg key C(HKLM~HARDWARE~ACPINDSDINUBOX__ > ... OK

Reg key C(HKLM~HARDWARESACPINFADINUBOR__ > ... OK

Reg key (HEKLM~HARDWARE~ACPISRSDINUBOX__ > ... OK

Reg key (HEKLM~S8Y¥STEM~ControlSet@Bi-Services~UBox=*> ... OK

Reg key (HKLM~HARDUARE-DESCRIPTION-System "SystemBiosDate"> ... OK
Driver files in C:SWINDOWSwsystem32sdrivers~UBox=* ... OK

Additional system files ... OK

Looking for a MAC address starting with B8:88:27 ... 0K

Looking for pseudo devices ... 0K

Looking for UBoxTray windows ... OK

Looking for UBox network shave ... OK

Looking for UBox processes (vhoxservice.exe. vhoxtray.exe) ... OK
Looking for UBox devices using WMI ... OK

UMuware detection

Bcsi port B,1.2 —>hus—>target id->logical uwnit id—> B identifier ... OK

Reg key CHELM~SO0FTUWARE“UMware, Inc.“UMware Tools> ... OK

Looking for CNMINDOWS“systemdZndrivers'wmnouse.sys ... 0K

Looking for C:SWINDOWS\system32sdriversswmhgfs.sys ... OK

Looking for a MAC address starting with BB:B5:69,. @@:BC:29, BB:1C:14 or B@:L@:56
Looking for network adapter name ... OK

Looking for pseudo devices ... OK

Looking for UMware serial number ... OK

Qenu detection

Scsi port—>bus—>target id->logical unit id-> B identifier ... OK

Reg key (HKLM~HARDUARE-Description~System "SystemBiosVersion"> ... OK
cpuid CPU brand string 'QEMU Uirtual CPU' ... OK

Bochs detection

Reg key {HELM“HARDUARE“Description“System "SystemBioslersion"> ... 0K
cpuid AMD wrong value for processor name ... OK

cpuid Intel wrong value for processor name ... 0K

Cuckoo detection
Looking in the TLS for the hooks information structure ... OK

Feel free to RE me, check log file for more information.

... DK

or de comandaos de Windows - pinexe -t pinwvboxdll -- di\pafish.exe

= Pafish <Paranoid fish> =

[2ome anti{debugger-UM/sandbox} tricks
used by malware for the general public.

Windows version: 6.1 build 7681

GPU: Genuinelntel

Hypervisor: UBoxUBoxUBox

CPU brand: Intel<{R> Core<TM> i5-3328M CPU @ 2.68GH=

Debuggers detection
Using IsDebuggerPresent(> ... Eraced¥

GPU information based detections
Checking the difference between CPU timestamp counters {(rdtsc) ... CFoced®

Checking the difference between CPU timestamp counters (rdtsc? forcing UM exit ... Exraced¥

Checking hypervizor bit in cpuid feature bits ... CFoced¥
Checking cpuid hypervisor vendor for known UM vendors ... EFaCedE

Generic sandbox detection

Using mouse activity ... Eracedt

Checking username ... EPaced?

Checking file path ... traced¥

Checking common sample names in drives root ... (Faced¥

Checking if disk size <= 6BGB via DeviceloControl() ... EFaced¥
Checking if disk size <= 6BGB via GetDiskFreeSpaceExA{(> ... traced¥
Checking if Sleep() is patched using GetTickCount()> ... EFaced?
Checking if NumberOfProcessors is ¢ 2 via raw access ... tracedf
Checking if HumberOfProcessors is { 2 via GetSystemInfod> ... traced¥
Checking if pysical memory is ¢ 1Gh ... EFaced?

Checking operating system uptime using GetTickCount(> ... EFacedt
Checking if operating system IsNativeUhdBoot{> ... OK

Hooks detection
Checking function ShellExecuteExW method 1 ... EFaced¥
Checking function CreateProcessA method 1 ... Eraced?®

Sandboxie detection
Using GetModuleHandle<{sbiedll.d11l> ... EFaced¥

Wine detection
Using GetProcAddress<{wine_get_unix _file_name> from kernel3Z.dll ... EFacedf
Reg key (HECU~SOFTUWARE-Wine> ... tEaced¥®

VirtualBox detection

S8csi port—>bus—>target id->logical wnit id-> @ identifier ... EFaced®

Reg key (HELM~HARDUARE-Deszcription*System “"SystemBioslersion') ... tracedt
Reg key (HELM~SOFTUARE“Oracle“UirtualBox Guest Additions> ... EFaced?

Reg key (HELM~HARDUARE-DescriptionsSystem "UideoBiosUerszion"> ... traced¥
Reg key (HKLM\HARDUARE-~ACPI~DSDINUBOX__ > ... Eracedt

Reg key (HKLM~HARDMARE-ACPI~FADISUBOX__ > ... Eraced?

Reg key (HKLM~HARDMARE-ACPI~RSDINUBOX_ > ... Eraced?

Reg key (HELM:~SYSTEM~ControlSet@Bi-Services~UBox*> ... Eraced¥

Reg key (HELM~HARDWARE-DESCRIFTION“Sysztem "SystemBiosDate"> ... Faced¥
Driver files in C:UWINDOWS“system3Z:drivers:UBox* ... Eraced¥

Additional system files ... EXaced?

Looking for a MAC address starting with B88:80:27 ... traced¥

Looking for pseudo devices ... GFaced¥

Looking for UBoxTray windows ... traced¥

Looking for UBox network share ... traced¥

Looking for UBox processes (vhoxservice.exe, vhoxtray.exe? ... GFaced®
Looking for UBox devices using WMI ... OK

UMvare detection

S8csi port B.1,.2 —>bus—>target id->logical uwnit id-> B identifier ... EFccedf

Reg key (HELM~SOFTUWARE“UMware. Inc.“UMware Tools> ... EFaced®

Looking for C:sWINDOWS“system32:drivers‘wmmouse.sys ... traced¥

Looking for C:“\WINDOWS“system32:driverswnhgfs.sys ... fraced?

Looking for a MAC address starting with BA:B5:6%, BB:8C:29, BB:1C:14 or BA:58:56
Looking for network adapter name ... Eraced®

Looking for pseudo devices ... GFaced®

Looking for UMware serial number ...

Qemu detection

S8csi port—>bus—>target id->logical wnit id-> B identifier ... EFaCEdE

Reg key (HELM~HARDUARE-Description~System "SystemBioslUersion')> ... traced¥
cpuid CPU brand string ‘QEMU Uirtuwal CPU* ... OK

Bochs detection

Reg key (HELM~HARDUARE-Description“System "SystemBioslUersion') ... Eraced¥
cpuid AMD wrong value for processor name ... OK

cpuid Intel wrong walue for processor name ... OK

Cuckoo detection
Looking in the TLS for the hooks information structure ... OK

... OK
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Qué os contamos el afilos pasado
Trabajos anteriores
= Xu Chen, Jon Andersen, Z.Morley Mao, Michael Bailey, Jose Nazario,
“Towards an Understanding of Anti-virtualization and Anti-debugging

Behaviour in Modern Malware”, 2008

= Jordi Vazquez

http://kasperskycontenthub.com/kasperskyacademy/files/2013/12/aira.pdf

» Rodriguez, R.J., Rodriguez-Gaston, |. & Alonso, J., “Towards the Detection
of Isolation-Aware Malware”, 2016
| https://webdiis.unizar.es/~ricardo/files/papers/RRA-LATAM-16.pdf

www.ccn-cert.cni.es 24
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https://webdiis.unizar.es/~ricardo/files/papers/RRA-LATAM-16.pdf
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Homeopatia...
Algunos comentarios que hemos recibido

= Nos hizo gracia que hablando en un entorno de proteccion antimalware

alguien dijera que le parecia “homeopatia”.

= Seguimos pensando que se pueden aplicar muchos mecanismos de

defensa en esta linea.

= Obviamente, infalible no hay absolutamente nada. Y menos una unica

tecnologia de proteccion

www.ccn-cert.cni.es 25
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Soluciones similares...

n Participa Retos Blogroll en espariol Blogrollin Englizh Herramientas Afiliados

AntiFooling, simula que tu maquina es virtual para que el

malware no se ejecute

ANTIVIRUS , FORTIFICACION |, HERRAMIENTAS
MALWARE | TECHICAS
Hoy nos llegaba una peticion de un

amigo en nuestro grupo de Telegram

= ; AntiFooing is a tool desgred For prenvsentng the malware
para que echaramos un vistazo a una This Iz possible through the axploltaton of the mosk common axceptians
herramienta publicada por SCDrpiD an Anti-Ermulation and Anti-Debuging technigues usad by the Malware, that
stop the axecution If It detects
Indetectables, concretamente [ Wirtusal Machires
; ; I# Hirtualee ™ vewars
AntiFooling. .
™ Run an System Startup
Enable I Disabls |

AntiFooling es una sencilla pero dtil
herramienta hecha con Autolt para e
simular que un sistema Windows es

una maquina virtual, pero épara qué?. Pues hoy en dia la mayoria del malware es
analizado dinamicamente en magquinas virtuales y sandboxes, por lo que el software
malicioso suele implementar medidas que lo detectan y detienen su ejecucion en
tal caso. Por lo tanto, si "engafiamos” al malware para que crea que esta en un entorno
de analisis de este tipo podremos conseguir que tampoco se ejecute en nuestra maquina,
obteniendo asi un eficaz "antivirus".

VVVVVV.LUIITULCTI L.UITTL.TCO 26
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Soluciones similares...

~ Participa Retos Blogroll en espariol Blogrollin Englizh Herramientas Afiliados
ﬁl‘ltlFﬂﬂlll‘Ig, ________ e o o s e s -t

amsal 5 de |:I||:|er'r1l:}re de 2016, 19:43

malware no

San Emeterio vy Roman presentaron hace un afioc una herramienta que hacia lo mismao.

Analizaba el sistema con pafish para demostrar que no era virtual y tras la instalacion del

:;Tg;“:n”:i:;:’ﬂrwer ponia todas las flags de pafish activadas, de forma que todo indicaba que era virtual,
aunqgue no lo era.

MALWARE | TECHICAS

para que echaram
herramienta public

Responder

Indetectables, cor

AntiFooling. I
™ Run an System Startup

. . . .- Enable Disable
AntiFooling es una sencilla pero dtil I |

herramienta hecha con Autolt para e

simular que un sistema Windows es

una maquina virtual, pero épara qué?. Pues hoy en dia la mayoria del malware es
analizado dinamicamente en magquinas virtuales y sandboxes, por lo que el software
malicioso suele implementar medidas que lo detectan y detienen su ejecucion en
tal caso. Por lo tanto, si "engafiamos” al malware para que crea que esta en un entorno

de analisis de este tipo podremos conseguir que tampoco se ejecute en nuestra maquina,
obteniendo asi un eficaz "antivirus".

VVVVVV.LUIITULCTI L.UITTL.TCO 27
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Soluciones similares...

Kaspersky® Academy

. CyberSecurity

for the Next Generation
International Student Conference

> Emulate virtual machines ramienta que hacia lo mismo.
A . : : vitual v tras la instalacion del
Il [0 avoid malware infections e todo indicaba que era virtual,

amige

para Jordi Vazquez Aira

herra Institut Obert of Catalonia (Barcelona, Spain)
Indet

AntiF

POLITECNICO

oprse

Introduction 28
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Qué hemos aihadido este afho
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Driver
Monitoriza creacion de procesos.
(PsSetCreateProcessNotifyRoutine)

A cada proceso nuevo :

* Le pone el flag de debug a True
* Le inyecta una dll con el nombre sandboxie.dll

* La dll hookea funciones para simular claves de
registro, ficheros, etc

e Suspende el proceso
e Mandar info al bus

www.ccn-cert.cni.es
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Instrumentacion con PIN

= Puedes controlar el comportamiento del
muchas maneras.

= Tiene bastantes contras en el mundo real.

www.ccn-cert.cni.es
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Paranoid fiszh

Paranoid fizh
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EX Administrador: Procesador de comandos de Windows - pinexe -t pinwvbox.dll -- d:\pafish.exe

Paranoid fish

traced?

traced?
traced?
traced?
traced?

traced?
traced?
traced!?
traced?
traced!
traced?
traced!?
traced?
traced?
traced?
traced?
0K

traced?
traced?

traced!

traced?
traced?

traced?
traced?
traced?
traced?
traced?
traced?
traced?
traced?
traced?
traced?
traced?

traced?
traced?
traced?
traced?

OK

traced?

traced?
traced?
traced?
traced?

traced?
traced?
0

traced?
traced?

traced?

X JORNADAS STIC CCN-CERT

e Virtualizacion

ologias de virtualizacion a la vez

N.ccn-cert.cni.es



EX Administrador: Procesador de comandos de Windows - pinexe -t pinwvbox.dll -- d:\pafish.exe

o st e X JORNADAS STIC CCN-CERT
[Bome anti{debugger UM/sandbox} tricks -
used by malware for the general public.

[%] Windows version: 6.1 build 7681
[#]1 CPU: Genuinelntel

Hypervisor: UBoxUBoxUBox

CPU brand: Intel<R> Core<TM

D:sLoadDriverDebugProcess“Release *LoadDriver.exe —h

Debuggers detection
Using IsDebuggerPresent(> ... EBAE

GPU information based detections

Checking the difference hetween CPI ]{l_l_n H_Fl_l "a 1‘-’&1‘& HE 11]
Checking the difference hetween CPI

Checking hypervizor bit in cpuid f

Checking cpuid hypervisor vendor f

L] L]
Generic sandbox detection ED I'|'IITI-E|.I'IE1 [D]]t 100 ] [ no .:-]JKIE ]
Using mouse activity ... EPacedt
Checking username ... EPaced?®
Checking file path ... traced¥

Checking common sample names in dr n E
Checking if disk size <= 6BGB via prints he 11] '

Checking I S1oepss %s patened woi —all simulate all sandboxs
Checking if NumberOfProcessors is =
Glecking 1f Nunbororprocessers it ——hochs simulate bochs
N R T e D ar —Tgemu S 1mu %EE & qemu
simulate vmware
simulate virtualbox |a Vez
ﬁgqﬁgoéizﬁggﬁigﬁisgle(shiedll.dll) —TwWwine = 1mu ].Elt e W :!.I'I L=
Wine detection no sandboxie check

Hooks detection ——uUmuapre
Using GetProcAddress{wine_get_unix

Checking function ShellExecuteExW
Reg key (HKCU~SOFTWARE-Wine) R

Checking function CreateProcessfAl m -} ]:"]K

VirtualBox detection

Scsi port—>bus—>target id->logical unit id-> @ identifier ... Eraced®

Reg key (HEKLM~HARDUWARE-Deszcription*System "SystemBioslersion') ... tracedt
Reg key (HELM~SOFTWARE“OraclesVirtualBox Guest Additions)> . traced?

Reg key (HELM~HARDUWARE-~Description~System "UideoBiosUerszion ... traced?
Reg key (HKLM~HARDWARE-~ACPI~DSDINUBOX__ > ... Eraced¥

Reg key (HKLM~HARDWARE~ACPI~FADTNUBOK_ > . traced?

Reg key (HKLM~HARDWARE-~ACPI~RSDINUBOX_ > ... Eraced?

Reg key (HELM~SYSTEM“ControlSet@Bi-Services~UBox*> ... Eraced¥

Reg key (HELM~HARDWARE-DESCRIFTION“Sysztem "SystemBiosDate"> ... CFaced¥
Driver files in C:sWINDOUWS-system3Z2drivers UBox* ... EFacedy

Additional system files ... Eraced®

Looking for a MAC address starting with B8:80:27 ... traced¥

Looking for pseudo devices . traced?

Looking for UBoxTray windows ... traced®

Looking for UBox network share ... traced®

Looking for UBox processes (vhoxservice.exe,. vhoxtray.exe? ... GFaced®
Looking for UBox devices using WMI ... OK

UMvare detection

S8csi port B.1,.2 —>bus—>target id->logical uwnit id-> @ ijidentifier ... EFacedl

Reg key (HELM~SOFTWARE“~UMware. Inc.“~UMware Tools> ... Eraced

Looking for C:s\WINDOWS“system32:driverswmmouse.sys ... traced¥

Looking for C:“\WINDOWS“system32:driverswmhgfs.sys ... fraced!

Looking for a MAC address starting with BA:@5:6%,. BB:AC:29,. AB:1C:14 or BA:58:56 ... OK
Looking for network adapter name ... Eraced®

Looking for pseudo devices ... tFaced?®

Looking for UMware serial number ...

Qemu detection

S8csi port—>bus—>target id->logical wunit id-> @ identifiew traced?

Reg key (HELM~HARDWARE-Description~System "SystemBiosVUersion ... traced?
cpuid CPU brand string ‘QEMU Uirtual CPU* ... OK

Bochs detection

Reg key (HELM~HARDUARE~Description“System "SystemBioslUersion') ... Eraced®
cpuid AMD wrong value for processor name ... OK

cpuid Intel wrong value for processor name ... OK

Cuckoo detection
Looking in the TLS for the hooks information structure ... OK
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Administrador: Pr ador de comandos de Windows

# Pafish (Paranoid fish> =

[Eome anti{debugger -UN/sandbox?> tricks

used by malware for the general public.

[#] Windows version: 6.1 build 7681

[#] CPU: Genuinelntel
Hypervisor: UBoxUBoxUBox
CPU brand: Intel{R> Core{TM> i5-3328M CPU P 2.68GH=z
Debuggers detection
Using IsDebuggerPresent<)> ... EEacedf
CPU information based detections
Checking the difference hetween GPU timestamp counters (rdtsc? ... CEaceds
Checking the difference hetween CPU timestamp counters (rdtsc)> forcing UM exit ... CEaced¥
Checking hypervisor bit in cpuid feature hits ... Eraced®
Checking cpuid hypervisor vendor for known UM vendors ... CEGcCEdS
Generic sandbox detection
Using mouse activity ... tFacedt
Checking username ... EFaced?
Checking file path ... traced¥®
Checking common sample names in drives root ... EPaceds
Checking if disk size <= 6BGE via DeviceloControld> ... EFacedt
Checking if disk size <= 6BGE via GetDiskFreeSpaceExA(> ... Eraced¥
Checking if Sleep{) iz patched using GetTickCount<> ... EFaced?
Checking if HumberOfProcessors is ¢ 2 via raw access ... traced?
Checking if NumberOfProcessors is < 2 via GetSystemInfo(> ... Eraced®
Checking if pysical memory is < 1Gh ... EFaCEdE
Checking operating system uptime using GetTickCount() ... Eraced®
Checking if operating system IsMativeUhdBoot<> ... 0K
Hooks detection
Checking function ShellExecuteExW method 1 ... EFScEdE
Checking function CreateProcessA method 1 ... Eraced?
Sandboxie detection
Uzing GetModuleHandle{shied1ll.d11> ... OK
Wine detection
Uzing GetProcAddress(wine_get_unix_file_name?> from kernel32.dll ... OK
Reg key <HKCU~SOFTWARE-Wine?> ... OK
UirtualBox detection
Scsi port—>bhus—>target id->logical unit id-> B identifier ... EFaced?
Reg key (HELM~HARDUWARE-Description“System “"SystemBiozlerszion''> ... Erdceds
Reg key (HELMNSOFTUARENOracle“WirtwalBox Guest Additions) ... Eraced?®
Reg key <HELM~HARDUWARE-Description“System "VideoBiosVersion'?» ... Cracedf
Reg key C(HEKLM\HARDUARENACPISDSDTNUBOR > ... EFEcEdt
Reg key (HELMSHARDUARESACPISFADTSUBOR_ > ... traced!
Reg key <HELMSHARDMARENACPISRSDISUBOR > ... graced?
Reg key C(HELMASYSTEM~ControlSet@Bi“Services UBox*) ... (Faced¥
Reg key {HKLM~HARDUARESDESCRIPTION“System '"SystemBiosDate"> ... Exaced?
Driver files in G:sWINDOWS“system3Zdrivers-UBox* ... EFaceds
Additional system files ... tFaced¥
Looking for a MAC address starting with B8:88:27 ... fraced®
Looking for pseudo devices ... CFaced¥
Looking for UBoxTray windouws ... traced¥
Looking for UBox network share ... traced¥
Looking for UBox processes (vhoxservice.exe. vhoxtray.exe) ... CFaced¥
Looking for UBox devices using WMI ... OK
UMwvare detection
8csi port B.1.2 —>hus—>target id->logical wnit id-> B identifier ... OK
Reg key (HELMNSOFTUARESUMware. Inc.~WMware Tools> ... 0K
Looking for C:s\UWINDOWS:zystem3Z2:drivers ummousze.sys ... OK
Looking for C:SUWINDOWSNsystemd2\driversswmhgfs.sys ... OK
Looking for a MAC address starting with 88:85:6%, B@:8C:2%,. BA:1C:14 or BA:58:56 ... 0K
Looking for network adapter name ... OK
Looking for pseudo devices ...
Looking for UMware serial number ... OK
Gemu detection
8csi port—rbus—>target id—->logical uwnit id-> 8 didentifier ... OK
Reg key C(HELM~HARDUWARE-Description:System "SystemBioslUersion'> ... OK
cpuid CPU brand string *QEMU Uirtual CPU’ ... OK

Bochs detection

Reg key (HELM~HARDWARE-Description“System “"SystemBiosVersion'> ... OK
cpuid AMD wrong value for processor name ... 0K

cpuid Intel wrong value for processor name ... OK

Cuckoo detection
Looking in the TLE for the hooks information structure ... OK

Administrader: Pro
= Pafish (Paranoid fish>» =

[Some antiddebugger/UM-/zandbox? tricks
used by malware for the general public.

[=] Windows version: 6.1 build 7681

[#] CPU: Genuinelntel

Hypervisor: UMwareUMware

CPU hbrand: Intel(R> Core(TM> i5-3328M CPU B 2_6BGH=

[-1 Debuggers detection
[#*] Using IsDebuggerPresent(> ... CFacedf

[-1 CPU information bhased detections

dor de comandos de Windows - pinexe -t pinvmwaredll -- d\pafish.exe - =

[#] Checking the difference between CPU timestamp counters (rdtsc) ... EFacedf
[#] Checking the difference between CPU timestamp counters <(rdtsc?> forcing UM exit ... CFaced¥
[#] Checking hyperviszor bit in cpuid feature bits ... EFaced¥

[#] Checking cpuid hypervisor dor for } UM dors ... traced?

[-] Generic sandbox detection

[*] Using mouse activity ... tFaced®

[#] Checking username ... EFaced?

[#]1 Checking file path ... traced¥®

[#] Checking common sample names in drives root ... EFacedf

[#] Checking if disk size <= 6BGE via DeviceloControl()> ... EFaced®

[#] Checking if disk size <= 6BGE via GetDiskFreeSpaceExA<{> ... Fracedf

[#] Checking if Sleep¢> is patched using GetTickCount(> ... EFaced?

[=*] Checking if MumberOfProcessors is < 2 via raw access ... Epaced?

[#] Checking if MumberOfProcessors iz < 2 via GetSystemInfol) ... Craced¥
[=*] Checking if pysical memory is < 1Gb ... Eraced®

[#] Checking operating system uptime uwusing GetTickCount()> ... EFaced¥

[=*]1 Checking if operating system IsMativeUhdBoot<{> ... OK

[-]1 Hooks detection
[#] Checking function ShellExecuteExlW method 1 ... CHaceds
[#*]1 Checking function CreateProcessfl method 1 ... Erxaced?

[-]1 Sandboxie detection
[#] Using GetModuleHandle(shiedll.d11l> ... OK

[-]1 Wine detection
[%] Using GetProcfAiddress{wine_get_unix_file_name> from kernel32.dll ... OK
[#] Reg key C(HKCU~SOFTWARE-Wine> ... OK

[-] UirtualBox detection

[#*] Ecsi port—->bus—>target id->logical wnit id-> 8 identifier ... OK

[#] Reg key ¢HEKLM~HARDWARE-Description“System '"SystemBioslersion"> ... 0K
[=*] Reg key C(HELM~SOFTWARE“OracleVirtualBox Guest Additions> ... OK

[#] Reg key <HELM~HARDWARE-Description*System 'UideoBioslersion'> ... OK
[=] Reg key <HELM~HARDWARE-ACPI~DEDI~UBOX__ > ... QK

[#] Reg key C(HKLM~HARDWARE:~ACPINFADINUBOX_ > .
[%] Reg key <HELM~HARDWARESACPINRSDINUBOX > ...
[#] Reg key (HELM:EY¥STEM:ControlSetBBi*Services UBox=*> ___ 0K

[=*] Reg key C(HEKLM~HARDWARE-~DESCRIPTIOMN-~System "“SystemBiosDate'"> ... OK
[#*] Driver files in C:NWIMDOWS:system3Zndrivers:UBox=* ... OK

[%] Additional system files ... QK

[#] Looking for a MAC address starting with B8:88:27 ... 0K

[=*] Looking for pseudo devices ... OK

[#] Looking for UBoxTray windows ... OK

[#*] Looking for UBox network share ... OK

[#] Looking for UBox processes (vhoxservice_exe,. vhoxtray.exe)> ... 0K
[#*] Looking for UBox devices using WHMI ... OK

[-]1 UMware detection

[#] Scei port B.1.2 —>bus—>target id->logical wnit id-> B identifier ... CFACEd¥

[%] Reg key (HEKLM~SOFTWARENUMware. Inc.“UMware Tools> ... Eracedf

[#] Looking for C:»WINDOWS\system32Z:drivers‘uwmmouse.sys ... traced'

[#*] Looking for C:sWINDOWSwsystem32:drivers'wnhgfs.sys ... Eraced?

[#] Looking for a MAC address starting with BO:B5:6%. 60: EC 29 A@:1C:14 or BO:58:56
[#*] Looking for network adapter name ... Eraced¥

[#] Looking for pseudo devices ... CFacedt

[#*] Looking for UMware serial number ... OK

[-]1 Qemu detection

[#] Scei port—>hus—>target id->logical wnit id-> B identifier ... OK

[=*] Reg key (HRLH\HHRDNHRE\Descrlpt1on\System "SystemBiosVersion"> ... OK
[#] cpuid CPU brand string ‘QEMU Uirtual CPU’' ... OK

[-]1 Bochs detection

[=*] Reg key C(HEKLM~HARDWARE-Description“~System "“SystemBioslUersion'> ... OK
[#] cpuid AMD wrong value for processor name ... OK

[#*] cpuid Intel wrong value for processor name ... OK

[-]1 Cuckoo detection
[#] Looking in the TLS for the hooks information structure ... OK

... traced?
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Colaboracion entre elementos de seguridad
SiBUS

(“solo no puedes, con amigos si”)
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Equipo rojo Equipo azul

27001:201 Cumplimiento

Audito?’ia interna
Auditoria externa

Tengo hijas Tengo un
i hamster
CAB/Cambios ENCS

Parche rechazado por impacto

SCIIF
LECRIm DA FCSEs

Auditoria de licencias
Presupuestos Mas
Mi jefe presupuestos
El jefe de mi

Revisar inforlfi&  Acudir a
SepertarcraoinRs
ralos
proveedores

La gente que no “Pues vaya mierda de hacker
entiende lo que es un que eres, Chema dice que...”
certificado y afirma

que trabaja en Gestion de
tecnologia/seguridad ldentidad

Simplemente necesito encontrar UNA debilidad.
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centro criptologico nacional

BUS de mensajes de seguridad
= BUS basado en mensajes en AMQP (demo con RabbitMQ).

= Sjun elemento detecta un IoC del tipo que sea, deberia
compartirlo de inmediato con el BUS.

= Algunos fabricantes ya tratan de seguir este modelo:
¢problema? Debes adaptarte a SU estandar.

= Un estandar controlado por UN fabricante, no es un
estandar, es una “licencia’.

www.ccn-cert.cni.es
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Applications | Exchanges Queues | AP lications
roduce Route and Filter Store and Forward onsume
B U ‘ Messages | Messages Messages I Messages
N | |
| I

2).

= Clients Server (ak.a. Broker) Clients
€
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STIX, OpenlOC, MAEC, CYBIX...

= Daigual el formato o el estandar, lo relevante es la arquitectura.

OpenlOC

An Open Framework for Sharing Threat Intelligence

ted Threats Require Sophisticated Indicators

Overview Why OpenlOC? Schema Tools OpeniOC FAQ Resources

Overview

In the current threat environment, rapid communication of pertinent threat information is the key to quickly detecting, responding and containing targeted
attacks. OpenlOC is designed to fill a void that currently exists for organizations that want to share threat information both internally and externally in a
machine-digestible format. OpenlOC is an extensible XML schema that enables you to describe the technical characteristics that identify a known threat, an

attacker’s methodology, or other evidence of compromise.

OpenlOC was originally designed to enable MANDIANT's products to codify intelligence in order to rapidly search for potential security breaches. Now, in
response to requests from across the user community, MANDIANT has standardized and open sourced the OpenlOC schema and is releasing tools and

utilities to allow communication of threat information at machine speed.

Lookup STIX Data Types

About STIX

Structured Threat Information Expression (STIX™) is a structured language for describing cyber threat information so it can be shared, stored, and
analyzed in a consistent manner.

The STIX whitepaper describes the motivation and architecture behind STIX. At a high level the STIX language consists of 9 key constructs and the
relationships between them:

+ Observables describe what has been or might be
seen in cyber

« Indicators describe patterns for what might be
seen and what they mean if they are

+ Incidents describe instances of specific adversary
actions

= Adversary Tactics, Techniques, and Procedures
describe attack patterns, malware, exploits, kill
chains, tools, infrastructure, victim targeting, and
other methods used by the adversary

» Exploit Targets describe vulnerabilities,

ThreatActor I — weaknesses, or configurations that might be

- exploited

« Courses of Action describe response actions that
may be taken in response to an attack oras a
preventative measure

+ Campaigns describe sets of incidents and/or
TTPs with a shared intent

= Threat Actors describe identification and/or
characterization of the adversary

Indicator

]

* Reports collect related STIX content and give them shared context

www.ccn-cert.cni.es
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Autor: John Lambert
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La union hace la fuerza, si unimos motores de AV,
sandboxing, defensas perimetrales y técnicas de

contrainteligencia es mas dificil tener exito en el ataque

Necesidad de estandar de comunicaciones entre tecnologias

Creemos que es una idea muy poderosa

www.ccn-cert.cni.es
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& (i) @ GitHub, Inc. [US) https://github.com,/psaneme/Kung-Fu-Malware c | | g github kung fu malware 2> ‘

o Personal Opensource Business Explore Pricing Blog Support  Thisrepository Sign in m
u |_ V
e AV,

! psaneme / Kung-Fu-Malware ©Watch 2  #Star 1 YFork 1
o -~
S <» Code 1) Issues 1 Il Pull requests 0 1Y) Projects 0 4~ Pulse lili Graphs b e
No description or website provided.
C |
0 71 commits 7 1 branch > 0 releases 12 1 contributor
Branch: master - New pull request Find file Clone or download =
sl psaneme committed on GitHub Delete tr Latest commit c3b8822 on 4 Aug
Ve
u P B LoadDriverDebugProcess Add files via upload 4 months ago Iog I aS
B ProcWatcherDebugDriver Delete tr 4 months ago
| bin/i386 Delete one 4 months ago
[& README.md Initial commit 4 months ago
E3 README.md
= (
Kung-Fu-Malware
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2000 2004 2006 2008 2010 2013 2015 2016

Perimetro Monitorizacion Accesos a la red Fugas de datos Threat Intelligence Compartamos Endpoint Generemos T1
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E-Mails

> info@ccn-cert.cni.es CN - cm

centro criptolégico nacional

> ccn@cni.es

> sat-inet@ccn-cert.cni.es
> sat-sara@ccn-cert.cni.es

> organismo.certificacion@cni.es

Websites

>  www.ccn.chi.es
> www.ccn-cert.cni.es

>  Www.0c.ccn.cni.es

Siguenos en

0 s @b
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