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Poltergeist en tu edificio
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Nuestro escenario

Evolucion de los edificios
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Nuestro escenario
Building Management System (BMS)

parking lot utilization

Energy
Smart meters,
demand response Water
Smart meters, use
Lighting and flow sensing
Occupancy sensing \ S
§ Fans, variable air
Fire ~ volume, air quality
Functionality checks, \
detector service ~ Elevators
“~ Maintenance,
24/7 monitoring ~ performance
Condition monitoring, e
~
~

/

Badge in, cameras,
integration perimeter,
doors

[ Smart - Building




Nuestro escenario
Esquema tipico de red

Implantadores Fabricantes
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Nuestro escenario
Sistema afectado

TRIDIUM NIAGARA CONCEPT ARCHITECTURE
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Reports Alarm
Maintenance Management Dashboard

Versiones1ly2 Management

Irrigation Intrusion
Control . Weather Detection
't hadl -

System



Atacando el entorno
@ Identificacion de backdoor

Identificacion de usuarios por defecto que segun la version de manual aparecian o no
en el documento (backdoor)

e guest [ *xFx*

o test/****

e demo [/ ****

e admin / ***** (Directamente administrador)

En versiones mas modernas existen otros usuarios ampliamente utilizados por defecto
o default / **x¥r**
o tridium [ *F*xkrex



Atacando el entorno
@ Acceso con permisos de lectura

Se utiliza el acceso como el usuario identificado que Unicamente tiene permisos de
lectura. Esto impide la posibilidad de realizar acciones sobre el edifico.

ES K I

Federal Building - )
Building 1, IRS & Central Plant

IMC-1

Outside Temperature 34.3 °F 8:20 AM
QOutside Humidity 63.1 %RH 4/8/16

Server Main Selection Screen (Server)
Courthouse All Floors Except 2nd (UNC-2)
Courthouse 2nd Floor Only  (UNC-3)

SHELTERINPLACE  Hormal




Atacando el entorno
@ Acceso a ficheros de configuracion

Se analiza el sistema y se identifica la ruta del archivo de configuracion (Existen
varios). El usuario tiene acceso de lectura a los archivos de configuracion donde se
encuentran los usuarios y su contrasefia cifrada.

<UserType>
<userName </userName>
<fullName) </fullName>
<workplaceHome>
</workplaceHome>
<browserHome>

</browserHome>
<password>210 </password>
<securityMask>

<mask radix="16">-ffffffffffeeel</mask>
¢/securityMask>
<enabled>true</enabled>
<logoTTPeriod>0</logoTTPeriod>
<userld>1</userld:>
<securityAdmin>true</securityAdmin>

{EUSEF‘I}"FE?'




Atacando el entorno
Identificacion de librerias [no publicas]

Se identifica el directorio donde se encuentran todas las librerias (no publicas) que
utiliza el sistema. Entre las librerias, existe una que contiene funciones para cifrar
y descifrar.

Index of _

Parent Directory

Name Last Modified Size
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Atacando el entorno
@ Recuperacion de credenciales

Creacion de un simple script que haga uso de la libreria para descifrar las claves

cifradas.
Text (ASCII / ANSI)

HEE/

Copy to Clipboard

Hexadecimal
210C232A2F

Copy to Clipboard

13



Atacando el entorno

@ Recuperacion de credenciales

Creacion de un simple script que haga uso de la libreria para descifrar las claves

cifradas.

Text (ASCII / ANSI) L
A |
import [ NG

public class Principal {

W N e

= public static void main(String[] args){
System.out.println("Decrypt the hash");
System.out.println(Encrypt.decrypt("!0#*/")):; //Clave del usuario ies

) oy 0

[:__ Markers - is| Properties' o Serversv& Data Source Explorer: &2 Snippets -@ Console &2 '
<terminated> Principal [Java Application] C:\Program Files\Java\jre1.8.0_65\bin\javaw.exe (28/9/2016 22:53:02)

Decrypt the hash
ies

-1—
(

14



Atacando el entorno

Control total del edificio

Acceso como usuario administrador al sistema BMS Tridium Niagara y control
completo del edificio.




Edificios afectados

Localizacion de sistemas

Search Result

Found about 28,561 results, 26,757 hosts (0.685 seconds)

Search Type ™

— soorooan [ W~

i+

*% Exploits *% Maps W Share Search & Download Result<

E3 Hong Kong, Centrald
Details

United States
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Edificios afectados

Localizacion de sistemas

opsiooan [ DEmEE  Wa

| ¥ Exploits #, Maps W Share Search <& Download Results el

—

Search Result

Found about 28,561 results, 26,757 hosts (0.685 seconds)

Search Type D

o stooan [ T N

*% Exploits *% Maps 9 Share Searc

United States

*% Maps W Share Search & Download Results [l ' - r\nContent

specialized

i+

-

Los Angeles

South Lake Tahoe

; Windows 7 or 8 San Francisco
Enzu

Amazon.com

Phoenix

United States, Ashbum
Details

E United States, Los Angeles Houston

Ras Pt

United States 15,758 {ITP/1.1 422 Bad
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Edificios afectados

Localizacion de sistemas

— P opsHooan [ om0 W

*% Exploits #, Maps W Share Search <& Download Results el

Search Result
Found about 28,561 results, 26,757 hosts (0.685 seconds) ) . '
o . - - » .
A o> _
— e SHooan [ EEEE N = 7 : Linux 3.x

i+

Search Type

w L Enzu
%% Exploits #, Maps 9 Share Searc ' 7' C o 4

$E United States, Los Angeles

#, Maps @ Share Search & Download Results |l

whose Niagara Framework runs an estimated 11
million devices and machines in 52 countries, has, it is

United States

| |
Windows 7 or 8 San Francisco Amazon.com
Enzu : :
Phoenix
BE United Stat 1 A United States, Ashbum
== United States, Los Angeles Houston
P Details

United States 15,758 {(ITP/1.1 422 Bad Requesl\r
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Edificios afectados
Localizacion de sistemas

T - ’. SHODAN |  [CGEEEE 00 |

Search
(=] ¢ Jwlink 2
Mark Gibbs, conrar: UTOR
@ FULL BIO v

Hot news from The Washington Post: A computer
service comnanv. Tridinm. based in Richmond. VA. e

¥ ... whose Niagara Framework runs an estimated 11
_ million devices and machines in 52 countries, has, 1t is

‘\fh“ reporteq, serious security 1ssues uat coua z
" compromise the integrity of their user’s systems.

Angeles

% . — - ¥
-y =) Details P

United States 15,758 {I1P/1.1 422 Bad Requesl\r
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Empresas privadas

X NAVIGATOR
&
= © @ Building 243
M Building 255

SHORTCUT

MyFacility GRAPHICS ALARMS SCHEDULE

Facility Navigator

- -

integrated Building Technologies

-
HELP

Edificios afectados

. s
T
o0oLS SERVICES -,

20



Entidades bancarias
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Edificios afectados
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Edificios afectados
Entornos industriales

Cogeneration Gare
Schema principe
Rez de chaussee

ler efage

=& Moteurs

=& Moteur 1
Schedule 1
Trend 1
Moteur 2
Schedule 2
Trend 2
Moteur 3
Schedule 3
Trend 3
Moteur 4
Schedule 4
Trend 4

Chaudieres
Chaudiere 1

Chaudiere 2

Chaudiere 3
Chaudiere 4

Ballons

Alarmes
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Otros fenOmenos paranormales
Alteracion de seiales

Database Index

ALERT ALERTHISTORY text/comma-se
ALERT UNACKEDALERTS text/comma-se
APP MYDATA ext/comma-se

ARCHIVE. AHUL VAV BOXES ROOM 123 DAT D ata
ARCHIVE. AHUL VAV BOXES ROOM 123 DAT
ARCHIVE. AHU2 VAV BOXES ROOM 206 DAT
ARCHIVE. AHU2 VAV BOXES ROOM 216A DA |[TSTAMP VALUE STATUS
ARCHIVE. AHUS VAV BOXES ROOM BI104K B 111:00:01 19-Feb-2009 America/New York]|[125.119995| {ok}

ARCHIVE. AHU3 VAV BOXES ROOM E105M I
ROIT AHUS VAV BOXES ROOM E008 3 |10:45:01 19-Feb-2009 America/New York[127.18  |{ok} |
ARCHIVE AHU 1 DATA BLDGPRESS [10:30:01 19-Feb-2009 America/New York][128 4 [{ok} ]

S e [10:15:01 19-Feb-2009 AmericaNew Yorkl[123.54 {0k} |

ARCHIVE. AHU 1 DATA DAFLO

o 7 |[10:00:01 19-Feb-2009 America/New York][124.369993][{ok}

am - 9:45:01 19-Feb-2009 AmericaNew York |[124.21999 |{ok}

) 1 ll9:30:01 19-Feb-2009 AmericaNew York [12443  |{ok} |

%n; App]jcation Database Query feb-2009 America/New York (|131.23999 ||{ok}

:l 1 1eb-2009 America’New York |[123.61 {ok}

g:_ I —— Teb-2009 AmericaNew York [[122.52  |[{ok} |
select * from 2 Teb-2009 AmericaNew York [[122.0 [{ok} ]

i
i
-

7eb-2009 AmericaNew York [[121.399994|{ck} |
1eb-2009 America/New York |([128.04 {ok}

1eb-2009 America/New York |[115.439995||{ok}
r

HIME Type
[text/html v

| Execute | | Reset |




Compromiso de redes internas

Otros fenomenos paranormales
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Otros fenOmenos paranormales
Acceso a sistemas NO vulnerables

Schneider
3 Electric

Honeywell
TRIDIUM
SIEMENS
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Acciones coordinadas
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