


Ransomware

Infraestructura de la victima

5. El atacante promete las claves de 
descifrado al recibir el rescate

4. La victima envía 
el rescate

1. La victima se 
infecta con el 
Ransomware

2. Ficheros 

cifrados
3. Petición de 

rescate



Ransomware: ámbitos

Equipo/ usuario individual– commodity malware
• Requiere un ataque al usuario o equipo (correos 

spam / drive-by downloads)
• Cryptolocker/Crilock, Teslacrypt, Locky, Cryptowall
• Ransomware-as-a-Service
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A toda una organización – targeted attack
• Requiere un ataque más complejo

• Ataque a usuario / equipo / servidor 
• Escalado de privilegios
• MSIL/Samas



• •

Entrada Extensión

•

Cifrado



Use stolen host list 
to remotely deploy 

malware

Reconaissance 
started by attack 

server

Deploy malware 
files / run other 
commands with 
PSEXEC tool thru 

batch files

Delete shadow 
files via 

vssadmin.exe

Executes another variant of 
 Trojan:BAT/Samas.BExecutes 

Trojan:BAT/Samas..C

Executes 
Trojan:BAT/Samas.B

Collect Active 
Directory data/ host 
list with csvde.exe 

Scans networks to 
find 

possible vulnerable 
entry point to 
exploit JBoss 

servers via CVE-
2010-0738

Install Trojan:MSIL/Samas 
(deletes backup files with 

specific extension names)

Install Ransom:MSIL/Samas and 
copies public key to machine 

( _<random>_PublicKey.keyxml )



Mitigando el 
ransomware en 
nuestras 
organizaciones







Safe

Multiple filters + 3 antivirus engines
with Exchange Online protection

Links

Recipient
Unsafe

Attachment
• Supported file type
• Clean by AV/AS filters
• Not in Reputation list

Detonation chamber 
(sandbox)
Executable? 

Registry call?

Elevation?

……?

Sender

https://technet.microsoft.com/en-us/library/exchange-online-advanced-threat-protection-service-description.aspx

https://technet.microsoft.com/en-us/library/exchange-online-advanced-threat-protection-service-description.aspx


Microsoft Active Protection Service 
(MAPS) Defender ATP

Everyone

Full Control

Modify

http://aka.ms/sparoadmap

Detect Respond Recover

https://blogs.technet.microsoft.com/mmpc/2015/01/14/maps-in-the-cloud-how-can-it-help-your-enterprise/
https://blogs.windows.com/windowsexperience/2016/03/01/announcing-windows-defender-advanced-threat-protection/
http://aka.ms/sparoadmap


Windows Defender 
Cloud Protection

Attacker

Command 
& Control

End User

Automated file processing

Machine Learning 
Classification: Malware

Malware Blocked

Confirm file received

Time to Monetize:

Hours$
Time to Protect:

Seconds

Block at First Sight

https://technet.microsoft.com/en-us/itpro/windows/keep-secure/windows-defender-block-at-first-sight

https://technet.microsoft.com/en-us/itpro/windows/keep-secure/windows-defender-block-at-first-sight


Copias de seguridad

• Las copias de seguridad deben contener todos los datos críticos de negocio

• `Se deben validar las copias de seguridad

• Copias de seguridad Offline

o

• Evitar el borrado/sobreescritura de las copias online incluso por administradores (esas 
credenciales pueden ser capturadas)

• Los accesos a la subscripción deben estar protegidos adecuadamente



Capability Resources

Mail and Application

Content Protections

• Office 365 Exchange Online Advanced Threat Protection

https://technet.microsoft.com/en-us/library/exchange-online-advanced-threat-protection-service-description.aspx

• Office 2016 Internet Macro Blocking

https://blogs.technet.microsoft.com/mmpc/2016/03/22/new-feature-in-office-2016-can-block-macros-and-help-prevent-infection/

• Office 2013 VBA Macro Blocking (blocks ALL macros)

https://technet.microsoft.com/en-us/library/ee857085.aspx#changevba

• System Center Endpoint Protection / Windows Defender with Microsoft Active Protection Service (MAPS) 

https://blogs.technet.microsoft.com/mmpc/2015/01/14/maps-in-the-cloud-how-can-it-help-your-enterprise/

Securing Privileged Access http://aka.ms/sparoadmap

Apply Security Updates Windows Server Update Services - https://technet.microsoft.com/en-us/windowsserver/bb332157.aspx

3rd Party application update – <varies by vendor>

Backups Offline or otherwise attacker-inaccessible backups

OneDrive for Business - https://blogs.technet.microsoft.com/office365security/how-to-deal-with-ransomware/

Azure Site Recovery – Azure Backup - https://blogs.technet.microsoft.com/hybridcloud/2016/11/04/fbi-warning-ransomware-attacks-

skyrocketing/

Application Whitelisting AppLocker - https://github.com/iadgov/AppLocker-Guidance

Windows 10 Device Guard - https://technet.microsoft.com/en-us/itpro/windows/whats-new/device-guard-overview

Application Reputation SmartScreen - http://windows.microsoft.com/en-US/internet-explorer/use-smartscreen-filter#ie=ie-11

Windows Defender with Microsoft Active Protection Service (MAPS)

Exploit Mitigations Windows 10 Control Flow Guard - https://technet.microsoft.com/itpro/windows/keep-secure/windows-10-security-guide#secure-the-

windows-core

Enhanced Mitigation Experience Toolkit – http://www.microsoft.com/emet

Security Development 

Lifecycle (SDL)

Follow these practices for your applications and require or encourage vendors/suppliers to follow them

http://www.microsoft.com/sdl

User Education https://www.microsoft.com/en-us/security/online-privacy/phishing-symptoms.aspx
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