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AVISO

Lo expuesto en esta presentacion esta basado en un analisis al
sistema operativo Estrella Roja desarrollado por Corea del Norte
(Version Desktop 3.0). Los resultados no se han validado con nadie
de Corea del Norte y son puras conjeturas.
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1. ESTADO-NACION: ATAQUES Y DEFENSAS
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1. RESPUESTA OFENSIVA

MALWARE GRUPO DE OPERACIONES

Reign NSA TAO (EE.UU.)
Flame PLA UNIT 61398 (China)
Stuxnet UNIT 8200 (Israel)
Duqu

OnionDuke

The Mask / Careto
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Desarrollo de Software Propio: SO y Apps
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1. RESPUESTA DEFENSIVA

Corea del Norte: Estrella Roja

China:
* COS (Linux para moviles)
« Kylin (Ubuntu)

Rusia:
 RoMOS (Android)

Francia: No un SO propio pero ejército se pasa a Ubuntu

India: Anunciado su propio SO

EE.UU.:
* Version segura de Android por el DISA
« Plan X: SO para operaciones de ciberguerra en tiempo real

WWW.ccn-cert.cni.es 7
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1. BARRERAS

« Consequir copias del SO / Apps

| IAGIAY .
* ldioma
|
’
« Analisis / Escalada de Privilegios (root) A
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2. UN VISTAZO A LA ESTRELLA ROJA
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2. ROMPIENDO LAS BARRERAS

» Conseguir copias del SO / Apps
» Copias filtradas por Internet
* Inteligencia

 ldioma
» Google Traductor
» Modificacion ISO y lenguaje

» Analisis / Escalada de Privilegios (root)
« Explotacion de vulnerabilidades locales / remotas

WWW.ccn-cert.cni.es 10
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2. ESTRELLA ROJA HISTORIA

Comienzo desarrollo en 2002 por el Centro de Computacion de Corea (KCC)

Oficinas KCC: China, Alemania, Siria y Emiratos Arabes

Estrella Roja:
« 2010: Versiéon 2.0
« 2012: Version 3.0 (publicada en 2013)

Fugas en Internet:
» 2010: Estudiante ruso durante un curso en Pyongyang compré una copia y la publicé (version 2.0)
« 2013: Un profesor americano visitante compro una copia y publico fotos (version 3.0)
« 2014: En diciembre se filtran copias de la version 3.0 en Internet

WWW.ccn-cert.cni.es 11
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2. ESTRELLA ROJA CARACTERISTICAS

Sistema Operativo Linux

Basado en Fedora

Kernel: 2.6.38.8

Disefado para usuarios (version Escritorio)

WWW.ccn-cert.cni.es
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2. ESTRELLA ROJA 2.0
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2. ESTRELLA ROJA 3.0
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2. DEMO: ESCRITORIO ESTRELLA ROJA
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WWW.ccn-cert.cni.es 15


https://www.google.es/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwis0K79ur_JAhWFiRoKHcTuDo8QjRwIBw&url=https://www.flickr.com/photos/rohdesign/3534506648&bvm=bv.108538919,d.d2s&psig=AFQjCNGf8OynicNffBt9WyrKLW87HCzCMA&ust=1449224123203474

X' IJORNADAS STIC CCN-CERT

2. ¢ POR QUE EL CAMBIO DE LOOK?
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2. CHARLA DE WILL SCOTT EN CCC 2014

« Will Scott: profesor visitante americano impartido dos semestres en el
KCC (Pyongyang): programacion y SO (Linux y Android)

* https://lwww.youtube.com/watch?v=w703MQZcDhY

WWW.ccn-cert.cni.es 17
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3. EL OTRO LADO DE LA ESTRELLA ROJA
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3. SEGURIDAD Y VULNERABILIDADES

Medidas seguridad:
* Root deshabilitado
* Snort (2.8.0)

Lynis: 56 de puntuacion
Hardening index : [56€] [F#FF5F35855F 1

Hardening strength: System has been hardened, but could use additionmal hardening

Vulnerabilidades:
« Configuraciones inseguras
» Aplicaciones
+ Kernel

WWW.ccn-cert.cni.es 19
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3. DEMO: ESCALADA DE PRIVILEGIOS

D @WO» \
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3. MALWARE

« Applications/MusicScore.app/Contents/Resources/Help/ko _KP/Music
Score/score_split.htm

« Exploit:HTML/IframeRef.gen

WWW.ccn-cert.cni.es 21
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3. NAVEGADOR NAENARA

Naenara == “mi pais”

Navegador basado en Firefox

Portal de noticias www.naenara.com.kp (Gestionado por el KCC)

Configurado para recibir actualizaciones de forma automatica

WWW.ccn-cert.cni.es 22
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3. NAVEGADOR NAENARA

e - A 06:21

Y LHLIZF2RED| §re ®E eI SEr|E s =3 s

—_— = HIXI 27

- [ > E] | = | | b | | L . | WAy http://10.76.1.11/naenarabrowser, ST w S Q
= F 2UBSSH -
PN HIISR = -

EH=Sg= S,

10.76.1.110HIM SAIVI2 S5 S=LICL.

"

m SAZIIF2AMESE AEE== @BHLE E= HE HE EsS0
Ch EAIS=0H CHA A2 A Al 2.
= HE HIXIE 2= BCHHE SFolcl 238 =58 =2 2 L1271 HF2ELICEH

= 0] SR 22| U5tE E= HElSAMZ 2 ESE|HKICHE LHLIZEZE2E21 21 =
H H=58 AUSE I EXI0HUSK] =21 F=A121 HERHLICEH

a

EHZ& =+ LS

B O LHLISFEZIZ I CHSH

=N

LHLIZ e =k
EHE 3.5

BT E

WWW.ccn-cert.cni.es 23



X' JORNADAS STIC CCN-CERT

3. NAVEGADOR NAENARA

« Envia informacion a un servidor central (10.76.1.11)

« App escrita en PHP W

e Links:

o http://10.76.1.11/naenarabrowser/crash-stats.mozilla.com/report/index/

o http://10.76.1.11/se/search/index.php?keyword=TEST 2&ie=utf-8&oe=utf-
8&ag=t&rls=org.mozilla:ko-KP:official&client=firefox-a

WWW.ccn-cert.cni.es 24
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3. NAVEGADOR NAENARA

GET /test.html HTTR/1.1

MaenaraBrowserHeaderMAC: 192.168.131.134=000C29DFEB25

Hardwaresh:

User AgentSystem: ......c.cciiieiiiiii e nnnnnnns 2.0...

Host: 192.168.131.135

User-Agent: Mozilla/S.0 (X11; U; Linux 1685; ko-KP; rv:1.9.1b4) Gecko/20130508
Fedora/1.9.1-2.5.rs32.0 MNaenaraBrowser/3.5b4

Accept: text/html,application/xhtml+xml, application/xml;q=0.9,%*/*;q=0.8
Accept-Language: ko-kp,ko;g=0.8,en-us;qg=0.5,en;q=0.3

Accept-Encoding: gzip,deflate

Accept-Charset: UTF-8,*

Keep-Alive: 300

Connection: keep-alive

WWW.ccn-cert.cni.es 25
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3. CONTENTS GUARD

« Demonio que firma ficheros “watermarking” sin que el usuario lo sepa
« Pensado para identificar la procedencia de un fichero

« Compuesto por diferentes ficheros, incluye medidas de defensa

G

7%
- g
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opprc

o = =3

mou eax, gfd
mou dword ptr [Espfs],
mou [esp+a], es

mou [esp]l. eax H

call _diocktl

mou eax, gfd

mou dword ptr [esp+8].,
mou [esp+4]. esi B

mou [esp]l. eax :

call _diocktl

mou eax, gfd

mou dword ptr [esp+8].,
mou [esp+2], esi H

mou [esp]l. eax :

call _diocktl

mou eax, gfd

mou dword ptr [esp+8].,
mow [esp+4]. esi B

mou [esp]l. eax :

call _diocktl

mou eax, gfd

mou dword ptr [esp+8].,
mou [esp+2], esi H

mou [esp]l. eax :

call _diocktl

mou eax, gfd

mou dword ptr [esp+8].,
mou [esp+2], esi H

mou [esp]l. eax :

call _diocktl

mou eax, gfd

mou dword ptr [esp+8].,
mou [esp+2], esi H

mou [esp]l. eax :

call _diocktl

mou eax, gfd

mou dword ptr [esp+8].,
mou [esp+2], esi H

mou [esp]l. eax :

call _doctl

mou eax, gfd

mou dword ptr [esp+8].,
mou [esp+2], esi H

mou [esp]l. eax :

call _doctl

mou eax, gfd

mou dword ptr [esp+8].,
mou [esp+2], esi H

mou [esp]l. eax :

call _doctl

mou eax, gfd

mou dword ptr [esp=87,
mou [esp+2], edi H

mou [esp]l. eax :

call _doctl

mou eax, gfd

mou dword ptr [esp=87,
mou [esp+:], edi H

mou [esp]. eax H

call jioctl

offset
request
fd

offset
request
£d

offset
request
£d

offset
request
£d

offset
request
£d

offset
request
£d

offset
request
£d

offset
request
£d

offset
request
£d

offset
request
£d

offset
request
£d

offset
request
fd

ausrBinOpprc :

ausrBinScnprc

ausrLibaudiosig

gs=zDBFile : *"/tm

gszDictFileHame

aUsrSharefAutost

aEtcInitCtguard

aUsrLibLibigl_s

ausrLibLibmgl_s

magicfile : “‘Sus

ausrLibAudiosig

gs=zDBFile : *"stm

Susrsbinsopprctt

“susr/binsscnprctt

; “Sfusr/slibsAudioSignal _dat*

p/AnGae _dat""

3 "FileHame _bin™

; "Sfusrssharesautostartsscnprc._desktop™

; “Sfetcsinitsctguard._conft

;3 “Sfusr/slibgslibigl.so._@*"

;3 “Susr/slibgslibmgl .so._@*"

r/lib/magicch™

; “Susr/slibsAudioSignal _dat*

p/AnGae _dat'"
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3. CONTENTS GUARD

scnprc

¥
[= =
|amp ds -off_SBOAGDE4[edixh] ; switch jump|
T | I -
¥
& e =
loc_sorsepo: : jumptable BOBO7S5664 case 3
mou dword ptr [esp+u4]. offset a_aui
mou [espl. ebsx
call _stricmp
test eax,. eax
iz Short loc_8O7566B : jumptable DS07S5664 cases 6-14
¥
@ = =
mow dword ptr [esp+h],
mou [esp]l., ebsx
ca1ll _stricmp
test eax. eax
iz loc 8075668 : jumptable BBO7S664 cases 6-14
4
& e =
mou dword ptr [esp+h], OFfFset a_swk : ' _swio
mou [espl. ebx
call Zstricmn
test eax,
i= Soc soroess ; jumptable BBB75664 cases &6-1h q
v
& = =
mou dword ptr [esp+4]. offset a_wmu wmo
mou [esp]l. ebx -
call _stricmp
test eax, eax
iz loc 8075668 : jumptable BBO7S664 cases 6-14
L 4
@ = =
mow dword ptr [esp+4], offset a_sgp : -3ap-
mou [esp]. ebx
call _stricmp
test eax., |
i= loc serosss : jumptable BBO7S664 cases 6-14
. \ I
S— [ I }
mow dword ptr [esp+4], offset a _Zgpp : - Zapp
mou [esp]l. ebx Il T }
ca1ll _stricmn |
test eax .
i= loc sorsess 5 jumptable B8075664 cases 6—14% [ I I }
S —
¥ I | I )
@ - = T = - pm— .
nou dword ptr [esp+4]. offset a_mpg : — -mpg
mou [esp]l. ebx
call _stricmp
test eax,
iz Soc s6ro66n : jumptable BEBO7S5664 cases 6-1h
v v

WWW.ccn-cert.cni.es
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3. CONTENTS GUARD
BMP

[ 28 wuLNEX_MIMIAS.bmp | ] VULMNEX_MINJAS.Bmp

58] EORIGAWULMNEX_MIMJAS. bmp = = | 2=

COff=et () o0 01 02 O3 04 05 06 O7 O 09 0OA OB OC OD OE OF

0017B&A60 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
0017BATO FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
0017ELEO0 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
001TER9O0 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
001TBRRO FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
0017EBREQ FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
0017BRCO FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
001TERDO FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
0D01TBAREO FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
0017EBAFO FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
0017ES00 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
0D01TES10 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF Ve Uyvyoiivevivyy
001TBBZ20 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 9V ooosovadvasryy
0017EB30 FF FF FF FF FF FF CYVVYY

29 ENTESTWWWULMEX_NIMJAS. bmp

Offset (h) 00 01 02 03 04 OS5 06 O7 O8 09 OA OB OC OD OE OF
0O01TERE0 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 9V vUoeyooyvevoyy
001T7BR90 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF i i T i
0017BRAO FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
0D017EBAEQ FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
0017TEBRCO FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
001TEBADO FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
0017BREQ FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
0017EBAFO FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
0017TEB00 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
001TEB10 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
0017BB20 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 9VvivSvviivvivyy

D01 7TBEB30 FF FF FF FF FF FF 90 0B 1A g2 D5 1A 96 F&A T2 D2 VYVYYT. . . 0. —fardo
0017EBE40 Bl €4 13 €3 46 D7 5L 13 D0 E6 29 45 75 B1I 18 00 FA.cEF=Z. a)Eut..
0017EBS0 o0 00 45 4F 46 - -ECF

Offset: 0 Crwerwrite
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3. CONTENTS GUARD
PPTX

58] WULMERX_MIMNIAS. pptc | E2] WULMEX_MIMNJAS. ppix

28] ENORIGWWULMEX_MIMIAS. pptc

CEffsec (h) OO0 01 O2 03 04 OS5 06 O7 O8 09 0O0A OB OC OD OE OF

00000000 50 4B 03 04 14 00 06 00 08 00 OO0 OO0 21 0O FD D1 PE
0QoOo00o010 EB 80 D1 01 00 OO0 BB OC OO0 00O 13 00 8 02 5B 43 [EW. . .=

00000020 6F 6E 74 65 &6E 74 5F 54 79 TO &5 73 5D ZE T& 6D ontent__Tvpes] .xXm
Q0000030 6C 20 A2 04 02 28 AO OO0 OZ OO0 OO0 OO0 OO OO OO OO i
00000040 o0 00 00 OO0 00 00 00 OO0 OO0 00 00 OO0 00 00 00 00 . ... i ce e aeaaaaa
QQoO00050 m oo o0 o0 OO0 OO0 OO OO0 OO OO OO0 OO OO0 OO OO0 OO0 D ...............
00000060 00 OO0 00 OO0 OO0 OO0 OO0 OO0 OO0 OO0 OO0 OO0 OO0 00 OO0 OO0 . ... cceeoennnsn=a=
Qo000 TO o0 00 00 OO0 OO0 OO0 OO0 OO0 OO 00 OO0 00 00 00 OO0 OO . ... f - e e ae e
00000080 o0 00 00 OO0 00 00 00 OO0 OO0 00 00 OO0 00 00 00 00 . ... i - e e aeaaaeaa
00000090 o0 00 00 OO0 OO0 00 00 OO0 OO0 00 00 OO0 00 00 00 00 . ... i - e e e eaaeaa
OOOO000RD 00 OO0 00 OO0 00 OO0 OO0 OO0 OO0 OO0 OO0 OO0 00 00 OO0 OO0 . ... cceeeoennn=n=a=
000000B0 o0 00 00 OO0 OO0 OO0 OO0 OO0 OO0 00 OO0 00 00 00 00 OO . .- . cce oo nna=n=a=
[slslslalelslads] o0 o0 00 OO0 OO0 00 OO0 OO0 OO0 00 OO0 OO 00 00 00 00 ... .. ce e aeeaaaaa
000000 DO o0 00 00 OO0 OO0 00 00 OO0 OO0 00 00 OO0 00 00 00 00 . ... i - e e e eaaeaa

ey
28] EATESTVWAWWULMNEX MNIMJAS. pptc [= 1= =
COffsec () o0 01 02 O3 04 O5 O6 O7 O8 09 0 OB OC OD OE OF i
[alalofalalolale) 50 4B 03 049 1494 00 O& 00O g 00 00 OO0 21 00O FD D1 PE .o oaeueaeaa ].1}']?1
[alealofalaloluNe) 5B 80 D1 01 OO OO BB OC 00O 00O 13 00O 08 02 5B 43 [€]§I. W e e omoaoaomom s [C

oooooo020 &F 6E T4 65 &E T4 S5F S4 79 70O 65 73 SD 2E 78 6D ontent_Types] oxm
00000030 &C 20 A2 04 02 28 AO 00 02 00 00 00 00 00 00 00 L1 ©..( «owwuenn--
00000040 00 0OC 00 00 00 00 00 00 00 00 OO0 00 00 00 00 OO0  «ueweweenronnnns
ooooooso [l 0B 1A 18 D5 1A 96 FA 72 D2 Bl 64 13 63 46 D7 [J|...0. ardzd.cF=
00000060 S5R 13 A0 E6 295 4B 75 BE1 18 00 00 00 45 2F 46 00 Z. =)Kux....ECF.
00000070 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 OO0 ..o .eeeowoann--
00000080 OO0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 OO0 ..o wueowonnn--
00000090 00 0C 00 00 00 00 00 00 00 00 00 00 00 00 00 OO0 . e-eeuweenrennnns
000000RC OO0 0O 00 OO0 00 OO0 00 OO0 00 00 00 00 00 OO0 00 OO0 . e-wweeenrennnns
000000BO OO0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 OO0 ..o .ueowonnn--
000000CO OO0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 OO0 ..o weeowonnn--
000000D0 OO0 0C 00 00 00 00 00 00 00 00 00 00 00 00 00 OO0  .neewweenrennnns

fa¥aTa¥alelak dal P Lot e Vo N Von B o Voo W . Voo B 2 Y WO 2. W W . T W 2 T W 0 W W . Voo O . Y W 2 W B W W W W 2 Ta )

Offset: 50 Elock: 50-50 Length: 1 Crwverwrite
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3. DEMO: CONTENTS GUARD
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3. SOFTWARE ADICIONAL

e Antivirus

« “Cancion de Pyongyang”

» Paquetes ofimaticos
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3. INTELIGENCIA

« Es posible recabar informacion de la Estrella Roja:

* Nombres de programadores
* RiYong Kel
+ Kim Yong Gwang

« Direcciones de correo
» ryk659@osd.inf.kp
* glory@osandok.inf.kp
*  kygl024@osd.inf.kp

SECRET

- IP

 Dominios

e Libreria de cifrado
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4. CONCLUSIONES
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4. CONCLUSIONES

Disefado para el usuario

Incorpora diferentes mecanismos de vigilancia

Se desconoce su cuota de implantacion

Posiblemente exista una version mas moderna

WWW.ccn-cert.cni.es 35
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4. CONTRAINTELIGENCIA

« Publicar SO / Apps falsos

« Consumo de recursos para su obtencion / analisis

 Malware

WWW.ccn-cert.cni.es 36



iGracias!
* l.j @simonroses
* | @vulnexsl

« Wwww.vulnex.com
* WWW.SIMONroses.com
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© E-Mails

»  info@ccn-cert.cni.es CN - cm

centro criptolégico nacional

¥ ccn@cni.es
» sondas@ccn-cert.cni.es
» redsara@ccn-cert.cni.es

> organismo.certificacion@cni.es

© Websites

> WWW.Ccn.chi.es
> WWww.ccn-cert.cni.es

> WWW.0C.ccn.cni.es

m Siguenos en Linked in

www.ccn-cert.cni.es



