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7. Basic security 
decalogue

�	� Consider eliminating any wireless access while prioritising wired access. Perform 

the associated risk analysis and management prior to the implementation of the 

Wi-Fi network. Analyse the equipment to be purchased, planning the necessary ra-

dio coverage and defining the security policy to be applied.

�	� Conduct an inventory of devices by periodically reviewing the inventory and po-

tential vulnerabilities. Keep all equipment up-to-date, backups and recovery 

procedures tested.

�	� Create a dedicated management network, carrying only management and ad-

ministration traffic, using secure protocols.

�	� Generate certificates with user and device data. Create different user roles for 

better security policy enforcement. 

�	� Use centralised authentication systems such as RADIUS servers using secure 

channels such as RadSec.

�	� Make a DHCP assignment of fixed IP address for each client/device in each of 

the different networks.

�	� Configure the clients to use 802.1X-EAP-TLS, NAC agent and encrypted VPN 

tunnel as recommended.

�	� Limit physical and logical access to computers according to the defined roles 

and disable the service when not in use.

�	� Implement Intrusion Detection Systems (IDS) for the detection of possible 

anomalies that generate alarms.

�	 Monitor network traffic and perform a periodic search for anomalies.

This Decalogue of good practices aims to lay the foundations for security measures to 
be taken into account when installing a Wi-Fi network in a corporate environment.
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