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Indice

1. Panoramay evolucion en el ciberespionaje.
2. Detalledelas TTPs de APT28 y APT29.

3. Cibercrimen y las tacticas empresariales.
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Previsiones para el 2017.
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P ANDIANT

@FireEye

FIREEYE LABS / FIREEYE THREAT INTELLIGENCE

APT30 AND THE MECHANICS

OF A LONG-RUNNING CYBER ESPIONAGE OPERATION

THE 2017 SECURITY LANDSCAPE

MANDIANT CONSULTING

M-TRENDS

2016

EMEA EDITION

And.. Of course
Thanks to Jens Monrad
and iSight team.

<©FireEye <OFireEye

SPECIAL AEPORT
FIREEYE ISIGHT INTELLIGENCE

<t5 FireEye
VENDETTA
ERS, INC.
cus APT28:
AWINDOW INTO RUSSIA'S CYBER

ESPIONAGE OPERATIONS?

FiraEye 1SIGHT inteligence

CONNECTED CARS:
THE OPEN ROAD
FOR HACKERS

(l“J\FireEye ) <©FireEye

SECURITY REIMAGINED

www.ccn-cert.cni.es 4



coN-cert X JORNADAS STIC CCN-CERT

centro criptolégico nacional

Scale
Scale operations & sophistication level.

TTPs

Tactics, Techniques, and Procedures.

Motivation
Based on the group targets, and themes
present present on any communications.

)
<O Fire Eye

SECURITY REIMAGINED

www.ccn-cert.cni.es 5



coN-cert X JORNADAS STIC CCN-CERT

centro criptologico nacional

Scale
Scale operations & sophistication level.

TTPs
Tactics, Techniques, and Procedures.

Motivation
Based on the group targets, and themes
present present on any communications.

)
<® Fire Eye
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Therefore...

@ Diplomacy matters.
O

Conventional TTPs:
X Phishing, known APT backdoors, DDOS.

OIX

<=  Army takes control of

@ cybersecurity op.

ScanBox recon y new CnC methodology
(aka Nflog, IsSpace, or Smac).

:« | g N ‘ Evolving to sophisticated TTPs:

= High OPSEC commercial
Reduce activity in 90% since Jun-2014. targets.

Q\ Complete new set of tools: .
-
) China sea conflict. D%> US and Europe CnC Infrastructure, malware, etc. o, Low OPSEC political
ﬁ . . = | financial services, ) t t
Taiwan independency. ﬁ argets.

space. education

)
S3288 <® Fire Eye

. o" . ”n H
f;“ 72 active groups, no “monolith” behavior. o S

www.ccn-cert.cni.es 7



APT28, APT29

a.k.a (TSAR TEAM, Pawn Storm,
Sednit, Sofacy, Fancy Bear, Strontium /
CozyDuke, CozyBear, SeaDuke,
MiniDionis).

X JORNADAS STIC CCN-CERT

cov-cert

centro criptologico nacional

Q\ Exclusive set of tools:
\9 Malware and scripting-based techniques.

i" Tailored, practiced and
[. .‘ disciplined.

. Due to Syria conflict & USA elections.

- @ Novel TTPs:

Resse?) Ukraine and Syria ‘%> " Not focus on financial 8] From steganography, social networks
ﬁ conflict. interests. O)GitHub exfiltration to compromised satellites.

)
@ Play offensive to from foreign espionage. ch FI reEyew

SECURITY REIMAGINED
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APT28
a.k.a (TSAR TEAM, Pawn Storm, Sednit,
Sofacy, Fancy Bear, Strontium)

The Attack Lifecycle

Initial
Compromise

Establish
Foothold

Escalate Internal Lateral Maintain

Privileges _ Recon _ Movement - Persistence

Complete
Mission

Breaking Perimeter j Growing Inside Leaking Data

APT29.

a.k.a (CozyDuke, CozyBear, SeaDuke,
MiniDionis)

www.ccn-cert.cni.es 9
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centro criptologico nacional escalate ntermat Lteral Maintain
privieges W hecon BN wowment W pemisience

Breaking Perimeter Growing Inside Leaking Data
APT28
a.k.a (TSAR TEAM, Pawn Storm, Sednit, ‘ ‘
Sofacy, Fancy Bear, Strontium)
“Ad-Hoc” Sites SOURFACE

Establish
Foothold

Initial
Compromise

COZYCAR (On demand

Legitime Sites 4 plug-inns)

APT29.
a.k.a (CozyDuke, CozyBear, SeaDuke, ‘
MiniDionis)

|
NP

LS
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Breaking Perimeter Growing Inside Leaking Data

|Tools
APT28
a.k.a (TSAR TEAM, Pawn Storm, Sednit, \ \ ‘ ‘ ‘
Sofacy, Fancy Bear, Strontium)
OLDBAIT CHOPSTICK CHOPSTICK+PSEXEC CHOPSTICF/ EVILTOSS
Escalate Internal Lateral Maintai
I L. I I _lntam —
Privileges Recon Movement Persistence
WCE, MIleATZ ! “NET” windows MIMIKATZ PTT + PS/ WMI + PS / PS (GDOCS
PROCDUMP, “Golden command / VBS “Forged Kerberos T” backdoor)
_ e APT29. Kerberos Ticket
' a.k.a (CozyDuke, CozyBear, SeaDuke, [ [ [ ‘ ‘ ‘ ‘ | | |
u MiniDionis)
— </> OS | | {Tools </> OS | | [Tools
</> | OS | </> 0S

www.ccn-cert.cni.es
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APT28
a.k.a (TSAR TEAM, Pawn Storm, Sednit,
Sofacy, Fancy Bear, Strontium)

APT29.
a.k.a (CozyDuke, CozyBear, SeaDuke,
MiniDionis)

i X JORNADAS STIC CCN-CERT
50068

AN
SSL Em

CnC+SSL+RAR

Complete
Mission

networks tunnel /
Satellite

«% e@g

) GitHub

Steganography / Social

www.ccn-cert.cni.es 12
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Due to Syria conflict & USA elections.

Ukraine and Syria
conflict.

Not focus on financial
interests.

Play offensive to from foreign espionage.

APT28, APT29

a.k.a (TSAR TEAM, Pawn Storm,
Sednit, Sofacy, Fancy Bear, Strontium /
CozyDuke, CozyBear, SeaDuke,
MiniDionis).

Exclusive set of tools:

Tailored, practiced and
disciplined.

e

O GitHub

Novel TTPs:

From steganography, social networks

exfiltration to compromised satellites.

www.ccn-cert.cni.es

Malware and scripting-based techniques.

X JORNADAS STIC CCN-CERT

Therefore...

<=  Military dictates their
@ activities in cyberspace.

(_@_) Ext.er.1d|ng fast its
Ky activity’s scope.

ﬂ Not enough OPSEC (more
visible).

)
<® Fire Eye

SECURITY REIMAGINED
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COSTS
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Group Profile: | Key Findings:
The 'Vendetta Crew'

' l Team of 2 hackers.
United States Countries with 1500-5000 cards.
. e
Sweden Countries with fewer than 50 cards: . . -
Outsourcing compromised POS / R.Sharing.
Norway Brazil Andorra e
South Korea Argentina
Finland — Tt
Nigeria Philippines
benmark 4} Reselling of skimmers / Tools / Know-how.
Spain Panama
Australin Turkey United Arab Emirates
Venezuela Ukraine
South Afri Sri Lanki H H
outh Aea riLanke Customer satisfaction / 24h 1CQ Support.
India Cayman Islands
United Kingdom China Egypt
Greece Colombia
Other
Poland Iraq
l ‘ ‘ | | Iceland Pakistan
o 1000 2000 3000 4000 5000 France Malaysia
FIGURE 2: GEOGRAPHIC DISTRIBUTION OF STOLEN PAYMENT CARDS Other cards registerad in the EU

639 banks, 40 countries. U.S, and Nordics.

S
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Use of PPTM and DOTM formats on phishing attacks.

1E

E 7S: \ % Use of scripting recon tools + encrypted malware payload.

THE 2017 SECURITY LANDSCAPE

e o N

ICS will be on the spot. 30% of the vulnerabilities doesn’t
have patch.

2 loT will lead new cybercrime abuses. |.E Ransomware over
vehicles, public transport (I.E San Francisco Metro Nov-2016).

)
<O Fi reeye

SECURITY REIMAGINED
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E-Mails

> info@ccn-cert.cni.es CN - cm
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> ccn@cni.es

> sat-inet@ccn-cert.cni.es
> sat-sara@ccn-cert.cni.es

> organismo.certificacion@cni.es

Websites

>  www.ccn.chi.es
> www.ccn-cert.cni.es

>  Www.0c.ccn.cni.es

Siguenos en

0 s @b
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