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2014 

    

APT Detection 
Country Analysis 

Compromise Strategy 
Risk Perspective 

77% RAT tools 

DarkComet 

LV 

XtremeRAT 

…. 

99% Dynamic CnC 

No-ip 

dyndns 

Zapto 

…. 

?% Opportunistic.. 

Unclear 

Sucess > “Target” 

Therefore… 

Conventional malware 

remains effective..  

Malware map mimics 

economic and politics map.. 

 

Attackers increased in 

number but not in skills.. 
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2015 

    

APT Detection 
Country Analysis 

Compromise Strategy 
Risk Perspective 

200% Unique attacks 

LV/NJRat 

Dridex 

Modified RAT tools 

…. 

60% 
“New-old” 

techniques 
Dridex 

APT.NS01  

…. 

5% 
“Unseen” 

techniques.. 
WitchCoven 

APT29 

.... 

Therefore… 

Again malware map mimics 

economic and politics map.. 

Attacks increased x2. 

Spain is main player.. 

Attackers evolve on 

procedures and tactics.. 
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Intel Case Study I: July 2015 – APT 29 - HAMMERTOSS 

• We track their activities in early 2015. 

• Unique mix of “already seen” 
techniques 

• Dynamic CnC by tweeter post. 

• Steganography on valid images 

• PowerShell scripting to Cloud storage.  
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Intel Case Study II: 2015 – WITCHCOVEN 

• We track their activities in during 1 Year. 

• Selective compromised 100+ websites 
as part of their infrastructure. 

• Scripts and freeware as infection tools 

• Massive computing of profiling (CRM) 

….E-commerce techniques with total different purposes… 
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“SUPERCOOKIE” 

 open source tool “evercookie”.. 

 designed to create “extremely persistent cookies” 

 alternate storage methods not accessible by common 

users 
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Targeted Exploitation.. 

 

Spear Phishing.. 

 

Human Intelligence… 
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 Conventional malware is still effective... 

 No clear “target/no target” attack differentiation by tool.. 

 Malware grows to “legal” CnC infrastructure and freeware. 

 Intellligence plays HUGE role on risk attribution. 

 … 

 Spain is in the “match”… 

Conclusions… 
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