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World-largest threat 
observatory 

• Massive amounts of data, instantaneous searching 

• Any kind of threat observable (files, URLs, domains, IPs) 

• Multi-angular characterization (AVs, whitelists, sandboxes, etc.) 

• Diverse, global, crowdsourced, real-time 

• Unparalleled history, going back to 2004



Threat hunting - why

Get as much visibility as we can from 
known malicious activity.

Find new undetected threats. 



Supercharge your security operations

Integrate VT into security 
tools 

Automate workflows with VT 

Programmatic enrichment of 
alerts 

Any kind of threat 
observable 

The “Google” of malware 

PBs of data queryable in 
seconds 

Download files for further 
scrutiny 

Pivot to similar and related 
observables 

Apply YARA rules to live 
uploads, get notifications 

Run YARA rules back in time, 
track attackers 

Generate automatic YARA 
rules for groups of files 

Download matches for offline 
study 

Explore VT’s dataset visually, 
map campaigns 

Automatic commonality and 
pattern discovery 

Share and collaborate on 
investigations 

Assisted investigation and 
expansion playbooks 

Free public service  |  70+ Antiviruses  |  Vet suspicious files  |  1M+ new files per day 



Let’s start with a 
simple example01



We got lucky!

And the community did the hard work for us!
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VTGrep (aka Content Search)

Use the “content:” search modifier to 
search for arbitrary hex or string 
patterns within files on VirusTotal



VTGrep: Example 1, ASCII Strings



VTGrep: Example 1, ASCII Strings



VTGrep: Example 2, Wildcards



VTGrep (aka Content Search)
● VTGrep is an index of 32bit substrings to sample 

IDs (SHA256)
● It returns all the samples with the given content in 

less than 60 seconds 
● It supports most YARA's string conditions

○ Wildcards, UTF-8, HEX, offsets, AND, OR, …
○ No regexps, though :-(

● Great for prototyping Retrohunts
● It uses Google infrastructure to serve ~1PB of 

compressed data (all samples uploaded to VT in a 
year)
○ Includes unpacked samples, OCR, macros, VBA code 

streams...



VTGrep: content-experimental

Allows several operators (positives; size; type; and more)

Available to all Intelligence users

content-experimental → content :) 



I found nothing 
unique, still I need 
some context 02



What is similarity



Visual Similarity: PDF



How to calculate similarity



How is this useful

● similar-to:x have:itw  

● similar-to:x tag:attachment  

● similar-to:x have:compressed_parents  

● similar-to:x have:comment 
  
● similar-to:x have:behaviour_network



Finding related 
artefacts and 
infrastructure03



Static analysis

Find artefacts inside the binary
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Dynamic analysis

Find relationships through sandbox detonation
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ITW infrastructure

We have a good visibility of how this was distributed
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Advanced infrastructure pivoting

Certificates, Whois data, JA3 

Source:https://engineering.salesforce.com/tls-fingerprinting-with-ja3-and-ja3s-247362855967
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Once we have all the 
data, let’s drop it into 
VTGraph04



VTGraph

A visualization tool built on top of VirusTotal’s data set. It 

understands the relationship between files, URLs, domains 

and IP addresses and it provides an easy interface to pivot 

and navigate over them



VTGraph

DEMO 



LiveHunt



TOOLS FOR 
HUNTING05



Name this Yara! 



From similarity to Yara

DEMO 



Retrohunt



LiveHunt: “VT” Module

import “vt”

rule yara_on_steroids_demo

{
  condition:

   vt.metadata.analysis_stats.malicious > 1 
and 
vt.metadata.file_type == vt.FileType.PE_EXE
and

   vt.metadata.new_file 
and 
vt.metadata.submitter.country == "CN" 
and

   for any engine, signature in 
vt.metadata.signatures : 

(
     signature contains "zbot"
   )
}



“VT” Module - Behaviour

import “vt”

rule yara_on_steroids_demo_behaviour

{
  condition:

for any file_dropped in vt.behaviour.files_dropped : (
     file_dropped.path contains 
"foo.exe"
)
or
for any mutex in vt.behaviour.mutexes_created : (
      mutex == "HGL345"
)
or
for any trait in vt.behaviour.traits : ( 

trait == vt.BehaviourTrait.PERSISTENCE 
) 
}



Searches into Yara Livehunts

type:docx and p:10+ and s:3+ and tag:macros and fs:2020-09-15T16:59:22+

import “vt” 

rule new_potential_droppers
{

 condition:

vt.metadata.analysis_stats.malicious> 10 and
vt.metadata.times_submitted>3 and
for any t in vt.behaviour.traits : (
 t == vt.BehaviourTrait.MACRO_POWERSHELL
) 

and
vt.metadata.file_type == vt.FileType.DOCX and
for any tag in vt.metadata.tags : ( 

tag == "macros" 
)

and
vt.metadata.first_submission_date > 1600191396

}



IDA PLUGIN06



VT-IDA plugin

● Search for a sequence of bytes or similar code, directly from the IDA Pro 
interface. 

○ Disassembly and Debugging windows. 

○ Strings window. 

○ Follow VTGrep syntax when creating queries. 

● v0.10 includes IDA Pro 7.5 support. 

○ https://github.com/VirusTotal/vt-ida-plugin
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https://github.com/VirusTotal/vt-ida-plugin


Search for similar code
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content:{558bec68040100006a0068[9]83c40ca1[4]8b48045168[10]6810270000ff15[26]33c05dc21000}



VT-IDA plugin

DEMO 



Summarizing07



Thank you.
Vicente Diaz
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Gerardo Fernández
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