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Introduction
Industry 4.0

« Evolution: mechanical,
electrical, automation and
connectivity.

« Changes due to market trends.

« Combination between advanced
production techniques and new
technologies.

e Growth in the number of
communications between
several devices, many of which
are not prepared for that level
of exposure.
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Introduction
Connected Age: OT + loT

“We only have to be lucky once. You will have to
be lucky always.”

Wired connections Databases

Internet Age

WiFi

GPS

Connected Age

Cloud technology

Drones
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Peripherals Worldwide Bluetooth / Remote Mobile Apps  Big Data Industry 4.0
network NFC desktops and loT
» Theft/ Damage  Data Integrity Loss « DDoS Attacks Accounts Hijacking « Insecure Cloud + Default / Hard-coded
+ Hardware + Cross-site Scripting + SQL Injection DNS Attack > o
Tampering - Insecure Storage « Man in the middle Information * Weak Authentication » Social Engineering
- Spoofing Attacks disclosure Controls 7 &
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Introduction

Industrial Control Systems Role
Industroyer: Biggest malware

threat to critical infrastructure
since Stuxnet

Cyber attack on India’s largest nuclear
power plant confirmed

Mexican state oil firm Pemex hit by ransomware
Tritonis the world’s most attack
murderous malware, and
it's spreading

Siemens Contractor Pleads Guilty to Planting ‘Logic Bomb' in

Spreadsheets Kamerka OSINT tool shows your country’s

internet-connected critical infrastructure

Kamerka lets you see what a hacker sees. It plots maps with SCADA equipment, webcams, and printers that have
been left exposed on the internet inside any given country. CN'cerr
centro criptolégico nacional

Islamic State cyber-attack could 'cripple Britain's water,
gas and electricity supplies'
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Deception technology
How It works?

« Deception: the act of deceiving someone by making them believe something that is not true.

« Deception vs Honeypot

Deployment Complexity

Data

Honeytokens

Endpoint

wn R

Network

Deployment Complexity

Decoys

© 2019 Gartner, Inc
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Deception technology
How it works?

Campaigns

A set of elements that implement a particular aspect of the company's cybersecurity counterintelligence strategy. It defines the
objective of the campaign, to whom it is addressed, the story to be followed, the environment to be implemented and the necessary
monitoring to later make the analysis of the attacker's actions.

Deception hosts
Systems where the elements that will serve as bait for the attackers will be installed. These systems may contain one or more services
configured to record all the actions that the attacker makes within the system.

Deception services
Component designed to increase the attacker's residence time in the bait environment, so that cybersecurity analysts can study their
tactics, techniques and procedures.

Breadcrumbs or hints
Elements that are intentionally left inside the systems or deception services so that the attacker can move following the story raised in
the campaign.

The rules are established for each campaign. They define the actions that should be triggered depending on the actions of the attacker
or what you want to do with the information gathered.
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Deception technology
How It works?

Deception Platform Example

Deception Platform
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Decoys Lures and
Honeytokens
Actions Environment Deploy
Alerts Assessment Decoys, Lures and Honeytokens
Indicators
SIEM, SOAR.
and Other —
Security Tools
| |=
L]
MNetwork Active Endpoints
Directory (Workstations and Servers)

Source: Gartner (February 2019) CN - cerr
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Deception technology
Deception in an ICS environment

Industrial Control Systems characteristics: memetomz | g web Severs g Emaisevers
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Deception technology
Deception in an ICS environment

Overview of Deception Technologies

- Self contained solution l

« Avoid interaction with other devices. Reduce } =]
/ : a] r—
impact on operation. (5] oecoys 10\

Real
® 1 E Assets
Outside of real systems M = D

. . L~
« Ease of deployment and customization Threat y Lures and %
. Actor Breadcrumbs
« Real-time countermeasures t 5 %
« Security monitoring and rising alerts i Rl
Ba . @
“Now you have to be lucky always and we only Mo e Threat 5:;222”

have to be lucky once. (SIEM, IDS, etc.)

That’s what we say now to Mr Mime
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Deception technology
Deception in an ICS environment

ﬁ ‘ USB and removable devices
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It's demo time: 'Catching Mr. Mime'
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Catching Mr. Mime: Deception in an ICS environment
Conclusions

« Self contained: no interaction with real systems.
« Automated, accurate and correlated.

« Detect threats related with:
* Exposure of ICS environments.
* 10T deployments and lateral movements.
« OT Network segmentation.
« Lack of hardening and patching.
« Zero-days.

« Learn of attackers and apply countermeasures.

Is not a stand-alone strategy: additional layer.
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Catching Mr. Mime: Deception in an ICS environment
Questions, comments...?
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