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Detection Process

• Use ATT&CK to identify common behaviors, instead of just tools

• Explore the mind of the attacker

• Understand your data and visibility

• Express detection logic for your platform

• Continuously create, test, and refine analytics



MITRE ATT&CK

Tactics



MITRE ATT&CK

Techniques



MITRE Cyber Analytics Repository

Implementations – Example CAR-2019-08-001: Credential Dumping via
Windows Task Manager



MITRE Cyber Analytics Repository

Implementations

We usually have the following languages:

• Pseudocode

• Sysmon / Splunk

• Sigma

• EQL – Endgame Query Language



My Recommendation

First focus on suspicious and/or
anomalous activity (EQL is great for
that)
Then, focus on how threat actors
are abusing the system (Sigma is
great for that)



EQL (2018)

Implementations

• Event Query Language is simple and concise

• Schema-independent and OS-agnostic

• Designed for real-time detection with stream processing

• Supports multi-event behaviors, stacking and sifting through data

• Function syntax instead of keyword explosion (e.g. length(field)) 



EQL (2018)

Simples queries

• Boolean and comparison logic and or not< <= == != >=> 

• Wildcard matching with * carácter

• String comparisons are case-insensitive

process where process_name == "svchost.exe" and (command_line != "* -k *" or

parent_process_name != "services.exe") 



EQL (2018)

Sequences

• Multi-event behaviors with ordering

• Match properties between events with by syntax

• Time limits maxspan=1 hr

• Sequences can be expired with an until condition

sequence with maxspan=5m
[ file where file_name == "*.exe"] by user_name, file_path [ process where true] by user_name, 
process_path



EQL (2018)

Joins

• Match events specified, without time limits

• Supports by and until syntax for additional matching or state

• Unlike SQL, it finds adjacent pairs instead of cross-products

join
[file where file_path == "*\\System32\\Tasks\\h4x0r.xml"] [registry where registry_path == 
"*\\runonce\\h4xor"] 



EQL (2018)

Joins

• Match events specified, without time limits

• Supports by and until syntax for additional matching or state

• Unlike SQL, it finds adjacent pairs instead of cross-products

join by source_ip, destination_ip
[network where destination_port == 3389] // RDP [network where destination_port == 135] // 
RPC [network where destination_port == 445] // SMB 



EQL (2018)

Pipes and filter

• Pipes can be used to transform or reduce output

• Combine in various ways to perform stacking or reduce data set

• count filter head sort tail unique unique_count

process where true
// Remove duplicate pairs
| unique process_name, command_line

// Count per process_name to get unique # of commands

| count process_name | filter count < 5 



EQL (2018)

Parents and children

• Natively tracks process lineage by monitoring create/terminate events • 

• Supports descendant of, child of, and event of

• Combine with other boolean logic

network where process_name == "powershell.exe" 

and not descendant of 

[process where process_name == "explorer.exe"] 



EQL (2018)

Parents and children

• Natively tracks process lineage by monitoring create/terminate events • 

• Supports descendant of, child of, and event of

• Combine with other boolean logic

file where file_name == "*.exe"
and event of [process where child of 

[process where process_name == "powershell.exe"]] 



EQL (2018)

Examples

Technique: Spearphishing Attachment (T1193) PowerShell (T1086) 

process where
parent_process_name in ("winword.exe", "excel.exe", "powerpnt.exe") 

and process_name in ("powershell.exe", "cscript.exe", 

"wscript.exe", "cmd.exe") 



EQL (2018)

Examples

Technique: Spearphishing Attachment (T1193)

sequence with maxspan=5m
[file where file_name == "*.exe" 

and process_name in ("winword.exe", "excel.exe", "powerpnt.exe") ] by file_path
[process where true] by process_path



EQL (2018)

Examples

• Technique: Scheduled Task (T1053) 

process where process_name == "schtask.exe" 

and user_name != "SYSTEM"
and (command_line == "* /ru system" or

command_line == '* /ru "nt authority\\”’) 

| unique user_name, command_line



EQL (2018)

Examples

• Technique: Masquerading (T1096) 

process where process_name in (
"csrss.exe", "dllhost.exe", "lsass.exe",
"lsm.exe", "services.exe", "winlogon.exe",
/* etc */
) and not (process_path == "C:\\windows\\system32\\*" and 

process_path != "C:\\windows\\system32\\*\\") 



EQL (2018)

Examples

• Technique: Access Sensitive Data or Credentials in Files (T1087) 

process where process_name == "findstr.exe" 

and command_line == "*password*" 

| unique parent_process, command_line



EQL (2018)

Examples

• Technique: Account Discovery (T1087) Remote System Discovery (T1096) System Account
Discovery (T1033) 

join by user_name

[process where process_name in

("ipconfig.exe", "hostname.exe", "whoami.exe")] [process where process_name == "net.exe" and

(command_line == "*group*" or command_line == "* user*")]

[process where process_name in ("tasklist.exe", "qprocess.exe", "sc.exe")]

| unique user_name



EQL (2018)

Examples

• Technique: Data Staged (T1074)
Data Compressed (T1072) Data Encrypted (T1022) 

sequence by unique_pid with maxspan=5m
[process where command_line == "* -hp*" or command_line == "* /hp*"] 

[file where file_name == "*.rar"] 

| unique events[0].process_path, events[1].file_name



EQL (2018)

Examples

• Technique: Inhibit System Recovery (T1490) 

process where
(process_name == "vssadmin.exe" and 

command_line == "*delete*") or (process_name == "wmic.exe" and 

command_line == "*shadow*delete*") or
(process_name == "wevtutil.exe" and command_line == "* cl *") 





SIGMA

The contender



SIGMA

• https://github.com/Neo23x0/sigma/wiki

title id [optional] related [optional] - type {type-identifier} id {rule-id} status [optional] description
[optional] author [optional] references [optional] logsource category [optional] product [optional] 
service [optional] definition [optional] ... detection {search-identifier} [optional] {string-list} 
[optional] {field: value} [optional] ... timeframe [optional] condition fields [optional] falsepositives
[optional] level [optional] tags [optional] ... [arbitrary custom fields]

The contender

https://github.com/Neo23x0/sigma/wiki


SIGMA

• https://github.com/Neo23x0/sigma/wiki

• https://github.com/Neo23x0/sigma/wiki/Fields:-Processes

The contender

https://github.com/Neo23x0/sigma/wiki
https://github.com/Neo23x0/sigma/wiki/Fields:-Processes
















Summary

• Use ATT&CK to identify common behaviors, instead of just tools

• Explore the mind of the attacker

• Understand your data and visibility

• Express detection logic for your platform

• Continuously create, test, and refine analytics

• Choose your preferred language, and start coding!

First focus on suspicious and/or anomalous activity (EQL is great for that)

Then, focus on how threat actors are abusing the system (Sigma is great for that)




