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Critical sectors targeted
MSSP companies affected by ransomware



Workflow attack
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JS downloader will be executed manually by the user

The code’s highly obfuscated

The downloader does several checks in the system:

• Physical system or VM
• Check if the C&C it’s still alive
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First infection
T1090 Connection Proxy
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The user will be infected with one of these 3 possibilities:

• Azorult

• Chthonic

• Dridex
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Lateral Movement
T1086 PowerShell

Upon the attackers had valid credentials they can start to do lateral movement effectively:

• Harvest more credentials internally

• Deploy another implants in the network

• Data exfiltration
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