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Homeland Security News Wire

BIOMETRICS BORDERS BUSINESS CYBERSECURITY

X' IJORNADAS STIC CCN-CERT

DETECTION

Cyvbersecurity

Russian hackers used compromised
State Dep. computers to penetrated W.H.
systems

U.S. officials said that Russian hackers who penetrated the
computer systems of the U.S. State Department in recent months
were able to use the access thev gained to penetrate parts of the
White House computer system. Experts from government
agencies looking into the incident sayv the breach is one of the
most sophisticated attacks to have been directed at U.S.
government systems. The hackers used computers around the
world to mask their penetration, but investigators were able to
identify codes and other markers which point to hackers
working for the Russian government.

.5, officials said that Russian hackers who penetrated the computer
systems of the U.5. State Department in recent months were able to use the
access they gained to penetrate parts of the White House computer system.

The White House has insisted that the breach affected on_l}' the White

House’s unclassified computer svstem, but expe

serious nonetheless. For exam ATR'BUCION

posted on the unclassifie

CINNM reports that back in O

WWW.ccn-cert.cni.es

Recent stories

Russian hackers used
compromised State Dep.
computers to penetrated
W.H. syvstems

Computer engineers
battle malicious bots

House Democrats write
court in support of
Obama’s immigration
executive order

Rwanda: how to deal with
a million genocide
suspects

Mexican drug war may
have increased homicide
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Algunas cifras
U McAfee

An Intel Company CYBERCRIME LOSS AS A PERCENT OF GDP (GROSS DOMESTIC PRODUCT)

Confidence Ranking: Countries Current Tracking of Cybercrime within Their Borders.

. High Confidence Lewel . Low Confidence Level * G-20 Countries $445 BI LLION j JoEstllogc'i?‘c{r!?U-!; "!" ; I . . I . I I . I . I ; I ‘ I ;
The annual estimated cost to the ..l 1 50 000+ h|ri1
. Medium Confidence Lavel . N/A - Countries aurrently not measuring cybercrime loss global economy from cyber arime S5 Estimated In Europe ]
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CYBERCRIME

RUSSIAN CYBERCRIME TRENDS

Total Cybercrime Market

INU.S. DOLLARS

Breakdown of Russian
N Cybercriminal Activities

CYBERCRAME MARKET

'billion DDos

SIZE OF GLOBAL
CYBERCRIME MARKET 5 " RUSSIAN SPEAKING Other

C:IENCRI.M( MARKET $1 68 Mi
illion

c2C Cybercrime to Cybercrime
$230 Million

WwWw.ccn-Cg
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UN POCO DE HISTORIA.....

Hacking Theft of $10 Million From Citibank Revealed

August 19, 1995 | AMY HARMON | TIMES STAFF WRITER

() Email| [ Share, S+1 0 W Tweet

From a computer terminal in his apartment in 5t. Petersburg, Russia, a Russian software engineer broke
into a Citibank computer system in New York and with several accomplices stole more than $10 million
by wiring it to accounts around the world, according to court documents and the 17.5. attorney's office.

Citibank said all but S400,000 of the stolen funds have been recovered. Six hacking suspects have been
arrested, including the engineer, Vladimir Levin, who is being held in Britain and is fighting extradition
to the United States.

The incident underscores the vulnerability of financial institutions as they come to increasingly rely on
electronic transactions. But computer security experts say what is even more notable about the case is

that it became public.
"Can it happen? ¥ ert at SRI
International. "By - arse publicity.”

The Citibank case
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Russian Business Network

+ Russian Business Network — Verisign — "Baddest of the Bad”

« RBN-2$ bln (08) & 150$ min rev (06-07) ; Criminal ISP
» Bullet proof hosting
» Owned by Flyman — nephew of Russian politician
» Located at #12, Levashovskiv prospect, 197110, St Petersburg, Russia
» Tracked by Law Enforcement agencies
» Recruit skilled hackers in Russia for creating malware & exploit 0 days

» Mysteriously disappeared on 4" Nov 2007 — Believed to be operating
under different names

*  Google maps image of RBN location

SN - o
DO e N SHLETE L N ot 92007 Decoerbe Conutiv
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Canadian Pharmacy - Hohest quality at a lowest price.  IESIll EUR  GBP  Select Your Language: [ i3 L1 Great Sale! Best price for pills!

MDY BT o R 2T
View Cart . Track Order . Contact Us & L S Wweser: TEEIR US: +1 (866) 503-48-18 UK: +44 (870) 490-06-18

T —— CoEEE——

SPECIAL OFFER 7 ) %
LIMITED TIME OF '10 °

SPECIAL PRICE-
ORDER NOW r?f

FR91$0.62

%% |

CATEGORIES BROWSE BY LETTER:

FREE DELIVERY

£

SAMPLE PILLS

ALLERGY ABCDEFGHIJKLMNOPQR|
ANTHELMINTICS
ANTI BACTERTAL cais Sl TR ] B B O T B B EEE..-.. 000 caesees e

ANTI CONVULSANTS
ANTI DEPRESSANTS >
ANTI FUNGAL

Ieg.ro et
Domain Registrar Affiiate Program
Pz Rassia

Grum Botnet Merchart Ban< ()

Aomrdaran
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S Sereinine _ . "‘ ¢ = i e'" AR I
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Canadian (B) Pharmacy

#1 Internet Online Drugstore

WWW.ccn-cert.cni.es
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Global Spam Volumes Per Symantec MessageLabs
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facehnuk Home Profile  Friends Inbox A tings  Logout I
a Requests See Al
What's an your mind? [ 1 eventinvitation  []] 50 mafia wars
ﬁ gentlemen reguests

HEEIME ‘Share
1] group Attach |+ Share G 50 other requests 51 2 new updates

i Skatus Updates Suggestions See All

=Bagheizennas My Home Video 1) hitp /s s dmemamainas fyoube/
s =i ®
Photos Google "’l))itc(m.n._
e add as Friend
‘ﬁ Links Source: fsteaimnait, sch,gr
* More + Create

Sponsored

Net-Worm.Win32.Koobface.a, atacaba a MySpace.

Net-Worm.Win32.Koobface.b, ataca a Facebook.

WORM_KOOBFACE.DC, ataca a Twitter

Net-Worm.Win32.Koobface .c ataca a www.msn.com

W32/Koobfa-Gen, ataca a Facebook, MySpace, hi5, Bebo, Friendster, myYearbook, Tagged, Netlog y Fubar
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BUSINESS MODEL: Cybercrime as a Service

GENERAL
Announcements

Info about what

Introductions

whayrs -~ apic

‘ CARDING MARKET

—a

Gift Cards
Se ~ift ¢

to be a Trusted Member Here..

Apply

HACKING —

Bot Bin/Sources + Bots

Stealers / Keyloggers / Rats

= Nere

Accounts

Sell Cnanal=fwHM's etc here...

Crypters/Downloaders

Darkare/ e

Servers and Hosting

— Il Sarvere/Ront-

fit in other cat

Phising Kits

Emails / Spamming
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Logout

- Messages

Your Balance:
Shopping Cart: 0 Item(s) - $0.00

SEARCH CARDS

< B e ) I e (e I e [=r oo |
[ | | Australia (554 cards) = | | (<] | | = | | |

51000‘6 e el M Have SSN M Hove DoB Search |

U.S.-Based Credit Card Prices by Brand

Visa/MasterCard Discover

USS$1.50/card US$2 00/card US$3.00/card

US$1.00/card US$1.20/card US$1.50/card

US%2 00/card US$2.50/card US%$2 50/card

US$2.00/card US$3.00/card US$3.00/card

ﬁ. A0BSILTTEEEr (No Category) Darak Australia Victoria Malbourne 3182 NO NO %4.50 Ll
[ e ABAGEAS 2 EEE (No Category) clare Australia  Western Australia Mundaring Perth 6073 NO =] $4.50 [l
o 40314 +re e (No Category) Martine Australia NSW concord 2137 NO No %450
=) 494052 {No Category) Antony Australia Victoria Melbourne 3078 NO MO $4.50 Tl
iz 494053 ++ (No Category) rcathy Aaustralia QLo Brisbane a152 NO No %450 [
ﬁ 4239535 *s*=2% (No Category) Melinda Australia MNSW Seaforth 2092 MO NO %£4.50 -
P 450049+ +re (No Category) Michelle Australia NSW Sydney 2029 NO No  $4.50 [
Add Selected Cards to Shopping Cart

- il
Page Ua!e! in 0.058




- CEﬂ' IX JORNADAS STIC CCN-CERT

centro cnpto\cglca nacional

Card upload Shop

Shop website Mirrors Type of shop Total cards period Sinces

Rescator.so Card dumps 79 357 07.2014-06.2015 $532 644

Rescator.c
Octavian.so
Octavian.cm

Card dumps 28715 11.2014-06.2015 $§192735
[[zeon 10 Card dumps 18 761 02.2015-06.2015 $125924
ww validec s Card dumps 28 916 09.2014-06.2015 $194 084

http://tormarket.cc/ ccguru.su Card Textdata 20731 07.2014-06.2015 $139 147
cardmarket.cc
d' sShop.su

getcvvs.ru

rd Textdata 206 9740 07.2014-06.2015 $1 389209
mr-anderson.cn Card Textdata 225086 11.2014-06.2015 $151078
ghd6aon2fyjjande

onion

Net turnover $2724 822
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John Emith
1234 5678 9101

Detenido en Holanda en 2012
Extraditado a USA en Enero 2015

WWW.ccn-cert.cni.es
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US Accused of 'Kidnapping' Russian Hacker Roman
Valerevich Seleznev Following Arrest

m By David Gilbert m E

\9 July 8, 20714 12:31 BST

WWW.ccn-cert.cni.es
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ConVault

Your documents, photos, databases and other important files have been encrypted with strongest
encryption and unique key, generated for this computer.

Private decryption key is stored on a secret Internet server and nobody can decrypt your files
until you pay and obtain the private key.

You only have 96 hours to submit the payment. If you do not send money within provided time, all
your files will be permanently crypted and no one will be able to recover them.

Press "View' to view the list of files that have been encrypted.

Press ‘Next’ for the next page.

O 95 50 03

PL T T T T I T T T II T I I T T T IITTTIITITIITTITIITITITITTITIITTIITTITITIIITIIITTIIITIIIIII TS
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CAMPANA DISTRIBUCION

%CORREOS

Su paguete ha llegado 06 de abril. Courier no pudo entregar
una carta certificada a usted. Imprima la infarmaci'on de env'io
y maostrarla en la oficina de correas para recibir la carta

cerificada. CD 000312844452

Descargar informaci'on sobre su envio

Si la carta certificada no se recibe dentro de los 30 d'ias labarables Correos tendra derecho a
reclamar una indemnizaci'on a usted para ‘el est'a manteniendo en la cantidad de 7 55 euros
por cada d'ia de cumplir Usted puede encontrar la informaci'on sobre el procedimiento y las
condiciones de la carta de mantener en la oficina m'as cercana. Este es un mensaje
generado autom'aticamente.

Condicionesy T'erminos del Senvicio de localizaci'on de emdios

FPor medio del presente awviso, |a Sociedad Estatal Comeos v Tel'egrafos 5.2 (en adelante, Correcos) informa de su
pol'itica de protecci'on de los datos de caracter persanal a fin de que los usuarios puedan elegir libre
woluntariamente si desean comunicar a Comreos los datos personales que se le soliciten con ocasi'on de la
suscripei'on de senicios ofrecidos a trav'es del sitio web vwancoreos. es Se adwierte 3 los usuarios que alguno de los
senvicios ofrecidos a trav'es del sitio web, pueden incluir condiciones particulares en materia de protecci'on de datos
de caracter personal. El acceso a dichos senvicios, implicara la aceptaci'on de las condiciones pariculares
establecidas para los mismaos. El usuario garantiza que los datos personales que facilite a Correos son weraces y que
comunicara cualquier modificaci'on que afecte a los mismos. En consecuencia, Comeos z& exonera de cualquier
responsabilidad derivada del incumplimiento por &l usuario de esta garantia. Los datos que faciliten los usuarios
seran incorporades a un fichero automatizado de datos de caracter personal cuya titularidad corresponde a
Correos, con la finalidad de gestionar los servicios contratados. En los formularios se indicar'a del caracter
obligatario o facultative de los campos 8 cumplimentar

Haga clic agu'i para darse de baja.

@ Copyright 2014 Sociedad Estatal Correos y Tel'egrafos, 3.4,
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FEDERAL BUREAU OF INVESTIGATION

CONTACT US ABOUT US

Wanted by the FBI

Hom Most Wanted - Cy s Most W

Show All

MOST WANTED
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REPORT THREATS « A-Z INDEX « SITE MAP
Search Site Q SEARCH

STATS & SERVICES SCAMS & SAFETY JOBS FUN & GAMES

Seleccionaridioma ~ B4 GetFBl Updates

EVGENIY MIKHAILOVICH
BOGACHEV

Conspiracy to Participate in Racketeering Activity; Bank
Fraud; Conspiracy to Violate the Computer Fraud and Abuse
Act; Conspiracy to Violate the Identity Theft and Assumption
Deterrence Act; Aggravated Identity Theft; Conspiracy;
Computer...

REWARD: The United States Department of State's
- - Transnational Organized Crime Rewards Program is
offering a reward of up to $3 million for information leading to the arrest
and/or conviction of Evgeniy Mikhailovich Bogachev.

Evgeniy Mikhailovich Bogachey, using the online
monikers “lucky12345" and “slavik”, is wanted for his

alleged involvement in a wide-ranging racketeering
enterprise and scheme that installed, without MORE
authorization, malicious softiware known as “Zeus”
onvictims' computers. The software was used to

capture bank account numbers, passwords, GET POSTER
personal identification numbers, and other HA PYCCKOM
information necessary to log into online banking Ha

accounts. While Bogachev knowingly acted in a role YKpPaiHCbKil

as an administrator, others involved in the scheme
conspired to distribute spam and phishing emails,
which contained links to compromised web sites. SUBMIT A TIP
Victims who visited these web sites were infected

with the malware, which Bogachev and others

MOBI

utilized to steal money from the victims’ bank
accounts. This online account takeover fraud has
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WANTED

B Y "IT"EIXIE. E "X

Conspiracy to Participate in Racketeering Activity; Bank Fraud; Conspiracy to Violate the Computer
Fraud and Abuse Act; Conspiracy to Violate the Identity Theft and Assumption Deterrence Act;
Aggravated Identity Theft; Conspiracy; Computer Fraud; Wire Fraud; Money Laundering; Conspiracy
to Commit Bank Fraud

EVGENIY MIKHAILOVICH BOGACHEV

Aliases: Yevgeniy Bogachev, Evgeniy Mikhaylovich Bogacheyv, "lucky12345", "slavik",

"Pollingsoon"
DESCRIPTION
Date(s) of Birl(;{n October 28, 1983
Used: 5o ;
Height: Approximately 5'9" Hair: Brown (usually shaves his head)
Weight: Approximately 180 pounds Eyes: Brown
iy Sex: Male

NCIC: W890989955

Occupation: Bogachev works in the
Information Technology field.

Race: White
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« More than 1‘%%’8’“&6&7&?&“«‘.«; globally
« Roughly 25% dloksidrferthiamputers are located in the?”
« Losses estimated globally in the hundreds of millio’
« Key participation of 10 partner countries in suns

C&C server
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Stolen credit card
data is written to a
text file which is fater

sent to off-site server
Malware scrapes the

temporarily unencrypted

Attacker(s) determine: Email orweb altacklure G e e e e e e et
1. POS vendor and system architecture Yes No .
2.Enterprise network topologyy ¢ ¢ sl [pEEEssssse-cssssssss

DROPPER FILE ";_j DATA THEFT

ﬂ) Install dropper or custommalware = Sesssssssssssssssees Criminals have account
REDIRECT on victim’s machine. Malware will pOSRAM captures and sends (redit data on credit/debit cards.

Redirect victim eventually install on POS systems
to attacker’s website. to scrape RAM memory (POSRAM).

These will be offered for
sale on the black market.

= SECURITY LABS'
EXPLOIT KIT e Wabsanse Securty Labs™ |

s SNy http://securitylabs.websense.com
Run exploit kit on victim’s computer www.websense.com/sevenstages

card data to an off-site server

RAM= Random Access Memory POSRAM= Point-of-Sale Terminal RAM Scraper

rved. Websense, TRITON and the Websense logo are registered trademarks of Websense, Inc. in the United States and various countries. All other trademarks are the properties of their respective owners
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EVOLUCION POS MALWARE

ChewBacca Decebal

Lol

m‘rt.cm.es
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EVOLUCION CAMPANAS CONTRA BANCOS

WWW.ccn-cert.cni.es
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FOX IT [srow-

FOR A MORE SECURE SOCIETY

.

Ataques al sector bancario
1er suceso KIEV ENFE’13

2° Informe Kaspersky :
Carberp + Anunak : Karbanak Nireata et M

THE GREAT BANK ROBBERY
-~

1 Infeccion de un empleado

www.ccn-cert.cni.es
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B Cooteerctene ©3-N2115 - CoobueHne (OBbIMHBIA TekcT) ?T EHEH - O %X

COOBLEHWE

BT 24.06.2014 1&:11
support@cbr.msk.ru
Cooteetcreme ®3-N2115

e Komy  m.fa i = n . ru
|

ﬁ Mel yaanunm AoncAHUTENBHBIE Pa3pblBbl CTROK B COOBLLEHMN,

CooBweHne E’ Cooteercreme ©3-115 ot 24,06.2014r.doc (335 KéanT)

shehd  ¥Ka3oM BaHKa POCCHKM O MPWHATHK KOMMAEKCA Mep no obecnedeHuno cobnoaeHuAa dedepansHoro 3akoHa N 115-03
seniq "0 NpOTHMBOAEWCTEMKM AEraNM3aLMK (OTMBIBAHWID ) AOXO0A0B, NOAYYEHHBIX NPECTYNHBIM NYTEM, M GHHAHCUPOBAHMID
Tel:{  TEppopMama" HeobXoOMMO NPOBEPHTL COOTBETCTBME COD/KOAAEMbIX MPABMA M HOPM, 417 AaAbHEAWEero
NpPaBoOMEPHOTO (yYHHUMOHWMPOBAHKA.

Mpoceba 03HAKOMMTECA BCEM COTRYAHMKAM KPEOMTHBIX M GHMHAHCOBBIX OpraHMIaumi.

Cnyxba nogaep:Kn BaHka Poccum.

CVE-2012-0158 CVE-2012-2539 CVE-2014-1761

WWW.ccn-cert.cni.es
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Obtener password user con
privilegios

3 Conseguir acceso a correo y
servidores
4 Escalada privilegios, admin

WWW.ccn-cert.cni.es
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5 Instalacion software RAT

% Remote Desktop Connection

| Remote Desktop
»< Connection

Computer Your Cloud Server

Username:  None specfied

= Optons

Configuracion accesos remotos y

firewall

WWW.ccn-cert.cni.es
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Stolen data

FTP server
' .7
C&C server
_h Q

Fake hosted site
%

Tor cireuit 57
Email
ﬁ
RDP/Backdoor

b

Manual removal

Compromised site
=
g ——»

Cybercriminals
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Rusia ofrece 110 mil ddlares al que
logre hackear la red anénima Tor

El gobierno ruso lanzé un concurso publico para
"desanonimizar” la red Tor -que protege la privacidad de sus
usuarios en Internet- y asi identificar a quiénes la usan, con el
argumento de proteger la seguridad nacional.

(I Recomendar RETOIRE AUTCIETINE: SUMRRE #= | fp ACCESBLE

télam
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l iﬁmmiiﬁ $ 1000000 000
A

EXPLOTACION

. 2 Control de cajeros automaticos
3. Suplantacién del empleado (Hefrtciiries baraentredas

Cémo robaron el dinero efectivo en un momento
predeterminado

Banca online
Dinero transferido a las cuentas
de los ciberpiratas

Sistemas de pago electrénico
Dinero transferido a bancos
en EE.UU. y China

Aumento de saldos en cuentas
Fondos adicionales extraidos
mediante transacciones
fraudulentas
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Clave cifrado RC4

754037e7be8f61cbb1b85ab46c7da77d

Search Form
NOTE: This page is limited to 20 queries per one(1) hour time period.

md5 hash 754037e7be8f61cbb1b85ab46c7da7{d = go fuck yourself

Enter a md5 or shal hash:
754037e7belf61cbb1b85abd6c7da77d

Current "Hit Rate": 100 %
Size of database: 20,621,101 words

WWW.ccn-cert.cni.es
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CONTROL DE CAJEROS

Acceso VPN desde equipos infectados
Software ATMs Wincor-Nixdorf

centro criptolégico nacional

e L KDIAG3Z _TestSWh CashInOuth CashInDutModules' crsl.exe - |I:I|i|

File Init Commands HApplication—C8C Service
1

Continuous Rel Devilest

Door not opened or missing?

Show e ror BN

o AZM.F4

Z ond=F7
UG M Ho transmit to AZH yet?

18:30:50
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TYUPKIN
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Win32

BootCD
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CASH OPERATION PERMITTED.
INVALID CASSETTE NUMBER. TRY AGAIN.

START DISPENSE OPERATION -
R CASSETTE NUMBER AND 1'8 ENTER.
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Primary
Infection
WVector

Email
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Aliases/Variants

Cryptolocker Ransormware attachment - A
. ) Fynloski, Fynlos,
DarkComet RAT Exploit kit Krademok,DarkKomet A
Email
Dridex Data Stealer attachment Bugat,Feodo, Cridex ‘
{Word macros)
Zeus Data Stealer Exploit kit Zbot, Gameower [GOZ) 4—’
Blackshades RAT Exploit kit - v
Citadel Data Stealer Exploit kit - v
SpyEye Data Stealer Droppar - v
Email - -
CTB-Locker Ransomware attachment {.zip) Critroni A
Dropper
Dyre Data Stealer [UPATRE) Dyreza y -
Tinba Data Stealer Exploit kit Tinybanker, Zusy A
Carberp Data Stealer Exploit kit - 0
Shylock Data Stealer Exploit kit Caphaw ‘—’
Ice IX Data Stealer Exploit kit = w
Torpig Data Stealer Exploit kit Sinowal, Anserin v
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| GRUPOS MAS ACTIVOS
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Trojan Total groups

Dyre (Dyreza) 1
Dridex (Bugat, Feodo, Cndex) >3
Qadars 1
Emotet 1

Vawtrak (Neverquest, Papi

[+¥]
L~
.
o
W
BN

ISFB (Ursnif) 3

Kronos 2
MMBB (Money Maker Bank Bot) 2
Tinba (Zusy) >8
Zeus 20889 1
Citadel S17

KINS (ZeusVM) >18
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¢ EXPLOIT KITS |\

Exploit Kits Observed Since January 2014

source: Cisco Threat Intelligence Platform

(24) Fiesta (20) Sweet Orange
(61) Nuclear , (1) Bleeding Life
(132) Goon (1) Zuponcic
(14) Blackhole : (160) Cool
() S S — - (1) DotCache
(34) CritX : (31) GongDa
(2) Neutrino (1) Glazunov
(2) Unknown (81) Angler
(100G 1 (9) RedKit

(# of attacks) Exploit Kit Name ateet]ee
CISCO
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CTATHLTHILA GO AL T POMAKKA

Haanno: f Monew: [; m ApToofmconerse: 10 oo |||-

CTATHCTHIA IHCTOMATE & JATPYIHN oy
34 BECH MEPHO 7 Eﬂfu W FLAsH a L07 4
1431571 i FOSB23 xocTw A1702 sarova RGNS e sos —
' W Jove Array 25587
@ MDALC *» 434 104 &
3A CEMOAHA B8.35% W POFALL ¢ 2781 5.67 W
AZBL AN orrw 1B7TA3S vocTw 11531 zarevmsm MIPCEME
- df FOFLIETIFE + 0844
L
BIFAY IEPH KHTHE §  WOCTHE  SACPYIKH %
o XAT HOCTH I BATPYSEN S ©F MsiE 600584 336431 30776 9,53 &
ﬂ Wndoas T 12116 15234 5.37 & @ Frefox ¢ ApE5LE 255361 10935 460 @
By Windows %P 203107 SUETES] 15103 9.92 &
B Windows Vista SOAG 1S 108853 B34 10.2% &
CTRAHBL KT bl KiMEThel 1 BAFPFWIKH S
. Germany 6460 5 2627 6,70 &
roToRs T RUCTELY  aarpyame Se 0N sy leasTS 97303 a077 7.75 @
aelsEs  Jesass lenzs .65 & 1 Fronce IBASa4 9519 4601 607 &
174854 172003 10032 6.04 @ — e e —
R 118458 Jma L7 - United Kngdom 54448 45645 5.95 @
£4030 60184 473z .57 @ T S — J— — 5.17 @
G245 s 3455 6.55 @ Partugal 64153 2769 087 -
inisimin ki a2 . 1§ Belgium 5E437 25295 1717 2.95 ¥
1387 1274 91 577 @ I Arseck 1604 1473 1055 10,30 -
B g0 = Ll = Austria 10478 844 10,82 &
16585 L e o0 = mmtharlands 2Ta TILE i 0,00
= = v a.e = Firdand 18233 asay 37 876 -
e & Other country 9152 4537 o 0.00
N Australia ] 23 [ 0,00
Ws Unil=d States 20055 1572 2 100.00 &




X' JORNADAS STIC CCN-CERT

> 1000 Clientes

> 50.000S benef./mes
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HacTpoirm Cennepkl Il for traffic AR OMMCTHTE Boixog ™=

rnofankHaA CTATUCTMKE 3arpyaka thaina

3A BECE NEFKMOL 15353 BCcEro [ 11571 yHuKk BB 1194 3ArPW
NPOEWB

] _OBsop.. | | sarpyauTs,
10.32% e

Pazmep ®aina; 40 Kb

R R RRRRBRERRREERRRERRRERRRwzm D5 8 hche5019c19e3daih02cd6
Statistic for seller: ‘ ht MDS: 8 bchea019c19e3daib02cd6

NogpoBHasa CTaTUCTMKA

CTPAHbITOP 10)  BCEFO YHHK. 3ATPY3KN OC(TOP 10) BCETO YHHK. 3ATPY3KH
us 15353 1157 1194 m | € Windows 7 8959 7062 77

Ay windows Xp 3199 216

Q) WindowsVista 2863 265

& 7 Windows 2003 316 1

& windows2000 16 12 0
BPAY3EPBI(TOP 10) BCEr0 YHHK. 3ArPY3KH o PE®EPANBITOP 10) BCEr0 YHHK. 3ArPY3KH o
e mMsEID 6347 4978 603 R 1211% 7758 6495 725 E 1
e mMsESsD 2734 2126 286 I 13.45% 7578 6552 613 m |
é Firefox 11.0 2697 2275 106 [ 456% 4 4 0 1
e MsETO 1766 940 69 L 74 3 2 1 @ @
L) Opera9.30 476 288 42 I 14.55% 2 2 0 1

- :
< 6 OBHOBNEHHME FOTOBN K VCTAHOBKE A oo
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DRIDEX Infection Chain

DRIDEX arrives onto systems as Once DRIDEX is downloaded and DRIDEX also performs
malware downloaded by a installed, it injects malicious form grabbing,
malicious spam attachment. codes onto the system's browser, screenshots and

to steal oniine banking iogin clickshots in order to steal
The downioading is done credentials. more personal information
through the malicious macro from the affected system.

embedded in the .DOC
attachment {(detected as
TROJ_WMSHELL.A).
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Man in the Browser

Website seen
by Customer

2a el e '.:: - |k = _.

Online banking T .

Payrmnenl Drdails

To paw Sourescns b aas @nlar Chee Tolevw g e mita

Faves noame |‘E'l-.’ Bill ]

Payes acgoursl fid.

Py gt Soele
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Fawess mgerse
P o e WL e
P o sorit oo

L Ry

. Online banking
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Website seen
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Customer makeas the transfer

but malware changes
m destination and amowunt
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LEGISLACION

Chapter 28 Criminal Code of Russian
Federation.

Crimes related to computer information

__XDAEXCH POCCHRCKOR OEREPAUN Art. 272. lllegal access to
OSIOBHb 7 computer information
bA) -
KOREKC
6 OCCUMICKON SEREPALIAY Art. 273. Creating, use and
bl TEKCT dissemination of malware

o ®WUWARSE

Art. 274. Computers, computer
systems and nets exploitation
rules violation
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Cratuctuka 5otk KomaHnab OT4eThbl Onuyuu
0 nnextop (0
Obuwasa cTaTucTuka CTpaHbl OnepaTtopbl

= - 9781 6203
s 5042 1754
- 78 A
% 1348
59 1027
61 877
e GE 50 i

Activate device administrator?

/ Adobe Flash Player core

5643 4875 4648 4842

e Set storage encryption
Require that stored app data be

Cancel Activate

WWW.ccn-cert.cni.es
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COOPERACION POLICIAL

M2 INTERIOR FSB
DEPARTAMENTO K

i
| Eﬂﬂﬂﬁiﬂﬂiﬂﬂ;ﬂﬂ
Nﬂ ELTRED
iﬂﬂliﬂ%g

Centro Nacional de Coordinacion de Incidentes
informaticos

WWW.ccn-cert.cni.es
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: International cooperation and
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Fotos oficiales ~

Grupo de Delitos Siguiendo ~ X JORNADAS STIC CCN-CERT

Telematicos de la Guardia
Civilg

1.527 seguidores

Mas info v

Grupo de Delitos Telematicos de la Guardia Ci
#GDTweetDelDia La Colaboracién Ciudadana es fur
limites. jNO COMPARTAS Videos Sexuales!, repdr

Comentar Con tu ayuda, haremos de Internst un lugar més seguro, Inférmancs en nuestra

Toieets

Siguiendo

Seguidores \

- ) . web. vrvi.got guardiacivil.es i Favortos 0

&,, Grupo de Delitos Telematicos de la Gu: e 0
=T En muchas ocasiones os hemos agradecic Informacid Fotos s

ayuda, es fundamental para nosotros. Perc 3 = u

olaboracion tiene lineas que no debéis tras Sigue a GDT Guardia Civil F

con frecuencia, es la de informar sobre cor = <

Vaya... mas> E

Estado [@ Foto / video  #ff Oferta, Evento + 7 s "J

—]

Registrate

¥ GDT Guardia Civil
J =GDTwestDelDia
pero oo
repdrtalo =n

iadana es fundamental,
RTAS Videos Sexusles!,

ﬁ * Grupo de Delitos Telematicos co
ST Martes

iNO COM

#GDTweetDelDia La Colaboracion Ciudadana es fundamental,
pero ojo con los limites. iNO COMPARTAS Videos Sexuales!,
reportalo en nuestra web

(g o =7 =

# GDT Guardia Civil ==
DTweetDelDia jAT!

DeElLITOS TeEEEMANATICOS ~
RO N4l
D

=

GDT - Grupo de Delitos Teleméticos

GDTGuardiaCivil

=

Panda Security

2GHREPESCA2
VUKD YOKOWTR
siiPeszozEsoecis

Panama Wants Wnere We Are Tour 2014
Caris Brant
AngressaNzszerCaNOMREENDNOE
Prilp Hammong

s

SRUPO D

GUANARDIN CIVIL—
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