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FOREWORD
The current national and international scenario is dominated by developments in
Information and Communication Technologies (ICT) and by risks emerging from their
use. The Administration is fully aware of this scenario and it is necessary for this body
to develop, acquire, conserve and secure use of ICTs to guarantee that its services
run effectively for the citizen's and the country's best interests.
Working from the Centre's knowledge and experience on threats and vulnerabilities
in terms of emerging risks, Law 11/2002, dated 6th May, regulating the National
Intelligence Centre, entrusts the National Intelligence Centre the functions related to
information technology security, according to the Article 4.e), and to the protection
of classified information, according to the Article 4.f). It also gives, through the Article
9.2.f), its Secretary of State-Director the responsibility of managing the National
Cryptologic Centre.
One of the most outstanding functions that it assigns to it, in Royal Decree 421/2004,
dated 12th March, regulating the National Cryptologic Centre is to draw up and
disseminate standards, instructions, guides and recommendations to guarantee
security for the Administration's information and communication technologies.
Royal Decree 3/2010, dated 8th January, develops the National Security Framework
(hereinafter called ENS) in the field of Electronic Administration which is also referred
in the second section of Article 156 of Law 40/2015, dated 1st October, of the Public
Sector Legal System. The National Security Framework establishes the security policy,
in matters of use of electronic means, which ensures the protection of information.
Indeed, Royal Decree 3/2010, dated 8th January, updated by Royal Decree 951/2015,
dated 23rd October, sets the basic principles and minimum requirements as well as
any protection measures to be introduced in Administration systems. In article 29, it
authorises the CCN to develop CIS guidelines to ease the fulfilment of these minimum
requirements.
The CCN-STIC documents series was drawn up to comply with this function and the
ENS, aware of the importance of establishing a frame of reference on this matter that
can be used as support so that Administration staff can carry out their difficult and
occasionally thankless task of providing security for ICT systems within their
responsibility.

July 2019

Felix Sanz Roldan
Secretary of State
Director of the National Cryptology Centre
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1. SHAREPOINT ONLINE
1.1 Description of the use of this guide
The purpose of this guide is to indicate the steps to follow for the configuration of the
SharePoint Online service, complying with the necessary requirements of the National
Security Framework in its HIGH category.
This guide should be used in conjunction with "CCN-STIC-885A - Secure Configuration
Guide for Office 365", which describes generalities of Office 365 and common features
to all services, as well as a glossary of security terms and abbreviations used in these
guides.
The following sources have been consulted for the preparation of this guide:
-

Official Microsoft documentation.
CCN-STIC-823 Cloud Services.
CCN-STIC-884A - Secure Configuration Guide for Azure.
CCN-STIC-885A - Secure Configuration Guide for Office 365.
ENS Royal Decree BOE-A-2010-1330.

1.2 Service definition
SharePoint Online (SPO) is a cloud-based service that helps organizations to share and
manage content, knowledge and applications to enable teamwork and search for
information effectively. It is part of Office 365, a set of cloud-based applications and
services hosted on servers owned by Microsoft and available from devices with an
Internet connection. It should also be noted that Office 365 runs on Microsoft Azure.
The main features of SharePoint Online are:


Easy sharing and continuous collaboration.
Provide contacts with a place to organize and collaborate on content, data and
news so that they are in tune.



Inform and put in contact with the organization.
Share common resources and applications and spread messages with dynamic
and rich pages.



Intelligence.
Powerful business search for files, sites and contacts.
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SharePoint Online includes:
File storage

OneDrive provides space of personal storage in the
cloud.

External sharing

Share files and content securely with contacts inside and
outside the organization.
Organize and manage content in libraries and lists with

Content Management metadata, log management, and retention policies
Group sites

Provide a place for the team to organize and collaborate
on content, data and news so that they are in tune.

Communication sites

Disseminate messages from a group and share them
with members of the organization with attractive and
dynamic communication sites.

Intranets

Inform and involve the organization with intranets and
sites to provide content, announce news, share
resources, simplify processes and involve contacts.

Mobile applications

Obtain access to intranets, group sites, and content with
the SharePoint mobile app for Android™, iOS®, and
Windows, and OneDrive mobile apps for Android, iOS,
and Windows

Automate the work

Automate business processes with alerts and workflows

Detection

Discover relevant contacts and important content when
you need it most.

Search

Customization of business search and results with
improved features to display resources in Office 365

eDiscovery

Search for content in electronic format for retention or
audit scenarios

DLP Functionalities

Use advanced data loss prevention (DLP) capabilities to
identify, monitor, and protect sensitive information.

Local conservation

Use local preservation to prevent the removal or edition
of content through programming.
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1.3 Prerequisites for deployment using PowerShell
Office 365 PowerShell allows to manage and configure SharePoint Online from the
command line, with one user having management rights. See the guide [CCN-STIC885A - Secure Configuration Guide for Office 365].

2. SHAREPOINT ONLINE DEPLOYMENT
SharePoint Online does not require prior installation in the customer's on-premise
environment, as it is an online service accessible from the Internet and hosted in the
organization's Office 365 tenant. It uses the "Public Cloud" infrastructure referred to in
the [823-Cloud Computing] guide.
SharePoint Online, as well as the Office 365 suite, is included in the SaaS (Software as a
Service) category. The CSP (Microsoft) is responsible for offering the software as a
service to the client.

2.1 Administrator - initial configuration
The administrator user can access the SharePoint Online administration portal through
the Office 365 administration portal (portal.office365.com).
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On the [Settings] menu you can control which features are available to users in your
organization.

Notifications
To allow notifications in SharePoint-related mobile applications.
*Recommendation: leave default value. It does not affect security.
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Site Storage Limits
Automatic to share storage between all sites
Manual: establish site-specific limits.
*Recommendation: leave default value. It does not affect security.

Default management experience
To enable or disable the new SharePoint Administration Center by default.
It is recommended to leave this option enabled, for a more modern administrator
user experience, otherwise the Classic Administration Center is activated.

Site creation
Allows you to choose the location of the organization's group sites.
Set the time zone.
Activate or deactivate the creation of sites by users.
*Recommendation: choose the appropriate time zone and leave the rest of the default
values.
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2.2 End user - first steps
The end user can access the Office 365 portal through the url: portal.office365.com or
www.office.com. After entering your credentials, a panel is displayed with all the
applications you have access to.

Click on the SharePoint icon to access the SharePoint portal.
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The home screen of SharePoint Online is divided into two sections:



Left side menu. With search options, sites to follow and recent sites.
Main panel. To create sites and news and display frequent sites.

Create a site
Clicking on "Create Site" on the main panel displays two options:





Communication site: to disseminate information, share news, reports, states,
etc. to a wide audience in a visually attractive format. Only a small set of
members generate content and a much larger audience consults it.
Group site: provides a specific location where a group of people can work on a
particular project and share information from anywhere with any device. They
are closed groups and the information is limited only to the members of the
group or specific participants.

Additionally, from the SharePoint Administration Center, these options are shown:
create a group site without an Office 365 group, or a document center, a business
wiki, a publishing portal or a Project Web App site.
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Create a group site
1. Add a description.

This is where it is decided if the site will be public (accessible by anyone in the
organization - useful for generic content) or private (only members can access).
2. Adding owners and members.
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3. If you click on "Finish", the group site is created, and you can go to the page of
the newly created site.

4. The next steps for the user could be:




Upload files to the site.
Invite team members.
Publish news.
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Create a communication site
1. Add a description.

2. By clicking on "Finish" you create the communication site and navigate to the page
of the newly created site.
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3. SHAREPOINT ONLINE CONFIGURATION
Next, the configuration of the SharePoint Online service will be addressed, focusing on
compliance with the requirements of the National Security Framework that apply
exclusively to this service.

3.1 Operational Framework
3.1.1 Access Control
3.1.1.1 Identification
SharePoint Online Identity Management is common to all Office 365 applications and
is described in the guide [CCN-STIC-885A - Secure Configuration Guide for Office 365].
3.1.1.2 Entry requirements
SharePoint Online establishes a set of permission levels to protect access to resources.
The object model in SharePoint Online
SharePoint provides different alternatives to control access to objects:




Objects can use either the same permissions as the primary website, list, or
folder by inheriting both the roles and users available in the primary object, or
unique permissions.
SharePoint includes the following three groups by default, with an associated
permission level:
- owners (administrator tasks)
- members (collaborator tasks)
- visitors (reader)
These groups are independent of the Office 365 and Azure Active Directory
(AD) groups and form the basis for assigning permissions to site resources.
When you create a website with unique permissions (not inherited from the
parent site) with the user interface, you navigate to a page where you can
assign users to these groups as part of site provisioning. See section [2.2 End
User - First Steps] and [3.1.1.4 Access Rights Management Process].

Add a new owner to a group site from the SharePoint Administration Center
As a SharePoint administrator it is possible to assign new owners to a site. This option
is interesting if you want to share administration tasks.
1. From the SharePoint Administration Center, menu [Sites\Active sites] and accessing
the properties of the selected site.
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2. Click on the "Add or Remove Owners" link.

- To add a new owner, just type in the name.
- To delete an owner, click on the "cross"
button in the right.
There must always be at least one owner of the site.
When you add or remove users from a group site, they are
also added to or removed from the Office 365 group,
Exchange Online, Teams, etc.

To provide or restrict user access to a SharePoint site see [3.1.1.4 Access Rights
Management Process].
3.1.1.3 Segregation of functions and tasks
Administrator role
Office 365 global administrators can assign users to the SharePoint administrator role
to help with the management of SharePoint Online. It is recommended to establish an
administrator for each service in the Office 365 solution. In those organizations where
there is delegation of administration tasks, it is required to establish an administrator
for each delegated service.
1. Open Microsoft Administration Center 365, menu [Users/Active Users], and select
user.
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2. Click on the user's name and, in the right panel of properties, click on the
"Administrate Roles" link:

It may be interesting to associate,
along with the SharePoint
administrator role, the service
administrator function. This way,
you can view service-related
information in the Microsoft 365
Administration Center: the status of
the SharePoint Online service,
change and publish notifications,
and more.
Users who have been assigned the
SharePoint administrator role have
access to the SharePoint
administration center and can
create and manage site collections,
appoint site collection managers,
manage user profiles, and more.

More information about roles in the guide [CCN-STIC-885A - Secure Configuration
Guide for Office 365].
3.1.1.4 Access rights management process
Setting site permissions by an owner
After creating a SharePoint site, you must provide or restrict users' access to the site
or its content. For example, access can be provided only to the members of a team, or
to all users, but restricting the edition to some of them. The easiest way to work with
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permissions is to use the default permission levels and groups offered, which cover the
most common scenarios.
1. From the site configuration menu of the SharePoint user portal, in the upper righthand corner, you can access the site permissions [Setup\Site permissions]:

2. From here, an owner can invite new people and manage their permission level:
owner (full control), member (editor), visitor (reader).

3. Click on the link "Advanced permissions configuration", for a more exhaustive
control of the permissions to be applied.
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4. Click on the "PERMISSIONS" tab to access the permissions menu.

5. By clicking on each of the SharePoint groups you can access a detailed
management, where you can add new users to the group and manage other
settings.

Permission levels
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In the "Advanced Permissions Settings", on the "Permissions" tab, click on the
"Permissions Levels" link.

A permission level is a set of permissions. In this regard, SharePoint has default
permission levels that allow you to quickly and easily provide common permission
levels for a user or groups of users.
Changes can be made to any of the default permission levels, except Full Control and
Limited Access.
It could be convenient to set custom permission levels to create new roles to suit the
needs of your organization. For example, a user with permissions to add documents
but not to delete them.
1. Click on the link "Add a permission level".

2. Assign name and description, and the appropriate permission list.
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Access request configuration
It is advisable to indicate how the behavior is configured to request access to a site.
From a security standpoint, a user can be blocked from sharing the site or content with
other users or sending invitations to the site's member group. These details are
important to avoid uncontrolled information leakage. This setting is independent of
"external sharing" as described in point 5.3.
In the "Advanced Permissions Settings", on the "Permissions" tab, click on the "Access
Request Settings" link.

From this screen you choose who can request access or invite others to this site.

3.1.1.5 Authentication mechanisms
SharePoint Online authentication mechanisms are common to all the Office 365
applications and are described in the guide [CCN-STIC-885A - Secure Configuration
Guide for Office 365].
The following diagram describes the SharePoint Online authentication process:
Explains how the scenario works with Azure Active Directory's default IdP (Identity
Provider).

National Cryptologic Centre

22

CCN-STIC 885B

Secure configuration guide for SharePoint Online

The Federation authentication cookie (FedAuth)
is for each high-level SharePoint Online site, such
as the root site, mySite, and the administration
site. The root federation authentication cookie
(rtFA) is used on all SharePoint Online. When a
user visits a new high-level site or the page of
another company, the rtFA cookie is used to
authenticate them in silent mode without being
asked. When a user logs out of SharePoint
Online, the rtFA cookie is deleted.

Session and persistent cookies
By default, all SharePoint Online cookies are session cookies. These cookies are not
stored in your browser's cookie cache and are instead deleted whenever you close
your browser.
Azure AD displays a check on login: "keep logged in" to enable persistent cookies.
These cookies are stored in your browser's cache and are retained even if your
browser is closed or restarted.
To the question: Do you want to
stay logged in? Answer: No.

Persistent login cookies should be kept disabled to prevent the user from being
logged in again when the browser is closed, thus forcing the user to log in again each
time he or she uses the service. This option is not configurable at the administration
level and therefore it is the responsibility of the user to comply with it.
Idle Logout
Users should be warned and then logged out of unmanaged devices after a period of
inactivity. This setting applies when users do not select to keep their session logged in.
It is accessed from the SharePoint Administration Center, menu [Access Control\Logout
Inactive].
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Applications that do not use modern authentication
Some third-party applications and earlier versions of Office cannot impose devicebased restrictions. Access to these applications should be blocked.
It is accessed from the SharePoint Administration Center, [Access Control Applications
Not Using Modern Authentication] menu.

3.1.1.6 Local access
It is understood as local access to the access from the corporate network or authorized
locations.
It requires the establishment of a "multi-factor authentication" (MFA) and an
appropriate credential management policy, which are described in section [3.1.1.5
Authentication mechanisms]. A record of successful and unsuccessful system access
attempts is also required, as described in section [3.1.2.2 Activity Log]. Additionally,
access to Office 365 can be controlled through conditional access policies or rules in
ADFS, as described in the guide [CCN-STIC-884A - Secure Configuration Guide for
Azure].
Access to SharePoint Online can be controlled through conditional access policies by
network location in SharePoint Management Center, [Access Control/Network
Location] menu.
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Access to unmanaged devices can also be limited. SharePoint Administration Center,
[Access Control Unmanaged Devices] menu. An Enterprise Mobility + Security
subscription is required.
Security measures can be relaxed when the computer is on one of the corporate
subnetworks.

3.1.1.7 Remote Access
Remote access is understood as access from the Internet (any IP). It is recommended
to reinforce security when accessed from the Internet (only managed computers, MFA,
device compliance, etc.).
All is manageable from the SharePoint Administration Center, menu [Access
Control/Network Location] and [Access Control/Unmanaged Devices], as discussed in
previous sections.
It should be noted at this point that Office 365 is a cloud solution accessible by the end
user through the Internet. Data encryption will be applied as described in section
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[3.2.3.2 Encryption] of the [CCN-STIC-885A - Secure Configuration Guide for Office 365]
guide.

3.1.2 Exploitation
SharePoint Online will always be updated. That is, the service is permanently
maintained by Microsoft, taking care of updates and patches, as well as establishing
the mechanisms for detection and protection against threats.
3.1.2.1 Protection against harmful code
If your organization has Office 365 Advanced Threat Protection (Office 365 ATP), it will
have a real-time detection browser, accessible from the Office 365 Security and
Compliance Center. See the guide [CCN-STIC-885A - Secure Configuration Guide for
Office 365].
If Exchange Online is also available, malware protection is automatically provided for
files that are uploaded and stored in documentary libraries. This protection is provided
by Microsoft's anti-malware engine, which is also integrated into Exchange.
Allow or block custom scripts
Allowing users to customize sites and pages in SharePoint by inserting a script can
provide the flexibility to meet different organizational needs. However, the security
implications of custom scripts must be taken into account.
When users are allowed to execute custom scripts, governance, the scope of the
capabilities of the inserted code, can no longer be required. Instead of allowing a
custom script, it is recommended to use the SharePoint Framework. All scripts that run
on a SharePoint page (whether an HTML page in a document library or a JavaScript in a
script editor web element) always run in the context of the user visiting the page and
the SharePoint application.
Once the scripting is allowed, the following cannot be identified:




What code has been inserted.
Where the code has been inserted.
Who inserted the code.

If a dangerous or malicious script was inserted, the only way to stop it is to delete the
page hosting it. This can lead to data loss.
To allow or block custom scripts:
1. Access the SharePoint Administration Center, menu [Configuration], and access the
link at the bottom of the page "classic configuration page".
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2. In the configuration screen, navigate to the "Custom Script" section and set the
desired values.

3.1.2.2 Activity log
To configure the SharePoint service activity log, it will necessary to make use of the
Auditing functionality available through the Office 365 Security and Compliance Center.
More information in the guide [CCN-STIC-885A - Secure Configuration Guide for Office
365].
3.1.2.3 Incident Management
See section [3.1.2.1 Protection against malware] of the [CCN-STIC-885A - Secure
Configuration Guide for Office 365] guide for how to access "Threat Management"
reports.

Protection measures

3.2

3.2.1 Protection of communications
In terms of communications protection, it should be noted that the cryptographic
protocols for TLS connections, which are automatically integrated into Office 365, are
used. This is when:



Users work with files stored in OneDrive For Business or SharePoint Online.
Users share files in online meetings and instant messaging conversations.

In fact, all Office 365 communications are encrypted: Mail Clients (POP, IMAP, SMTPTLS), Outlook Clients (MAPI-HTTPS), Browsers (Web HTTPS), Mobile Devices
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(ActiveSync HTTPS), Teams and Skype (SIP-TLS). No additional configuration is
required, but it is important to note that as of June 2020, TLS 1.0 and 1.1 support will
be
removed.
This
has
direct
implications
for
customers
(https://docs.microsoft.com/en-us/office365/troubleshoot/security/prepare-tls-1.2-inoffice-365).

3.2.2 System monitoring
Please refer to the guide [CCN-STIC-885A - Secure Configuration Guide for Office 365]
to see the different service monitoring mechanisms.
It should be noted that, at the level of alert policy configuration, there are many
activities related to sites and objects stored in SharePoint. We've reviewed some of
them:








Unusual external user file activity. Generates an alert when an unusually large
number of activities are performed on SharePoint files or OneDrive by users
outside the organization. This includes activities such as accessing files,
downloading files and deleting files. This policy has a high gravity setting.
Unusual volume of external file sharing. Generates an alert when an unusually
large number of files are shared in SharePoint or OneDrive with users outside
the organization. This policy has a medium gravity setting.
Unusual file deletion volume. Generates an alert when an unusually large
number of files are deleted in SharePoint or OneDrive in a short period of time.
This policy has a medium gravity setting.
Malware campaign detected in SharePoint. Generates an alert when an
unusually high volume of malware or viruses is detected in files located on the
organization's SharePoint sites or OneDrive accounts. This policy has a high
gravity setting.

3.2.3 Protection of information
3.2.3.1 Rating of information
Office 365 has several mechanisms for qualifying information, as explained in section
[3.2.3.1 Qualifying Information] of the [CCN-STIC-885A - Secure Configuration Guide
for Office 365] guide. Below are described some of them from the point of view of
SharePoint Online.
3.2.3.1.1 Retention labels
You can define the time a document should be retained, or the time after which it
should be deleted. More information on creating retention labels is available in the
guide [CCN-STIC-885A - Secure Configuration Guide for Office 365].
1. To apply a retention policy on a document, navigate through the right-hand panel
of document properties, and select the "Apply Retention Label" option:
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2.
A drop-down menu is displayed to select "the
retention label" to be applied to the document.

*It is possible to select several documents at once and
apply "massively" the label.

If, for example, a retention label has been applied to a
document that prevents it from being deleted for 5
years, when you try to delete the document this
message will appear.

3.2.3.1.2 O365 Sensitivity labels
This feature is available, as of the date of publication of this guide, in Windows
desktop applications: Word, Excel, PowerPoint and Outlook, as well as in applications
of other platforms. Availability in web applications (Word, Excel, PowerPoint) is
planned for the fourth quarter of 2019.
How do you use sensitivity labels from a document?
To use this feature, the Azure Information Protection unified labeling client must be
installed, as described in the guide [CCN-STIC-885A - Secure Configuration Guide for
Office 365].
After installation, the new icon will appear in the desktop applications:
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1. On the Home tab, select the "Sensitivity" button.
Important: Sensitivity is not visible if the Office account is not a professional
account with an assigned Office 365 E3 or E5 license, if the administrator has
not configured sensitivity labels and enabled the feature, or if the other Azure
Information Protection client is running on Office.

2. Choose the sensitivity label that will be applied in the document.
Note: If the organization has set up a website to learn more about its
sensitivity labels, you'll also see the More Information option.

To remove a label that has already been applied to the
document, deselect it from the menu.

Note: If the organization has labels configured in the Azure Information Protection
(AIP) portal, it is necessary to migrate them.
What happens when a sensitivity label is applied to a document?
By applying a sensitivity label, the label information will be retained with the document
or email, even as it is shared between devices, applications and cloud services.
Applying a sensitivity label can also lead to changes in the document or email
depending on the organization's configuration, for example:




Encryption with Information Rights Management can be applied to the email or
document.
A header or footer may appear in the document or e-mail.
A watermark may appear on the document

3.2.3.2 Encryption
Refer to the guide [CCN-STIC-885A - Secure Configuration Guide for Office 365] for the
generic encryption mechanism of Office 365, specifically encryption of data at rest and
in transit.
Regarding encryption at rest
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Encryption at rest includes two components: BitLocker Disk Level Encryption and File
Encryption of client content. This encryption is transparent to the user and is
automatically implemented by Microsoft.
BitLocker is implemented for OneDrive For Business and SharePoint Online throughout
the service. Encryption by file is also found in OneDrive For Business and SharePoint
Online in Office 365 multi-tenant and new dedicated environments that rely on multitenant technology.
While BitLocker encrypts all data on a disk, file encryption goes further by including a
unique encryption key for each file. In addition, the update of each file is encrypted
using its own encryption key. Before being stored, the keys of the encrypted content
are stored in a location physically idependent of the content. Each step of this
encryption uses the Advanced Encryption Standard (AES) with 256-bit keys and
complies with the Federal Information Processing Standard (FIPS) 140-2. Encrypted
content is distributed among several containers in the data center and each container
has unique credentials. These credentials are stored in a physical location independent
of the content or content keys.
Apply Office365 sensitivity labels
Apply Office 365 Sensitivity Labels to protect and encrypt files on a highly sensitive
SharePoint Online group site. For more information, see section [3.2.3.1 Qualification
of information] of this guide.
*Alternatively, Azure Information Protection (AIP) can be used, although we
recommend the above option.
Apply Information Rights Management (IRM) in libraries
In addition to being able to apply labels individually to documents where the user is
responsible for applying them or not, IRM can be configured directly in the document
libraries. This way, when a document is uploaded, it is automatically encrypted and
protected, even if the user has not applied any labels. We consider this functionality
important for document security.
*For SharePoint Online, users may experience waiting times when downloading the
larger files protected by IRM. If so, it is best to apply IRM protection by using Office
programs and storing larger files in a SharePoint library that does not use IRM.
* To activate the Azure Rights Management service, you must have a Premium Azure
Information Protection plan or an Office 365 plan that includes Rights Management.
For example, your organization has an Office 365 E3 or Office 365 E5 plan.
To activate Rights Management from the Microsoft 365 Administration Center, access
the classic configuration page:
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Then activate the IRM service:

Once the service has been activated at the tenant level, it can be applied at the library
level.
1. The "Information Rights Management (IRM)" option will now appear in the library
configuration screen.
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2. Define the features of IRM:

3.2.3.3 Cleaning of documents
When sharing an electronic copy of certain Office365 documents or posting certain
documentation on the Internet, it is a good practice to review the document for
hidden data, personal information, and generally any associated metadata. This
information can be deleted through the Document Inspector, a feature that can be
accessed from within Word, Excel, PowerPoint or Visio applications.
3.2.3.4 Backup copies
There is no global solution for backing up Office 365. Although there are related
mechanisms described in section [5. OTHER SAFETY CONSIDERATIONS] of this guide:
version control and recycle bin.
Although a mechanism based on "retention policies" in certain cases may be enough to
ensure the backup of information. See [3.2.3.1 Rating of Information] to see how they
apply to a document and how they can serve to protect it from deletion.
3.2.3.5 Information management policies
Information management policies allow you to control who has access to the
organization's information, what can be done with it, and how long it can be kept. A
policy can help to enforce compliance with government and legal regulations or
internal business processes. The administrator can set up a policy to control how
documents are tracked, who has access to them, and how long they can be kept.
You can create an information management policy at a site in three different ways:
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Create an information management policy for use on several content types
within a site collection.
Create an information management policy for a site content type.
Create an information management policy for a list or library

The following describes how to create an information management policy for a site
content type, the rest is done in a similar way. More information:
https://support.office.com/es-es/article/crear-y-aplicar-directivas-de-administraci%C3%B3n-deinformaci%C3%B3n-eb501fe9-2ef6-4150-945a-65a6451ee9e9

Create an information management policy for a site content type
1. Access the site's home page and click on the "Site Settings" icon.

2. In "Site collection management", select "Site collection features".

3. On the site features screen, navigate to "Site Policy", and activate it.
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3. Return to the "Site Settings" screen and click the new "Site Policies" link.

4. In the "Site Policies" screen, click on the "Create" button.

5. Establish the appropriate retention policy.

3.2.3.6 Preventing a library from showing up in search results
By default, all libraries are indexed in the search engine. If any of them has sensitive
content, it can be prevented from appearing in the results.
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1. Open the library settings, option [Advanced Settings].

2. Disable the search.

3.2.3.7 Prevent items from being downloaded to offline clients
If a library includes sensitive information, you can prevent it from syncing with offline
clients such as OneDrive.
1.

Open the library configuration, option [Advanced Settings].

2. Block items in this document library from being downloaded to clients offline.
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3.2.4 Protection of services
3.2.4.1 Protection against denial of service
Office 365 provides advanced threat detection and mitigation systems to protect the
underlying infrastructure from denial of service (DoS) attacks and prevent service
disruption to clients.
Azure's DDoS defense system is designed not only to resist attacks from the outside,
but also from other Azure tenants. Exchange Online and SharePoint Online request
limitation mechanisms are part of a multi-layered approach to defend against DoS
attacks.
Refer to the guide [CCN-STIC-884A - Secure Configuration Guide for Azure] for more
information on Azure's DDoS defense system.

4. CONFIGURATION SCRIPTS
There are management tasks that can be performed more quickly through the
“SharePoint Online Management Shell” PowerShell module. This module is used to
manage users, sites and site collections. All cmdlets in the module start with the SPO
prefix.
The minimum installation requirements in terms of compatible operating system:
Windows 10; Windows 7 Service Pack 1; Windows 8; Windows Server 2008 R2 SP1; Windows Server 2008
Service Pack 2; Windows Server 2012; Windows Server 2016

And the PowerShell 3.0 version.
1. Check if we already have the module installed, and if not, install it.


Get-Module -Name Microsoft.Online.SharePoint.PowerShell -ListAvailable | Select
Name,Version

To install it:


Install-Module -Name Microsoft.Online.SharePoint.PowerShell

2. Connect.
2.1.

With username and password:



$adminUPN="<the full email address of a SharePoint administrator account, example:
jdoe@contosotoycompany.onmicrosoft.com>"



$orgName="<name of your Office 365 organization, example: contosotoycompany>"



$userCredential = Get-Credential -UserName $adminUPN -Message "Type the password."



Connect-SPOService -Url https://$orgName-admin.SharePoint.com -Credential
$userCredential.

2.2.
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$orgName="<name of your Office 365 organization, example: contosotoycompany>"



Connect-SPOService -Url https://$orgName-admin.SharePoint.com

Below are some examples of related cmdlets:
Get all site collections


Get-SPOSite

Obtain information from a specific site collection


Get-SPOSite -Identity https://contoso.SharePoint.com

Get detailed information on a group site


Get-SPOSite -Identity https://contoso.SharePoint.com/sites/groupname -detailed |fl

Disabling site sharing for "non-owners”


Get-SPOSite -Identity https://contoso.SharePoint.com DisableSharingForNonOwnersStatus

5. OTHER SECURITY CONCERNS
5.1 Version Control
When version control is enabled in the SharePoint list or library, you can store, track,
and restore items in a list and files in a library each time they change.
Version control is one of the most useful tools in SharePoint: it allows to see what
changes have been made to documents, showing the version number and size of each
document, who made the last change and when, and to view and/or restore any
previous version.
Enable and configure versions for a list or library
1. Open the library configuration and click on the "Version configuration" link.

2. Set the options.
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View version history
1. You can access it through the [action menu] that appears in the line of the
document to be consulted.
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2. The full version history of the document is displayed below:

3. In each item of the history, in the "modified" field, there is a drop-down list with
the actions to be performed on that specific version:

5.2 Recycling bin
SharePoint Online establishes two levels of recycle bin with two independent storage
areas, each with a retention period for the information. Unlike previous versions it is
not configurable.
*For sensitive documents that require immediate deletion, it is the user's responsibility
to permanently remove them from all areas of the recycling bin.
1. When you delete items (including OneDrive for Business) from a SharePoint site,
they are sent to the site's Recycling Bin, also called the first level recycling bin,
where you can restore them if necessary.
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2. When items are removed from a site's recycling bin, they are sent to the site
collection recycling bin, also called the second level recycling bin.

A SharePoint site collection manager can view and restore items deleted from the site
collection recycling bin to their original location. If an item is removed from the
recycling bin from the site collection, or the retention time is exceeded, it will be
permanently deleted.

National Cryptologic Centre

41

CCN-STIC 885B

Secure configuration guide for SharePoint Online

How long are the removed items kept in the Recycling Bin?
In SharePoint Online, items are retained for 93 days from the moment they are
removed from their original location. They always remain in the site’s recycling bin,
unless someone removes them or empties that recycling bin. In that case, the items go
to the recycling bin in the site collection, where they remain for the rest of 93 days,
unless:



the recycling bin in the site collection exceeds its quota and begins to purge the
older items.
the site collection manager manually removes items from the recycling bin of
the site collection.

The site recycling bin storage has the site collection storage quota and the list view
threshold. The amount of space allocated to the site collection recycling bin is 200% of
the site collection quota. These values cannot be configured.
3. Third level of backup.
SharePoint Online retains backups of all content for an additional 14 days beyond the
actual deletion. If the content cannot be restored through the recycling bin or file
restoration, an administrator can contact Microsoft Support to request a restoration at
any time within the 14 days window.

5.3 Sharing policies
Global and SharePoint administrators in Office 365 can change their organization-level
sharing settings for SharePoint and OneDrive.
To do so, access the SharePoint Online Administration Center:

The established levels are:
All

Users can share files and folders with links that do not require login.

New and existing guests

Guests must login or provide a verification code.
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Existing guests

Only guests who are already on the board of your organization.

Only the members of your
organization

No external sharing is allowed.

1. Select the least permissive level to not allow external sharing, i.e. only
document sharing between members of the organization will be allowed.
2. You then choose the option that will appear to users by default.

So, for example, with this option users will see the following when sharing a
document:

3. Choose type of link.

4. Select other configuration options.

5. Choose "default link permission". Recommended value: See.
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Any of these links redirects to a page so you can select that option, as well as
other parameters already selected.

5.4 Blocking integration with Yammer
By default, SharePoint Online enables integration with Yammer. This can be restricted.
This integration replaces Newsfeed and changes the global navigation of Office 365.
Also, Yammer is not a service currently available at the O365 Trust Center. By enabling
the integration, Yammer will be able to read and copy access to user and group
information in the company.
You can activate or deactivate Yammer for conversations in SharePoint from the
SharePoint Online Administration Center.
1. Start the classic configuration page.
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2. In corporate social collaboration, select "Use SharePoint Newsfeed".
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6. GLOSSARY AND ABBREVIATIONS
The following describes several security terms, acronyms and abbreviations used in
this guide:

Term

Definition

IRM

Information Rights Management.

SPO

SharePoint Online

SPO site

is a website that offers a central space for collaboration and
storage of documents, information and ideas.

Communication site

to disseminate information, share news, reports, statements,
etc. to a wide audience in a visually attractive format. Only a
small set of members generate content and a much larger
audience consults it.

Group Site

Provides a specific location where a group of people can
work on a specific project and share information from
anywhere with any device. They are closed groups; the
information is limited only to the members of the group or
specific participants.

Public group site

SPO site accessible by anyone in the organization.

Private group site

SPO site only accessible by group members.
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7. SUMMARY TABLE OF SECURITY MEASURES
The following is a summary table of configurations to be applied for the protection of the service, where the organization will be able to
evaluate which measures of the proposals are fulfilled.
ENS Control

Configuration

op

Operational Framework

op.acc

Access Control

op.acc.1

Identification
The use of accounts and the assignment of licenses to users has been configured.
Following the recommendations of Office 365 based on the guide [CCN-STIC-885A Secure Configuration Guide for Office 365]

Status

It applies:
Yes

It complies:
No

Evidence collected:
Yes

Op.acc.2

National

Yes

No

Comments:
No

Entry Requirements

Cryptological Centre
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The permission levels for the organization's resources - owners, members
and visitors - have been checked.

It applies:
Yes

It complies:
No

Evidence collected:

Comments:

Segregation of functions and tasks
The Admin role has been properly assigned to a SharePoint administrator
user (in case a delegation has been established for this service).

It applies:
Yes

It complies:
No

Evidence collected:
Yes

National

No

No

Yes

Op.acc.3

Yes

Cryptological Centre

Yes

No

Comments:
No
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Access rights management process
Specific "permission levels" have been created for the organization.

It applies:
Yes

It complies:
No

Evidence collected:

Comments:

Authentication mechanism
Users have been advised to keep persistent cookies disabled at login.

It applies:
Yes

It complies:
No

Evidence collected:
Yes

National

No

No

Yes

Op.acc.5

Yes

Cryptological Centre

Yes

No

Comments:
No
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Authentication mechanism
Warning and logout of users after a period of inactivity has been set up.

It applies:
Yes

It complies:
No

Evidence collected:

Comments:

Authentication mechanism
Access has been blocked to applications that do not use modern
authentication.

It applies:
Yes

It complies:
No

Evidence collected:
Yes

National

No

No

Yes

Op.acc.5

Yes

Cryptological Centre

Yes

No

Comments:
No
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Local access
“Multi-factor authentication" is enabled and an appropriate credential
management policy is in place.

It applies:
Yes

It complies:
No

Evidence collected:

Comments:

Local access
Conditional access policies or rules have been configured in ADFS, as
described in the guide [CCN-STIC-885A - Secure Configuration Guide for
Office 365].

It applies:
Yes

It complies:
No

Evidence collected:
Yes

National

No

No

Yes

Op.acc.6

Yes

Cryptological Centre

Yes

No

Comments:
No

51

CCN-STIC 885B

Op.acc.6

Secure configuration guide for Sharepoint Online

Local access
Network Location has been activated to allow access only from certain IP
addresses. And the limitation of access to the administrators.

It applies:
Yes

It complies:
No

Evidence collected:

Comments:

Remote Access
Conditional access policies have been configured for remote access, as
described in the guide [CCN-STIC-885A - Secure Configuration Guide for
Office 365].

It applies:
Yes

It complies:
No

Evidence collected:
Yes

National

No

No

Yes

Op.acc.7

Yes

Cryptological Centre

Yes

No

Comments:
No
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op.exp

Exploitation

op.exp.6

Protection against malware
Users have been blocked from executing custom scripts on personal sites
and sites they have created themselves.

It applies:
Yes

It complies:
No

Evidence collected:

Comments:

Protection against malware
Real-time threat detection, accessible from the Office 365 Security and It applies:
Compliance Center, is recommended.
*For these tasks the organization must have Office 365 Advanced Threat
Protection (Office 365 ATP).

Yes

It complies:
No

Evidence collected:
Yes

National

No

No

Yes

op.exp.6

Yes

Cryptological Centre

Yes

No

Comments:
No
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Recording user activity
The audit log has been activated.

It applies:
Yes

It complies:
No

Evidence collected:

Comments:

Protection of activity records
Consultation of the activity record has been secured by establishing the
appropriate roles.

It applies:
Yes

It complies:
No

Evidence collected:
Yes

National

No

No

Yes

op.exp. 10

Yes

Cryptological Centre

Yes

No

Comments:
No
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System monitoring
Alerts have been set up in the Office 365 Security and Compliance Center.

It applies:
Yes

It complies:
No

Evidence collected:

Protective Measures

mp.info

Protection of information

mp.info.2

Rating of information
Retention policies have been implemented.

It complies:
No

Evidence collected:

National

Cryptological Centre

Comments:

It applies:
Yes

No

No

Yes

mp

Yes

Yes

No

Comments:
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No

Yes

mp.info.2

Rating of information
DLP policies have been applied as described in section 3.2.3.1 Rating Guide
Information [CCN-STIC-884A - Azure Secure Configuration Guide].

It applies:
Yes

It complies:
No

Evidence collected:

Comments:

Rating of information
Sensitivity labels have been applied.

It applies:
Yes

It complies:
No

Evidence collected:

National

No

No

Yes

mp.info.2

Yes

Cryptological Centre

Yes

No

Comments:
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No

Yes

mp.info.3

Encryption
Special encryption using sensitivity labels has been applied to SharePoint
sites requiring special protection.

It applies:
Yes

It applies:
No

Yes

No

* Microsoft automatically encrypts data at rest and in a transparent way for
the user. Sensitivity labels can be used for additional encryption.
Evidence collected:
No

Yes

mp.info.3

Encryption
IRM has been applied to documentary libraries that require additional
protection.

It applies:
Yes

It complies:
No

Evidence collected:

National

Comments:

Cryptological Centre

Yes

No

Comments:
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No

Y
e
s
mp.info.6

Cleaning of documents
Personal information and generally any metadata that might be associated
with the documents have been removed.
*Through the Document Inspector tool (feature accessed from your own
Word, Excel, PowerPoint or Visio applications) or third party applications. As
described in section 3.2.3.3 Cleaning of documents in the guide [CCN-STIC885A - Secure Configuration Guide for Office 365].

It applies:
Yes

It complies:
No

Evidence collected:

Comments:

Backup copies
Retention policies have been applied to manage the storage time of
documents and mail.

It applies:
Yes

It complies:
No

Evidence collected:

National

No

No

Yes

mp.info.9

Yes

Cryptological Centre

Yes

No

Comments:
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No

Y
e
s
mp.info.9

Backup copies
Users have been told how to manage the "version control" of documents
and the recycling bin.

It applies:
Yes

It complies:
No

Evidence collected:

Comments:

Avoid indexing libraries with sensitive content
Libraries with sensitive content have been configured to not appear in the
search engine.

It applies:
Yes

It complies:
No

Evidence collected:

National

No

No

Yes

mp.info

Yes

Cryptological Centre

Yes

No

Comments:
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No

Yes

mp.info

Avoid indexing libraries with sensitive content
Libraries with sensitive content have been configured to not appear in the
search engine. This also includes the downloading of elements when there is
no connection.

It applies:
Yes

It complies:
No

Evidence collected:
Yes

mp.s

Protection of services

mp.s.8

Protection against denial of service

National

Cryptological Centre

No

Comments:
No

The detailed information in the [CCN-STIC-884A - Azure Secure Configuration It applies:
Guide] guide on Azure's DDoS defence system has been taken into account.
Yes

Yes

It complies:
No

Yes

No
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Evidence collected:

Comments:
No

Yes

OTHER SECURITY CONCERNS
External sharing
External sharing has been restricted.

It applies:
Yes

It complies
No

Evidence collected:
Yes

Yes

No

Comments:
No

Integration with Yammer

National

Cryptological Centre
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Integration with Yammer has been blocked
It applies:
Yes

It complies:
No

Evidence collected:
Yes

National

Cryptological Centre

Yes

No

Comments:
No
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