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Use of Cisco Webex, its implications for security and privacy.
Recommendations and good practices.

Abstract: given the uncertainty created by different attacks on various cloud-based collaboration and
meeting platforms, here is an analysis and security recommendations for the use of the Cisco Webex
platform.

Cisco Webex is a collaboration platform that enables meetings, events, training courses, remote support,
group messaging, with audio, video and sharing services, interoperable with all video room platforms
based on H323 and SIP standards. It allows meetings of up to 50 participants in its free version, and up to
1,000 participants in the paid one, including streaming transmissions via RTMP and RTMPS.
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1 CONTEXT

In the context of the state of alarm decreed by the government of the nation due to the
COVID-19 pandemic has led to a series of changes in the work and social routines of
citizens and workers because of mandatory confinement, social distancing rules and
teleworking.

This situation has generated an explosion in the widespread use of video conferencing
systems and chat applications such as Zoom, Cisco Webex, Google Meet, Microsoft
Teams and consumer applications such as Houseparty, Jitsi, etc.

National Cryptologic Centre




Use of Cisco Webex, security and privacy implications CN - cerr

. . tro criptolégico nacional
Recommendations and good practices. e e e

Cyber attackers are taking advantage of the opportunities associated with the fear
surrounding the pandemic, widespread teleworking, difficulties in patching remotely
connected endpoints, and the increased surface area of exposure resulting from
allowing operations that are more fluid.

In this context, poorly protected video conferencing sessions and applications are a
major vector of attack.

2 CISCO WEBEX SECURITY COMMITMENT

Cisco designs products according to the Cisco Secure Development Lifecycle (SDL),

which includes periodic privacy impact assessments, proactive penetration testing,
and threat modeling. Cisco's Security and Trust organization monitors Webex
security and privacy and publicly discloses security vulnerabilities.

There are three (3) Cisco Webex security principles:
Webex is committed to respecting the privacy of your data.
Webex is secure by default.

Webex has cyber security governance and is transparent when there are security
issues.

3 GOOD PRACTICES IN THE ADMINISTRATION AND USE OF WEBEX
MEETINGS

S <

Preventing unauthorized e Use a unique password-protected link for invited users (default).
attendees from joining

meetings e Automatically lock meeting rooms to restrict entry (default).
e Automatically place external or unauthenticated attendees in a
waiting room (default)
e Require password or login for phones and video devices

Avoiding interruptions during

. e Prevent the possibility of joining a meeting before the host.
the meeting

e Manually lock your meeting room.
e Configure that only the presenter can share content.

e Set your meeting room to lock automatically after a specified
duration.

e Have participants who join a closed personal room placed in the
lobby until they are admitted by the host.

Limit meetings to internal

e Apply Single Sign-On (SSO) to join or enter a personal meeting room.
users only

e Require assistant roles.

Preventing the resending of

i e Require that only invited users can join meetings.
invitations
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Enable a host to securely
manage a personal room
meeting

Manage file sharing control

Manage external integrations
(for Meetings and Teams)

Manage bots

centro aiptolégico nocdonal

Visual difference in internal/external users in the list.
Entry and exit tones.
Blocking the meeting room.

Enable an e-mail notification to be sent to you in case someone
enters the lobby of your personal room while you are out.

Enable/disable available functions such as chat, video, voice options.

Eject, block, mute, etc.

The administrator can choose to selectively enable or disable file
sharing (Meetings and Teams).

The administrator can limit file sharing depending on the client type
(Webex Teams).

A client can allow or deny its users to use Google accounts, Microsoft
Office 365 accounts, Facebook accounts, and other third-party
applications with their Cisco Webex account. In addition, clients can
also ensure that only those third-party applications for Webex Teams
(developed through the API available at developer.webex.com) that
meet their security and data control standards can be enabled for
their users.

Clients can choose to allow or deny access to these third-party
applications for all members of the organization or for specific users.

You can manage bots for Webex Teams spaces, managing external
integrations, to control the output of information and reduce risk.
Administrators can establish global policies to allow or deny bots. In
the case of "global denial", a white list of supported bots can be
configured.

4 WEBEX SECURITY CONTROLS

The security of the Webex suite is managed on two (2) levels. The first is a global supra

level of the organization managed by the administrators of the platform and secondly
at the level of customization of the personal rooms assigned to each user.

4.1 Security controls for Webex administrators

Security management control features are available to administrators through the

Control Hub (admin.webex.com).
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Figure 1.- Control Hub

The following security parameters are recommended in the configuration tab of the hub
control (https://admin.webex.com/settings).

4.1.1 Security in mobile devices

To disable message previews: a client can ensure that message previews for mobile
notifications are always disabled so that users nearby cannot see the incoming messages
on the device. Alternatively, if the device is locked and left unattended by the user, other
users will no longer be able to preview the messages on the locked screen on the device.

Configuracion

Seguridad Seguridad del cliente de Cisco Webex Teams

Los usuarios solo pueden iniciar la aplicacion de Cisco Webex
Teams en dispositivos moéviles protegidos con pantallas de
bloqueo.

lllustration 1.- Privacy preview on mobiles
4.1.2 Close web user sessions due to inactivity

Customized downtime for browser interfaces. A Cisco Webex administrator using the
Control Hub, or a user using the browser interface, does not have to worry about leaving
his laptop unattended.
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A custom timeout is set in the control hub allowing an administrator to reduce the
security risk of these events by ending idle sessions after a period of timeout (optionally
between 10 minutes and 60 minutes). The control hub also has a default inactive
timeout of 20 minutes.

These timeouts can be further customized for in and out of the network. If a user is
logging into the system on the VPN security, the inactive timeout period of the company
network can be longer (or never activated), and the durations can be shortened if they
are on a public network.

Tiempo de espera agotado Tiempo de espera agotado por inaclividad del cliente web de

inactivo Webex Teams

Cierra la sesién inactiva de los usuarios automaticamente. Puede cambiar el
tiempo total durante el que el cliente permanecera inactivo hasta que se

cierre la sesién de su cuenta

«©

Para comprobar si los usuarios estan conectados a la red de su
organizacion, facilite la URL del sitio interno que permita que el recurso

multiorigen comparta CORS con teams webex.com

Figure 2.- Inactivity shutdown
4.1.3 Control of external communications

The Block External Communications function allows managers to control collaboration
between organizations in the following ways:

- All the users of your organization are restricted from communicating with anyone
belonging to external organizations on Webex Teams.

- The organization’s users cannot add users outside the approved domains or join
spaces created by non-approved domains on Webex Teams.

- Use the attendee role and "Require Login Before Site Access" control to block
participants from outside the Meetings site.

- Enabling the external message-blocking tab should be carefully evaluated as it
involves inviting users from outside the organization to collaboration groups.
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lllustration 3.- Third party domains allowed

Zonfiguracion
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Escriba los dominios especiboos para comprobar s &5 posible afiacinos. Pars
cblener mas nformacion sobre (8 declaracion de Jominics v Su vernhcacion, naga
ciic aqul

Introducir nombre del dominio

m

3 0S5 OC grupo

Lirmite &l scceso para unirse soko @ los espacios de grupo cue perlenescan a su

organizacien. Esio no os aplicable a los espacies con una sola persona.

lllustration 5.- External messages

4.1.4 Privacy

Privacy settings allow selecting the level of viewing detail and intervention that your
technology partner or support assistant has from your configuration.
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Privacidad Acceso del servicio de soporte

Esta opcidn le conferird al servicio de soporte de Cisco o para socios
acceso de solo lectura a su organizacion. No se permitira realizar ningun

cambio en la informacién de su organizacion.

Conceder al servicio de soporte de Cisco o para soclos
acceso de solo lectura a su organizacién

Creacion automatica de informes de blogqueo

Si se bloquea un dispositivo de sala, los archivos de registro se remitirdn a
Cisco a fin de ayudar a mejorar la calidad del servicio

Activar creacién automatica de informes por bloqueo

£Qué contienen estos informes? (O

lllustration 4.- Privacy
4.1.5 User authentication

Enable Single Session Service (SSO): This one-way synchronization ensures that users
are not only provisioned when they connect to the company, but more importantly,
ensures that users are stripped of their provisioned data and that tokens are
revoked when the company decides that they should delete that user account.

Proof of identity: Administrators check their domains to ensure that the users they
provision are who they claim to be, so when you join a meeting you can trust who
you are collaborating with.

System for Cross-Domain Identity Management (SCIM) provisioning is supported:
incorporation of users through Okta and Azure AD integrations using SCIM, the
sector standard.

The People API at https://developer.webex.com and CSV are also supported.

Autenticacion Inicio de sesion unico

@ Deshabilitado

Modificar

lllustration 5.- Login
4.2 Manage user's personal room preferences

The user has access to particular configurations of his Webex meetings personal room
through a web access such as https://(domain).webex.com or through the "Personal

Room" tab of the application.
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Q Preferences c - X
= General My Personal Room
& Account Personal Room name:
Sala personal d
@ My Personal Room 9 nal de SEE
@ Meeting join options Personal Room link: @
https:/QEESEEEED my webex. com/meet/N
% Phone numbers
[ Calendar Personal Room number:
"
£y Motifications
£J Video systems Video address:
O G ). ebex.com
Host PIN: ©
=
[I dit my Personal Room on the Webex site

lllustration 6.- Web access via app
- Customization of the room’s name and its link.

- The organizer’s pin must meet certain requirements.

(\} Inicic Q. Buscar reuniones y grabaciones ®
n
] Reuniones
& citsisne Preferencias
{3} Preferencias
General Mi sala personal Audio y video Planificacion
“Lﬂ Datos
@ ports Nombre de sala personal Sala personal de XX3000(
A Descargas
() Comentarios Enlace de la sala personal hitps: I vy webex.com/meet]  XO0O(X

PIN del organizador: (7)

Bloqueo automdtico: (1) @ PBloguear mi sala automaticamente 0 - minutos después de que empiece la

reunidn para que nadie pueda entrar hasta que les admita

lllustration 7.- Room and pin customization

- Block the room automatically after the meeting has started, to prevent accidental
intrusion of participants.
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Q. Buscar reuniones y grabaciones ©

Preferencias
General Mi sala personal Audio y video Planificacion
Nombre de sala personal Sala personal de XXX
Enlace de la sala personal https:// I ~y.webex.com/meet/  XXXXXX

PIN del organizador: (1) |

=) Su PIN d

e tener exac te 4 digitos

mismo digito 4 w

Bloqueo automético: O . Bloguear mi sala automaticamente 0 ~  minutos [después de que empiece la

reunion para que nadie pueda entrar hasta que les admita

lllustration 8.- Room lock

- Notification of participants waiting in the lobby to the organizer and delegation
of permits to alternative organizers.

Notificacion: () @ Notificarme por correo electrénico cuando entre alguien en mi lobby de sala

personal mientras estoy fuera

Organizador alternativo: . Permitir gue otros organicen las reuniones de mi sala personal sin mi
Permitir a cualguiera que cuente con una cuenta de organizador en este sitio 0
que se una desde un dispositivo de video autenticado de Cisco en esta
organizacion para ser un organizador alternativo para las reuniones de Mi sala
personal
© Permitirme seleccionar los organizadores alternativos de las reuniones de mi
sala personal

Separe las direcciones de correo electrénico con una coma © un punto y co

lllustration 9.- Notification of participants in the lobby
5 OPERATIVE

For accessing the meetings, Cisco Webex has virtual meeting rooms and personal rooms,
which allow each user to have a unique address and meeting code, always available and
managed by the user himself with access control by automatically locking the meetings,
as recommended above.
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There are three (3) methodologies for creating meetings, via the web portal, desktop or
mobile application and an Outlook plug-in.

5.1 Creating a meeting from desktop application

- Start an immediate meeting in the personal room.

® Cisco Webex Meetings

Nombre Apellido
https:/freuniones-seguras. webex.com/meet/n... 0

Para copiar el
enlace de la sesion

Iniciar una reunidn Planificar Para comenzar Ia

reunion

Unirse a una reunién ©

Introduzca la informacién de la reunién

Enlace de la sesién (ejemplo):

https://reuniones-sequras.webex.com/meet/nombre

lllustration 10.- Starting a meeting

- Planning a meeting.

Reunidn del organizador  Aplicar formato al texto

= alk . Swmen oneene: O [ [Q ) () o B§- 8 O
« Camcwwr  Cis Pmgemscde b e Serpecter | ) - Percdcced Solcts  Pemne Permas Buacencr Cuntcw Privmts
proies = &3 e Lo nn e SR rotemamas prop s s S Seass nosda ot
De -
Para:
Asunto
Ubicacien
Duraciée: 30 mscs [} Todo e dis
Comienzs: 20/ 872020 = 2130
Finafize: 20/ 52020 T 2200

) Wo e ha erwiadc esta rwtaciin

Unirse a la reunién en mi sala perscnal de Webex

Nomero de reunidn (c6digo de acceso) 113 350 3758

Unirse por teidione
Tom pars lamar con un Gapoaiie Aovl (soio pars ssstentss )
*34-G1215-8208 S0

Detalles de la
invitacion

'

MuTeros de larmada nieraconai

Unirie desde ™
MAFCar oMb reursOn e S-S0 CLTE L wBbes COm

También puede marcar 62 109219 4 o rErO0UCr SU NUMSND Ge reLNION.
Si usted es el organizador. tlambeén puede mirsducer su PIN de organaadar on o sisterma o la aghcacdn de conferencas de video para reciar la reundn

Figure 11.- Details of the meeting invitation
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. Nombre Apellido : Para planificar la
tips:/ir uras webex.com/meet/n I reunion

Iniciar una reunién Planificar

Unirse a una reunién ©

Introduzca la informacién de la reunidn

Figure 12.- Planning a meeting

5.2 Creating a meeting from Webex portal

The user has web access to his personal Webex meetings room through a
https://(domain).webex.com type access.

il
A Inicio Q1 Buscar reuniones y grabaciones (0]
) Reuniones
© Grabaciones S Sala personal de Nombre Apellido ©
& pret | "a. hiltps: //reuniones - seguras. wabaw com/meat/nombes
kﬂ D ) Mds formas de unirse
O Sopare inciar ura reunidn raicrr | Planificar reunion
4 Descargas
() Comentarios
Préximas reuniones
2130 - 22:00 Presentackin Apunion Sequra &) m
lllustration 13.- Meeting planning
aliilie
CIsCo VvebDex
() Wnicio Q. Buscar reuniones y grabaciones (0] Espafiol de Espafia

B Reuniones

©) ehackmas Planificar una reunién Plantitas de reuridn  Webex Most
& Preferencias
0zl Datos Tipo de reunitn Webex Meetings Pro Meeting
(@ Soporte * Tema de Ia reunién Debate ds Seguridad sn Webex
- Descorges * Contrasefa de ia reurién SNBmEPHPS2
(O) Comentarios
Focha y hora midecoles, 20 may., 2020 21:35 Duracidn: 1 hora

(UTC+02:00) Bruselas, Copenhague, Madrid, Paris
Repatician
Asistertes Separe las direccionss de COTen slectrbnico CON UNE COME O UN PUNEs y COMA.

Mostrar opciones avonzadas

Webes Training

lllustration 14.- Meeting details
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5.3 Creating a Meeting from Outlook

Cisco Webex also enables the inclusion of a plug-in in the mail manager, making it
available to the user to generate a meeting with a single click, with the security features
previously configured.

x?\cahdﬂl P shew ar [ Busy ¥ o 0 {§}

Deloto . Recumence Time  AddWebes  Webes

SForward - © Reminder: 15 mirutes
Zoner  Meding Preferences
adtione Optisas Dl -
e
10 You havert cent this masting invitation yet, -
P
o ,
L - -
Supent | Data Visualzations-af Metrics
send =
-
eaten ng Lakrd wl | nsome
=
art g - T 1012018 = oo R T T
‘,.ﬁ....\. The 17312019 o (230PM
, ]
™ 4
-
,

Addweﬁex\ WEbEX Join Webex meeting
- - Meeting number (access code); 123 456 789

%Meeting  Preferences Meeting password: 58056
Cisco Webex

Join from a video system or application
Dial

ou can also dial 12.111.111.00 and enter your meeting number.

Join by phone
1-111-111-1111 s Toll

————— ] 1-555-555-5555 US Toll Free

Global call-in numbers | Toll-free calling restrictions

Can't join the meeting?

lllustration 15.- Outlook Plug-in

Reunidn del organizador  Aplicar formato al texto

pf" E L§‘ = S Mo comec [ mosaonie - { ) ‘_P\ !Ev,@” @k

Emiar Cancear Cta Programacidn  Muevo comea Resooodes Aviso: 15 minutos 4 Periodicidad  Solicitar Zonas horarias Cunicar i
s e |01 e & Q Anaci Webex
De-  catchall@clasevirtual online < =1
Para: O usuariol@seguridad.com ‘=, Afadir conferencia personal
Asunto: Revisidn Proyects Seguridad
Ubicacidn

Duracidn: 30 minutos B Todo o dia
Comienza: 20/ 52020 5| 2130
Finaliza: 20/ 5/2020=| 22:00

' Mo se ha erviado esta invitacidn.

Unirse a la reunién en mi sala personal de Webex

Nimero de reunidn (codigo de acceso): 113 350 3759

Unirse a la reunién

Unirse desde o una de video

lllustration 16.- Webex Plug-in on Mac
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5.4 Recommendations for the education sector

Tnatln
cisco Webex
) inicio Q1. Buscar reuniones y grabaciones @ Espanal ce Espata
] Reuniones
® Preferencias
{3} Preferencias
General Mi sala personal Audio y video Planificacién Grabacién
tel Datos —_—
@ Sopore Nomire d sia persorsl Sala personal de Nombre Apetido
+ Descargas
() Comentarios A 0 it " e
PN del organizador (T 106
mmo - Bloguear mi sals autormaticamente 0 ranutes eSpUEs O Que empesce 1
reunidn para que nadie pueda entrar hasta que les admita
Notificacién: (7) = por andc entre aiguien en mi lobby de sals
personal mientras estoy futes
Yot apo Organcador aternatva: Permatc que Dtos Crganicen a3 eurones de mi 1ala parsonal sin M
Webex Events
Webex Support

lllustration 17.- Room lock

- Block the virtual classroom. From the website, you can set up the locking of the
room automatically after the virtual class starts, not letting anyone in without the
teacher authorizing access.

- Disable screen sharing by students without permission.

YW PR Y MU LTSN VY WD SCLALU TeTOT e ryuge
e e Q cisy Slencia 4 o-’-‘-ﬁu
@ nacthv

Silencio al entrar

+ Tono de entrada y de salida

Invitar y recordar...
Copiar enlace de la reunién

Cualquiera puede compartir
Asignar privilegios... ®E
Cambiar funcién a >

Esperando a que se unan otras personas

Figure 18.- Enable content sharing
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- Ifitis not configured automatically, lock the room when the class starts. A
notification will always appear to admit students who are in the waiting room.

Q cisco Webex Meetings @ 7 | Conconexién *

~ Participantes (1) X

Q Buscar

Nombre Apellido

Organizader, yo

Esperando a que se unan otras personas

Figure 19.- Indication of participant waiting in the lobby

- Ask those entering to identify themselves and activate the camera. In any case, it
is good practice for the teacher to activate his or her video.

- Eject or move students who do not identify themselves correctly in the waiting
room.

6 CONCLUSIONS

Cisco offers an ecosystem of end-to-end solutions, where Cisco Webex is the
collaboration platform that enables meetings, events, training courses, remote support,
group messaging, with audio, video and sharing services, interoperable with all video
room platforms based on H323 and SIP standards, with the possibility of being a cloud
service with flexible licensing per use or a traditional model of services hosted in the
customer's data processing centers or in a hybrid mode between both environments.

This ensures that users can choose the best mode of deployment for the solution that
meets their organization’s security standards.
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Cybersecurity recommendations for video calls and virtual meetings.

Only dewnload applications from official
marketers, such as Google Play or Apple
Store, or from the supplier's website

(Microsoft, Google, Cisco, etc.).

Keep the video calling applications
you use updated.

As far as possible, avoid clicking on
links that are shared in the session
chat, especially if you do not know
the person who has shared it.

Schedule video calls with the exact
number of participants. When all
users have entered the session,
close the access to new participants.

&
@

’x‘ N

All users must access to the meeting
with a password. In public applications,
sign up with passwords that you
haven’t used on other services and do
not publicly share the meeting ID.

(LICh
4\
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The moderator of the meeting must be
able to manage the connection of the
participants, close microphanes, disable
content or video signal. The participants
should not access the meeting until the
it moderator connects.

Consider video calls an insecure
communication channel, don't give out
i

1 sensitive data like passwords.

Set the session so that a visual or
audible indicator warns of incoming or
outgoing users and disable the
automatic answer to incoming calls. Log
out of the application if you know no
one is going to call,

Do not accept calls/chats from users
you do not know. In private conferences
all users must enter with a recognizable
name/nick-name for the
administrator/moderator of the call.

The moderator of the video call can
manage if the call can be recorded. If it
is being recorded, a visual and sound
indicator must be shown to all the
users.
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